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SUMMARY

The Java programming languagesupports concurrency. Concurrent programs are harder to verify than
their sequentialcounterparts due to their inherent non-determinismand a number of speci ¢ concurrency
problems,suchasinterfer enceand deadlock.In previouswork, we have developedthe ConAn testing tool
for the testing of concurrent Java components.ConAn has beenfound to be effective at testing a large
number of components,but there are certain classesof failur esthat are hard to detect using ConAn.
Although a variety of other veri cation tools and techniqueshave been proposedfor the veri cation of
concurrent software, they eachhave their strengthsand weaknesses.

In this paper, we proposea method for verifying concurrent Java componentsthat includes ConAn and
complementsit with other static and dynamic veri cation toolsand techniques.The proposalis basedon an
analysisof commonconcurrencyproblemsand concurrencyfailur esin Java components As a starting point
for determining the concurrencyfailur esin Java componentsa petri-net modelof Java concurrencyis used.
By systematicallyanalysingthe model, we comeup with a completeclassi cation of concurrencyfailur es.
The classi cation and analysisare then usedto determine suitable tools and techniquesfor detectingeach
of the failur es. Finally, we proposeto combine thesetools and techniquesinto a method for verifying
concurrent Java components.

KEY WORDS: Concurency veri cation, testing componentJava

Intr oduction

A concurrentprogramconsistsof two or more processesor threads)hat cooperaten performinga
task[1]. Eachprocessds a sequentiaprogramthatexecutesa sequencef statementsThe processes
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2 B. LONG, P. STROOPERL. WILDMAN

cooperatdy communicatingisingsharedvariablesor messaggassingProgrammingandverifying

concurrenprogramds dif cult dueto theinherentnon-determinisnin theseprogramsThatis, if we

runaconcurrenprogramtwice with thesameinput, it is notguaranteetb returnthe sameoutputboth
times.Speci ¢ concurrenyg issuesuchasinterferenceanddeadlockurthercomplicatetheveri cation

of concurrenprogramsespeciallysincetheinherentnon-determinisnmaymaleit hardto detecthese
problemsthroughtraditionalveri cation techniques.

In this paper we simplify the problemby focusingon one particulartype of concurrentsoftware,
namelyconcurrentJaza componentsBy focusingon verifying an individual componentwe do not
needto be concernedvith the numberof threadghatareexecutingin the systemasawhole,because
we assumehe componentcan be accessedby ary numberof threadsat a time. Thatis, we verify
a componentunderthe assumptiorof multiple threadaccessFollowing Szyperski[42], we take a
software componento be a unit of compositionwith contractuallyspeci ed interfacesand explicit
context dependenciessucha components likely to cometo life throughobjectsandthereforewould
normally consistof oneor moreclasses.

In [32], we describethe ConAn (Concurreng Analyser)tool for the testingof concurrentJava
components.The approachis basedon Brinch Hansers work [5] on testing ConcurrentPascal
monitors.We extendedBrinch Hansers methodto dealwith Java componenteandaddedool support.
Althoughwe foundthe methodandtool supporteffective in testinga large numberof concurrentiava
component$32], therearecertainclasse®f failuresthatarehardto detectusingConAn.

The aim of this paperis to comeup with a methodfor verifying concurrentlava componentshat
includesConAnandcomplementst with otherstaticanddynamicveri cation tools andtechniques.
Oneof themainadwantage®f ConAnis thatit extendsthetoolsandtechniquedor testingsequential
Java componentsand as suchit canbe usedby software developersandtestersin industry without
the needfor specialtrainingor advancedheoreticakconceptsThe methodwe proposen this paperis
similarly practice-oriented.

We derive ourmethodby analysingcommonconcurreng problemsandspeci ¢ concurreng failures
in JavacomponentsTo analysethe concurreng failuresin Java componentsye rst developa petri-
netmodelof Jasa concurreng. Petri-netd37] areusedbecausehey provide a corvenientmechanism
for modelingthe locking of objects. A HAZOP style analysig6] is appliedto determinethe possible
failuresthatcanbeassociatedvith eachof thetransitionsn thepetri-netmodel.We thususethemodel
to classifythefailuresthatcanoccurin concurrentlasa componentanddeterminesuitabletoolsand
techniquegor eachclassof failure. Theresultsof theanalysisarethenusecdto combinethesestratgies
into a generalmethodfor the veri cation of concurrentlaza componentsAn obvious areafor future
work is theempiricalevaluationof the method.

Overview of concurrencyin Java

The basic Jasa concurreng constructsare briey reviewed in this section. Further information
regardingconcurreny in Java canbe obtainedrom [18, 19, 28, 29].

In theJavaprogrammindanguagemutualexclusionis achiesedby athreadockinganobject.There
aretwo waysof lockinganobiject: 1) explicitly de ne asynchronisedblock anddesignatingheobject
tolock, or 2) synchronis&@method.Synchronisinga methodis the sameaslockingthethis  objectin
asynchronisedblock. Two threadsannotiock the sameobjectatthe sametime, thusproviding mutual
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 3

exclusion.A threadthat cannotaccessa synchronisedlock becausehe objectis locked by another
threadis blocked A threadcanlock morethanoneobjectby nestingsynchronisedblocks.

Threadshathave alock on anobjectcansuspendy callingtheJasawait methodon thatobject.
This causeghelock onthe objectto bereleasedallowing otherthreadso obtainthelock. Suspended
threadsremaindormantuntil woken. As an example,a particularimplementatiorof the well-known
producerconsumemonitor providestwo methodsput andget . The put methodplacesanitem
into the buffer andtheget methodretrievesanitem from the buffer. A threadwill be suspendedia
thewait statemenif it callsget whilsttherearenoitemsin thebuffer.

A threadcalling notify ~ will causethe run-timeschedulermanagedy the Java Virtual Machine
(JVM), to arbitrarily selecta waiting threadto be woken. The selectedthreadwill then join the
setof blocked threadsand attemptto regain the objectlock for re-entryto the synchronisedlock
immediatelyafterthe call to wait . For the producerconsumemonitor, the put call placesanitem
into the buffer andthennoti es awaiting thread.Thereis alsoa methodnotifyAll thatwakesall
threadswaiting onthe object.

Common concurrencyproblems

We now describecommon problemsthat occur in concurrentprograms.This establishesbasic
terminologyfor theremaindeiof the paper

In concurrenprogramsiwo typesof correctnesgropertiesaregenerallydistinguishedsafetyand
livenessSafetypropertieanustalwaysbetrue. Livenesgpropertieanusteventuallybetrue. Themost
commonsafetypropertyis mutual exclusion. Violation of this propertymay resultin interference
Anotherimportantsafetypropertyis absenceof deadlo&k. Commonlivenesspropertiesare process
terminationandthe requirementhata requestby a procesgo accessa sharedresourcas eventually
grantedCommonconcurrenyg problemselatedto thesepropertiesaredescribedn moredetailbelow.

Interferenceoccurswhentwo or moreconcurrenthreadsaccess sharedvariableandwhenatleast
one accesss a write, and the threadsuseno explicit mechanisnto preventthe accessrom being
simultaneou$40]. If a programhaspotentialinterferencethenthe effect of the con icting accesgo
thesharedvariablewill dependntheinterlearing of thethreadsinterferenceas alsoknown asa data
raceor racecondition

A systemthat cannotrespondto ary signalor requestis deadlo&ed [4]. Two forms of deadlock
aredeadlyembraceanddormancy Deadlyembracds usuallydescribedasa situationwheretwo or
moreprocesseareunableto proceedbecauseachis waiting for oneof the othersto do somethingn
adeadlockeycle [15]. For example this occurswhenathreadholdsalock thatanotherthreaddesires
andvice-versaDormang occurswhenanon-runnableéhreadfails to becomeunnable28, page57].
For example,in Java, this occurswhenawait is neverbalancedy anotify  or notifyAll . This
canalsooccurwhenathreadis waiting (viajoin ) for anon-terminatinghreadto nish.

Note thatif a threaddependson anotherthreadto completefor its own completion,thenit will
deadlockif the otherthreadnever completesThis may occurif all threadsparticipatein a deadlock
cycle. Threadsthat are waiting on threadsin a deadlockcycle areblocked and are called deadlodk-
blodkedthreadd36].

Livelodis similarto deadlockn thattheprogramdoesnot make progressHowever, in adeadlocled
computationthere is no possible execution sequencewhich succeedswhereasin a livelocked
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4 B. LONG, P. STROOPERL. WILDMAN

computatiortherearesuccessfutomputationsbut therearealsooneor moreexecutionsequences
which nothreadmakesprogresg4]. This situationcanarisewhentwo or moreprocessesontinuously
changeheir statein responséo changesn the otherprocess(esyithoutdoingary usefulwork [15].

Starvationis relatedto contention Contentioris whentwo or moreprocessesompetdor thesame
resourceAbsenceof stanationis alivenesgpropertythatstateghata programshouldeventuallygain
accesso arequestedesourceAn exampleof stanationis whenathreadtriesto accesasynchronised
blockandtheJVM alwaysgivesthelock to someotherwaitingthread. The Javaspeci cations[19, 29]
do notenforceanorderin which threadsntera synchronisedblock if two or morearetrying to do so
simultaneously

Toolsand techniquesfor verifying concurrent software

In this section,we review tools andtechniquedor the veri cation of concurrentsoftware, with an
emphasiontoolsandtechniqueshatcanbe appliedto concurrentlava components.

Codeinspectionsarebasedon peerreviews by smallteamsandhave beenwidely usedin industry
with impressve results[12, 13, 17, 39]. Checklistscan be usedto enhancethe effectivenessof
inspectionmeetings put we are not aware of ary speci ¢ checklistsfor the inspectionof concurrent
software. However, patternsfor bugsin concurrentsoftware [14, 22] could form the basisfor such
checklists.

Static analysisof concurrentprogramsinvolves the analysisof a program without requiring
execution. Typically this involvesthe generationand analysisof (partial) modelsof the statesand
transitionsof a program[26, 33, 35, 43]. Theresultingmodelsarethenanalysedo generatesuitable
test casesto generatesuitablesynchronisatiorsequencesor testing,or to verify propertiesof the
program.

Jlint [2, 27] andFindBugs[22] arestaticanalysistoolsthatattemptto nd bugsin Java programs
basedncommonlyoccurringbug patternsBoth areeasyto useandapplyin practice put aswith other
staticanalysistools, sometimegproblemsarereportedvhennoneexist andsometimeghesetoolsfail
to reporta problemwhenonedoesexist.

Model checkinghasbeenan importantresearchtopic in static analysisin recentyears.Models
of software are often basedon nite statemachinesor call graphswith well-de ned mathematical
properties.Approachesbasedon model checkinginclude Bandera[8, 20], JPF (Java Path nder)
[21, 44], andFSP(Finite StateProcesseqdB4]. Thesetoolsarenot consideredurtherin this paperand
themethod becauseheir usecurrentlystill requiresknowledgeof conceptsuchasprocesslgebreaor
temporallogic, which goesagainstour desirefor a practice-orientednethod.

Dynamic analysisinvolves executing a program. Deterministic testing of concurrentprograms
[3, 5, 7] requiresforcedexecutionof the programaccordingio aninput testsequence.

In previouswork, we developedConAnto supporthetestingof Jaramonitors[32]. ConAnprovides
tool supportfor anapproactto testingconcurrencomponentshatextendsBrinch Hansens approach
to testingConcurrenfascalmonitors[5]. ConAninstantiateshreadshatexecutecallsto methodsof
a concurrentomponentn a sequenca&le ned by the tester The ConAn generatedestdriver canbe
runin asimilar mannetto testdriversof traditionalunit testingandregressiortestingtools[9, 25].

Mostdynamictestingtoolsin practicearelimited to executingmary threadsagainsthe component
undertest, whilst attemptingto createas mary interleavings (of statementdetweenthosethreads)
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 5

aspossible,andtherebyattemptingto force a failure. Somedynamicanalysistools help to increase
the chanceof failure detection.ConTest[10, 23] andRaceFindefl11] aretoolswhosemainaim s to

nd dataracesdeadlocksindotherintermittentbugsin multithreadedavaprogramsThey transforma
Javaprograminto a progranthatshouldbehaein thesameway butis morelik ely to exhibit concurrent
bugssuchasraceconditionsanddeadlocksJProbeThreadalyzef41] providesa graphicalmeansto
visually inspectthe stateof executingthreadslt analyseslava codewith the aim of pinpointingthe
causeof stalls,deadlocksaandraceconditions.Any detectedoroblemsarelinked backto the location
in thesourcecode.

One of the featuresof Junit++is thatit extendsthe JUnit testingframework [16] by providing a
testemwith theability to executemultiple threadamultiple times.Traditionaltestingtoolsofteninclude
thistypeof extensionto supportoadtesting,which, givensufcient outputchecking hasbeenknown
to detectinterferenceand deadlock However, theseextensionsgenerallydo nothingto force speci ¢
failures.

A model of Java concurrency

We now proposea general model of the statesof a single thread with respectto a single
synchronisedobject. The model is then analysedin the next sectionfor deviations that could
causethe common concurreng problemsdiscussedearlier We are not interestedin modelling
speci ¢ concurrenprograms/component@ur modelis generalenoughto captureall multi-threaded
programs/componentsingJava synchronisedocksandwe analyse¢hemodelfor whatcangowrong
for asinglepoint of failure.

Figurel modelsthe statesof a singlethreadwith respecto a synchroniseabjectby usinga petri-
netdiagram[37]. This representatiomasbeenchosento highlight two issues:1) the changein state
of athreadwhenconcurrentonstructsareencountered a multithreadedorogram,and?2) the effect
thatavailability of the objectlock hason a threads state.The diagrammodelsthe stateof the thread
with respecto a singleobjectonly. If athreadaccesseseveralsynchronisebjectsthenit maybein
differentstateswith respecto the differentobjects.Multiple copiesof the diagramwould be needed
to representhis. However, aswe only considersinglesourcef failure, we analysethe behaiour of
thethreadwith respecto oneobjectonly.

Thediagramcontains (showvn asdots)andtwo typesof nodescircles(called )and
bars(called ). Theseplacesand transitionsare connectedvy directedarcsfrom places
to transitionsand from transitionsto places.A transitioncan if all incoming arcs originate
from placescontainingmarkers. Whena transition res, eachoutgoingarc depositsa marker in its
destinatiomplace.

Places to representhe currentstateof a threadwith respectto an objectlock. The marker
in place represents threadthat hasnot yet requested lock on an object,for example,executing
outsidea critical section.“Critical section”refersto a codesequencehataccessesharedvariables.
We usethe phrase‘Outside a critical section”to refer to codethat doesnot accessharedvariables
andthereforedoesnot requireexclusive accessThis terminologyis usedratherthan“synchronised
block” to allow the possibilitythata threadmay executeinsidea critical sectionwithout acquiringthe
appropriatdock. Notethatathreadthataccesseasharedesourcavithoutrequestingxclusive access
via alock would remainin place . A marlkerin place representsthreadrequestingalock onan
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6 B. LONG, P. STROOPERL. WILDMAN

e K’

Figurel. Petri-netmodelof concurreng

object.A markerin place representathreadholdingalock. Normally, thiswould bethe casewhile
athreadaccessesharedvariablesin a critical section.A markerin place representsthreadin the
state.

Themarkerin place representshe availability of the objectlock. This placerepresenta stateof
the objectlock ratherthana stateof the thread.The objectlock is obviously usedto control multiple
threadseachof whichis representedy its own diagrambut which all shareplace

TransitionT1 represents threadmoving from a stateof executingoutsidea critical sectionto the
stateof requestinga lock for exclusive accesdo a critical section.The transitionis underthe control
of the threaditself. TransitionT1 is red by a threadcalling a synchronisednethodor enteringa
synchronisedblock.

TransitionT2 representathreadmoving from a stateof requestingalock to a stateof having alock.
TransitionT2 is red by the JVM servingan objectlock to the requestinghreadanddependsn the
availability of thelock. If the threadis requestinga lock (a marker existsat place ) andif anobject
lock is available(a marker existsatplace ), thethreadcanobtainthelock (amarkeris placedat ).

Transition T3 represents threadenteringthe wait statefrom the locked state.This transitionis
controlledby thethreadandoccurswhenthewait methodis called.If thethreadholdsalock (marker
at ), thenit may move to the wait state(marker placedat ), which alsoreleaseghe objectlock
(markerplacedat ).

TransitionT4 represents threadleaving thelockedstate.This transitionis controlledby thethread
and modelswhat happensvhena threadreleaseshe lock on an object. If the threadholdsthe lock
(markerat ), thenit may exit the critical section(marker placedat ) andreleasehelock (marker
placedat ).

TransitionT5 representathreadmaoving from thewaiting stateto the stateof requesting lock. This
transitionis controlledby the JVM in responsdo anotherthreadcalling notify  or notifyAll
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 7

Whenthethreadis waiting (markerat ) andanotherthreadnoti es thewaiting thread(theincoming
dashedhrc), thenthe threadtriesto reacquirethe objectlock it waswaiting on (marker placedat ).
This hasthe obviousimplicationthatathreadin the wait statecannotwake itself.

To simplify themodelandanalysissomeconstructandpeculiaritiesof the Javaconcurreng model
have not beenincorporatednto the petri-netmodel. Threadcreation,join , andsleep have not
beendiscussedaincetheseare not typically found in concurrentcomponentshemseles, but in the
multithreadedprogramsthatusethesecomponentsandthey do notrequirearny changego the model
presentedThemethodssuspend , resume andstop arenotdiscussedecausehey aredeprecated
andtheiruseis discouragedl4]. Threadnterruptsarepartially addresseth thatinterruptmanagement
istheresponsibilityof thecomponenandit istreatedik e any otherconstrucin thelanguageHowever,
to properlydealwith interrupts,it shouldbe notedthat a threadinterruptcancausea transitionfrom
place to eitherplace (similar to transitionT5) or to place . Both of thesetransitionswould
requirea secondarc from anotherthread(again,similar to transitionT5), which represents thread
thatinterruptsthewaitingthread.Thetransitionto  would re whentheexceptionis handledn atry-
catchblockinsidethesynchronisedectionof code.Thetransitionto  would re whentheexception
is handledby codeoutsidethe synchronisedectionof code(includingthe casewherethe exception
is thrown by a synchronisednethod).Similarly, the modeldoesnot currentlyhandletimed waits, but
couldeasilybe extendedo dealwith these Normally, athreadis only wokenup whenit is waitingif it
is noti ed (or interruptedpy anothethread whichis modelledby transitionT5. However, in themost
recentJava APl documentationi is acknavledgedthattheremayalsobe“spuriouswakeups” ,wherea
threadwakesup without a correspondingpotify or interrupt.Our petri-netmodeldoesnotincorporate
spuriouswakeups.Finally, our petri-netmodel avoids issuesrelatedto recursve locks by modelling
therequestingholdingandreleasingof alock ratherthanthe entryandexit of synchronisedblocks.

Analysis of concurrencyfailur esin Java

We now considerthe waysin which concurreng problemsmay arisefrom deviationsto the thread
behaviour capturedby the model. Following techniquesof hazard/safetynalysis failure conditions
areidenti ed for eachof thetransitions.This approaclis takento ensurehatall failuresareidenti ed
andclassi ed.UsingaHAZOP styleof analysig6], we analyzesachtransitionfor two deviationsusing
thefollowing “guide phrases”1) failureto re thetransition,and2) erroneousring of thetransition.
Thecorrecttransition rings plusthetwo deviationsform a completesetof transition rings.

Tablel summarisesheresultsof applyinga HAZOP techniqueo the analysisof transitionfailures.
Eachtransitionis analysedn turn for the FF - failure-to- re and EF - erroneous- ring deviations.
An interpretationis givenfor the deviation in termsof the Java concurreng model.Failure-to- re is
interpretedo meanthatthetransitiondoesnotoccuratall. Erroneousring is interpretedo meanthat
thetransitionoccurswhenit shouldnot, i.e., it doesnot occurat the correcttime. With failure-to- re
we focuson the effect of the transitionnot occurring, whereaswith erroneousring we focuson the
effect of thetransitionoccurring.

The causeof the deviation is dependenbn whetherthe transitionis underthe control of the thread
itself (T1, T3, T4) or whetherthetransitionis controlledby the JVM (T2, T5). In thecaseof theformer,
the sourceof the deviation is obviously in the threadcodeandpossiblecodefaultsareconsideredin
the caseof the latter, the sourceof the deviation is purely a co-efectorandlies eitherin the JVM or
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8 B. LONG, P. STROOPERL. WILDMAN

Deviation | Interpretation Cause Co-effectors Consequences Veri®cation
Notes

FF-T1 Threadnever 1. No useof Anotherthread Interference. Code

requests lock. synchronize accessethe inspection,
2.Lockswrongobject. | sharedvariable staticanalysis
simultaneously

EF-T1 1. Requestaccess| 1.synchronize 1.None. 1. Delay Code
tooearly usedbeforeaccess 2.SeeFF-T1. 2.SeeFF-T1. inspection,
2.Requestsiccess| required. static analysis
too late. 2. Earlierstatements (FindBugs)

accesshared
variables.

FF-T2 Threadnever 1.Lock heldby 1. Threadowning | 1.Deadlock. Code
recevesalock. anothetthread. lock never 2. Stanation. inspection,

2.JVM never senes releasest. static analysis
lock to thread. 2.JVM unfair. (Jlint)

EF-T2 Lock acquiredtoo | JVM failure. Not applicable. Not applicable. Not
earlyor too late. applicable.

FF-T3 Threadnever Calltowait doesnot | None. Incoincidence. Code
suspends. occur inspection,

Dynamic
analysis
(ConAn)

EF-T3 1. Thread Incorrecttime to call None. Incoincidence. Dynamic anal-
suspendsoo wait . ysis(ConAn)
early
2. Thread
suspendsoo late.

FF-T4 Threadnever 1. Endlesdoop or 1.None. 1. Co-efectorfor | Dynamicanal-
leavescritical awaiting input. 2.None. FF-T2. ysis(ConAn)
section(CS). 2. Waitsinstead. 3. Competing 2. Incoincidence.

3. Loopsonwait. threadsalwaysget | 3. Stanation.
4. Requestdock (see priority. 4. SeeFF-T2.
FF-T2). 4. SeeFF-T2.

EF-T4 1. LeavesCStoo 1. Subsequent 1. Anotherthread | 1.Interference. Code
early statementsiccess accesseshared 2.Delay inspection,
2. LeavesCStoo sharedvariables. variable 3.SeeFF-T3. Static
late. 2.No sharedaccess simultaneously Analysis,
3.LeavesCS requiredon prior 2.None. Dynamic
insteadof waiting. | statements. 3.SeeFF-T3. analysis

3.SeeFF-T3. (ConAn)

FF-T5 Threadis never 1. No threadcalls 1.None. 1. Dormang. Dynamic anal-
noti®ed. notify 2.Progress 2. Dormang. ysis(ConAn)

2.notify  vs. depend®n 3. Stanation.
notifyAll noti®edthread. In all cases,co-
3. Unfair selectionby 3. Alwaysanother | effector for FF-
JVM. threadwaiting. T2 if lock held.

EF-T5 Threadis noti®ed | Noti®cationoccursat | None. Incoincidence. Dynamic anal-
too earlyor too wrongtime. ysis(ConAn)
late.

Tablel. Concurreng failure classi®cation
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 9

anotherthread.In the caseof the JVM, we assumehatthe JVM conformsto its speci cationbut we
donotassumet is fair.

The co-efectors describeary extra conditionsthat may be requiredfor one of the hazardous
consequencew® arise.When dynamicallytestingfor the occurrenceof the hazard, the co-efectors
will haveto be producedalso.We considerthefollowing hazardougonsequences

Interference.

Deadlockeitherthroughdeadlyembraceor deadlock-blocking.
Stanationthroughneverreceving thelock.

Livelockthroughcontinuedexecutionwithout releasinghelock.

Dormang throughwaiting without noti cation.

Incoincidencedfrom “incoincident'+ notagreeingn time, in place,or principle[38]) througha
call completingatthewrongtime (excludingconsequenceareadylistedabove).

In addition,ef ciency concernsuchasdelaysthroughunnecessargynchronisatiorarenoted.Where
particularcausesgo-efectors,or consequencearerelated numericlabelsareusedto link them.

Under\eri cation Notes practicaltoolsandtechniquegor detectinghefailurearelisted. Thistakes
the placeof mitigationsin a traditionalHAZOP table.Suchtoolsandtechniquesill beemployedin
thecombinedmethoddescribedn thefollowing section.

A detailedexplanationfor eachentryin thetablecanbefoundin [30]. Spacdimitationspreventus
from giving a completedescriptionhere.However, asan examplewe now explain the analysisof the
failure-to- re deviation of transitionT1.

Failing to re transition T1 meansthe threadfails to entera synchronisedlock for mutually
exclusive accesdo the sharedresourceFailure to gain mutually exclusive accessanoccurin two
ways:1) thecritical sectionis notin asynchronisedblock, or 2) thewrongobijectis locked. This could
potentiallyleadto interferencdf morethanonethreadaccessethe sharedresourcesimultaneously
It is possibleto checkfor theseconditionsusing either codeinspection,static analysis,or dynamic
analysisput eachtechniquehasits problems.

Visual codeinspectionfor interferenceis feasiblefor simple componentsput becomedif cult
for complex componentghat make call-outsto other classesStatic analysisis the most effective
way to checkfor interferenceTools suchJlint [2, 27], Findbugs[22], and JPF[21, 44] would be
applicable Unfortunatelyreferenceso objectscannotalwaysbeevaluatedstatically This makesstatic
analysisverydif cult for complex programsDynamicanalysiscannotguarante¢hatinterferencewill
bedetectedecauséd cannotguarante¢hatall interleavingsof threadswill beexecutedBecaus&ode
inspectionandstaticanalysisarestraightforvardto applyandcover mostof the casesthesehave been
includedin the method.

Having usedthe HAZOP analysisto develop a comprehensie list of possiblefaults and a
correspondingist of tools andtechniquedor verifying the absenceof thosefaults,we now present
a combinedmethodfor verifying concurrentlava componentshataddresseall faults.

A methodfor verifying concurrent Java components

We now proposea 9-stepmethodfor verifying multi-threadedomponentshatcanbeusedby software
developersandtestersn industrywithouttheneedfor speciakrainingor advancedheoreticatoncepts.
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10 B. LONG, P STROOPERL. WILDMAN

The methodis genericanddesignedwithout consideratiorof the context in which the componenis
or will beused.For instancejf thecomponentvereto beusedin a safety-criticalcontext thenamore
comprehensieveri cation stratgyy would berequired.

We structurethe methodby the hazardousonsequencesmtherthanthetransitiondeviationsof the
previous sectionbecausehe consequencesf someof the transitionsoverlap. This also producesa
methodthatis expressedndependentlyf the petri-netmodel.

The rst 4 stepsof the methodare concernedwith detectinginterference.The methoddetects
interferenceusing a combinationof code inspectionand automaticstatic analysis.This addresses
deviations FF-T1, EF-T1(2), and EF-T4(1) from the table. The next 2 stepsare concernedwith
detectinga“deadlyembrace’styledeadlockanda combinatiorof codeinspectiorandautomaticstatic
analysisis used.This addressedeviationsFF-T2(1)andFF-T4(1,4).The nal 3 stepsof themethod
areconcernedvith testingthatthe componentinderanalysismeetsits functionalrequirementsanda
combinatiorof codeinspectiorandautomaticstaticanddynamicanalysids usedto achieve this. This
addressedeviationsEF-T1(1), FF-T2(2),FF-T3,EF-T3,FF-T4(2,3),EF-T4(2,3),FF-T5(1,2,3),and
EF-T5.

Step 1. Execute FindBugs and review any warnings of “inconsistent synchronization”.
FindBugssearchedaaclassedor instance®f so-calledoug patterns A bug patternis acodesegment
that may be erroneousThe tool reportsa list of the classesanalysedandthe bug patternsdetected,
reportingtheir locationin the sourcecode.To assistin the detectionof interferencethe tool should
be usedwith the LodedHRelds detectoron, andthencodeinspectionshouldbe used(seeStep?2) to
determindf thebug patternis, in fact,anerror. Theinspectionstepis importantbecausé¢hetool may;
in certaincircumstancedail to identify a synchronisatioriault, sincenot all faultscanbe detectedy
automaticstaticanalysis.

Step2. Ensure that shared variables are protectedby synchronisedblocks. This stepusescode
inspectionto checkfor interferencecausedy unsynchronisedccesgo sharedvariables The codeis
inspectedo ensurghatasharedvariableis alwaysaccessedithin asynchronisedlock,andthateach
suchaccesgo thatvariableis synchronisean the sameobject.Any static  sharedvariablemustbe
synchronise@nastatic  (or class)lock.

Step 3. Ensure that lock referencesare not reassignedA synchronisedlock of codenames
the objectthatit locks during the executionof the block. The objectis namedin the usualway via a
referencevariable.In thisstep,codeinspections usecto checkthatthelock referencés notreassigned.
Effectively, we wantthelock referenceo be constanandalwaysreferto the samdock object.To this
end,all lock variablesshouldbedeclaredinal . Notethatthisstepistrivial if all synchronisedblocks
areimplementedassynchronisednethods.

Step 4. Ensure that shared variables are properly encapsulated.An instancevariablethat has
publicor packagescopecanbeaccessetly ary threadthataccessets object.If thevariableis shared
thenthis presentsan obvious loopholeto Step2. In this step,codeinspectionis usedto ensurethat
sharedvariablesareproperlyencapsulated.

Step5. Executellint and review warnings of deadlockcycles.Jlintcan nd errorsin Javaclasses
by staticanalysisof byte code.In the caseof a complex componentt is very usefulfor automatically
calculatinglock graphs.However, if this analysisresultsin the reporting of deadlockcycles, code
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inspectiorasdetailedn Step6 muststill beusedto con rm this nding, becausén somecircumstances
Jlint reportsfaultswherenoneexist.

Step 6. Build a lock graph to checkthe absenceof deadlockcycles.To build alock graph, rst
a nodeis createdfor eachdistinct lock thatis usedto synchronisea block (note that synchronised
methoddock this ). Thenfor eachpair of nestedsynchronisedblocks,a directededgeis dravn from
the nodethat representshe outerlock to the nodethat representshe inner lock. The existenceof a
cyclein this graphcon rms the possibility of a deadlyembrace.

Step 7. Check the use of noti®cations. A call to notify  awakes at mostone thread,however,
fairnesconsiderationgypically requirethenaoti cation of all waitingthreadsusingnotifyAll . This
stepinvolvescodeinspectiorto checktheappropriataiseof notify  or notifyAll . FindBugscan
be usedto performthis check,but codeinspectionis still requiredto determineif the “bug pattern”
really doesrepresenafault.

Step 8. Check the entry and exit conditions of condition synchronisations. A condition
synchronisationis typically implemented as a “wait loop' within a synchronised block
(while  (C) {wait();} ). Theloop hasanentrycondition andanexit condition . Theloop
exit condition  representthedesiredsynchronisatiorwondition,thatis, the purposeof the wait loop
is to delaythreadexecutionuntil s true. The FindBugstool is ableto detect bug patterns'that
involve callsto methodwait , but, onceagain,codereview is requiredto determinghepresencef an
actualfault.

Step 9. UseConAn to testthe functional behaviour of the componentand the call completion
times.ConAnprovidestool supportfor anapproactio testingconcurrenavacomponentthatconsists
of threestepsThe rst stepis to identifytestconditionsthatwill exerciseeachmonitoroperatiorunder
test. Testconditionsshouldbe includedto ensurdoop coverageof the codeundertest,consideration
for thenumberandtypeof processesuspendeihsidethemonitor, andsigni cant stateandparameter
values.Thesecondstepis to constructestsequencesf operatiorcallsthatwill exerciseeachoperation
for eachof the testconditionsidenti ed in stepone.Thetestsequencearespeci ed asConAntest
sequencesirom which ConAn automaticallygenerates test driver that usesan abstractclock to
imposethe test sequencedy controlling the executionof threads.The third stepis to executethe
testdriver generatedrom the testsequencesl he tool alsocomparesactualoutputsagainstexpected
outputsasspeci edin thetestsequencesncludingcompletiontimesof calls(to detectincoincidence).

Conclusion

The non-deterministicatureof concurrentprogramsmeansthat corventionalveri cation tools and
techniquesare inadequateNew techniquesandtools needto be developedto allow the veri cation

of suchprograms.In this paper we extend an approachto testing concurrentJava componentgo

a more comprehensie methodfor verifying suchcomponentshasedon an analysisof a petri-net
model of Java concurreng. The genericmodel consistsof a threadinteractingwith an objectlock.

Thetransitionsin the modelrepresenthangesn the concurrenstateof a thread.Fromthis model,a
classi cationof concurreng failuresbasedon transition rings is proposedTheclassi cationis then
usedto determineappropriateveri cation tools andtechniquedor eachof the concurreng failures,
which arethencombinedn the proposednethod.
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The obviousareafor future work is to apply the methodon a numberof concurrentcomponentso
evaluateits effectivenessAn initial explorationof the methodon animplementatiorof the readers-
writers problemandseveralmutantsof thatimplementatioris presentedn [31]. Undoubtedlyasnew
toolsandtechniquesaredevelopedandmature themethodwill needto beupdatedbut the framewvork
we have presentedn this papercanthenstill be usedto determineif andhow suchatool would best
t in theoverallmethod Anotherareafor futurework is to extendthe petri-netmodelandthe analysis
to eliminatethe limitations of the modeldiscussecakarlier We have alreadyextendedthe ConAntest
caseselectiorstratgy andtool supportto dealwith interruptsandtimedwaits[45].
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