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SUMMAR Y

The Java programming languagesupports concurrency. Concurrent programs are harder to verify than
their sequentialcounterparts due to their inherent non-determinismand a number of speci�c concurrency
problems,suchasinterfer enceand deadlock.In previous work, we have developedthe ConAn testing tool
for the testing of concurrent Java components.ConAn has been found to be effective at testing a large
number of components,but there are certain classesof failur es that are hard to detect using ConAn.
Although a variety of other veri�cation tools and techniqueshave been proposedfor the veri�cation of
concurrent software, they eachhave their strengthsand weaknesses.

In this paper, we proposea method for verifying concurrent Java componentsthat includesConAn and
complementsit with other static and dynamic veri�cation toolsand techniques.The proposalis basedon an
analysisof commonconcurrencyproblemsandconcurrencyfailur esin Java components.As a starting point
for determining the concurrencyfailur esin Java components,a petri-net modelof Java concurrencyis used.
By systematicallyanalysing the model, we comeup with a completeclassi�cation of concurrency failur es.
The classi�cation and analysisare then usedto determine suitable tools and techniquesfor detectingeach
of the failur es. Finally, we proposeto combine these tools and techniques into a method for verifying
concurrent Java components.

KEY WORDS: Concurrency, veri�cation, testing, component,Java

Intr oduction

A concurrentprogramconsistsof two or moreprocesses(or threads)that cooperatein performinga
task[1]. Eachprocessis a sequentialprogramthatexecutesa sequenceof statements.Theprocesses
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2 B. LONG, P. STROOPER,L. WILDMAN

cooperateby communicatingusingsharedvariablesor messagepassing.Programmingandverifying
concurrentprogramsis dif�cult dueto theinherentnon-determinismin theseprograms.Thatis, if we
runaconcurrentprogramtwicewith thesameinput, it is notguaranteedto returnthesameoutputboth
times.Speci�c concurrency issuessuchasinterferenceanddeadlockfurthercomplicatetheveri�cation
of concurrentprograms,especiallysincetheinherentnon-determinismmaymakeit hardto detectthese
problemsthroughtraditionalveri�cation techniques.

In this paper, we simplify the problemby focusingon oneparticulartype of concurrentsoftware,
namelyconcurrentJava components.By focusingon verifying an individual componentwe do not
needto beconcernedwith thenumberof threadsthatareexecutingin thesystemasa whole,because
we assumethe componentcanbe accessedby any numberof threadsat a time. That is, we verify
a componentunderthe assumptionof multiple threadaccess.Following Szyperski[42], we take a
softwarecomponentto be a unit of compositionwith contractuallyspeci�ed interfacesandexplicit
context dependencies.Sucha componentis likely to cometo life throughobjectsandthereforewould
normallyconsistof oneor moreclasses.

In [32], we describethe ConAn (Concurrency Analyser) tool for the testingof concurrentJava
components.The approachis basedon Brinch Hansen's work [5] on testing ConcurrentPascal
monitors.WeextendedBrinchHansen'smethodto dealwith Javacomponentsandaddedtool support.
Althoughwe foundthemethodandtool supporteffective in testinga largenumberof concurrentJava
components[32], therearecertainclassesof failuresthatarehardto detectusingConAn.

The aim of this paperis to comeup with a methodfor verifying concurrentJava componentsthat
includesConAnandcomplementsit with otherstaticanddynamicveri�cation toolsandtechniques.
Oneof themainadvantagesof ConAnis thatit extendsthetoolsandtechniquesfor testingsequential
Java componentsandassuchit canbe usedby softwaredevelopersand testersin industrywithout
theneedfor specialtrainingor advancedtheoreticalconcepts.Themethodwe proposein this paperis
similarly practice-oriented.

Wederiveourmethodbyanalysingcommonconcurrency problemsandspeci�c concurrency failures
in Java components.To analysetheconcurrency failuresin Java components,we �rst developa petri-
netmodelof Java concurrency. Petri-nets[37] areusedbecausethey providea convenientmechanism
for modelingthe locking of objects.A HAZOP styleanalysis[6] is appliedto determinethepossible
failuresthatcanbeassociatedwith eachof thetransitionsin thepetri-netmodel.Wethususethemodel
to classifythefailuresthatcanoccurin concurrentJava componentsanddeterminesuitabletoolsand
techniquesfor eachclassof failure.Theresultsof theanalysisarethenusedto combinethesestrategies
into a generalmethodfor theveri�cation of concurrentJava components.An obviousareafor future
work is theempiricalevaluationof themethod.

Overview of concurrencyin Java

The basic Java concurrency constructsare brie�y reviewed in this section.Further information
regardingconcurrency in Java canbeobtainedfrom [18, 19, 28, 29].

In theJavaprogramminglanguagemutualexclusionis achievedby athreadlockinganobject.There
aretwo waysof lockinganobject:1) explicitly de�ne asynchronisedblockanddesignatingtheobject
to lock, or 2) synchroniseamethod.Synchronisingamethodis thesameaslockingthethis objectin
asynchronisedblock.Two threadscannotlock thesameobjectat thesametime,thusproviding mutual
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 3

exclusion.A threadthat cannotaccessa synchronisedblock becausethe objectis lockedby another
threadis blocked. A threadcanlock morethanoneobjectby nestingsynchronisedblocks.

Threadsthathave a lock on anobjectcansuspendby calling theJava wait methodon thatobject.
This causesthelock on theobjectto bereleased,allowing otherthreadsto obtainthelock. Suspended
threadsremaindormantuntil woken.As an example,a particularimplementationof thewell-known
producer-consumermonitor providestwo methods,put andget . The put methodplacesan item
into thebuffer andtheget methodretrievesan item from thebuffer. A threadwill besuspendedvia
thewait statementif it callsget whilst thereareno itemsin thebuffer.

A threadcalling notify will causetherun-timescheduler, managedby theJava Virtual Machine
(JVM), to arbitrarily selecta waiting threadto be woken. The selectedthreadwill then join the
set of blocked threadsand attemptto regain the object lock for re-entryto the synchronisedblock
immediatelyafter thecall to wait . For theproducer-consumermonitor, theput call placesan item
into thebuffer andthennoti�es a waiting thread.Thereis alsoa methodnotifyAll thatwakesall
threadswaitingon theobject.

Commonconcurrencyproblems

We now describecommon problems that occur in concurrentprograms.This establishesbasic
terminologyfor theremainderof thepaper.

In concurrentprograms,two typesof correctnesspropertiesaregenerallydistinguished:safetyand
liveness.Safetypropertiesmustalwaysbetrue.Livenesspropertiesmusteventuallybetrue.Themost
commonsafetypropertyis mutual exclusion.Violation of this propertymay result in interference.
Another importantsafetypropertyis absenceof deadlock. Commonlivenesspropertiesareprocess
terminationandtherequirementthata requestby a processto accessa sharedresourceis eventually
granted.Commonconcurrency problemsrelatedto thesepropertiesaredescribedin moredetailbelow.

Interferenceoccurswhentwo or moreconcurrentthreadsaccessasharedvariableandwhenat least
one accessis a write, and the threadsuseno explicit mechanismto prevent the accessfrom being
simultaneous[40]. If a programhaspotentialinterference,thentheeffect of thecon�icting accessto
thesharedvariablewill dependon theinterleaving of thethreads.Interferenceis alsoknown asa data
raceor racecondition.

A systemthat cannotrespondto any signalor requestis deadlocked [4]. Two forms of deadlock
aredeadlyembraceanddormancy. Deadlyembraceis usuallydescribedasa situationwheretwo or
moreprocessesareunableto proceedbecauseeachis waiting for oneof theothersto do somethingin
a deadlockcycle [15]. For example,this occurswhena threadholdsa lock thatanotherthreaddesires
andvice-versa.Dormancy occurswhena non-runnablethreadfails to becomerunnable[28, page57].
For example,in Java, this occurswhena wait is neverbalancedby a notify or notifyAll . This
canalsooccurwhena threadis waiting (via join ) for a non-terminatingthreadto �nish.

Note that if a threaddependson anotherthreadto completefor its own completion,then it will
deadlockif theotherthreadnever completes.This may occurif all threadsparticipatein a deadlock
cycle. Threadsthat arewaiting on threadsin a deadlockcycle areblocked andarecalleddeadlock-
blockedthreads[36].

Livelock is similarto deadlockin thattheprogramdoesnotmakeprogress.However, in adeadlocked
computationthere is no possible execution sequencewhich succeeds,whereasin a livelocked
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4 B. LONG, P. STROOPER,L. WILDMAN

computationtherearesuccessfulcomputations,but therearealsooneor moreexecutionsequencesin
whichnothreadmakesprogress[4]. Thissituationcanarisewhentwo or moreprocessescontinuously
changetheir statein responseto changesin theotherprocess(es)withoutdoingany usefulwork [15].

Starvationis relatedto contention.Contentionis whentwo or moreprocessescompetefor thesame
resource.Absenceof starvationis a livenesspropertythatstatesthata programshouldeventuallygain
accessto arequestedresource.An exampleof starvationis whenathreadtriesto accessasynchronised
blockandtheJVM alwaysgivesthelock to someotherwaitingthread.TheJavaspeci�cations[19, 29]
donot enforceanorderin which threadsentera synchronisedblock if two or morearetrying to doso
simultaneously.

Toolsand techniquesfor verifying concurrent software

In this section,we review tools and techniquesfor the veri�cation of concurrentsoftware,with an
emphasison toolsandtechniquesthatcanbeappliedto concurrentJavacomponents.

Codeinspectionsarebasedon peerreviews by small teamsandhave beenwidely usedin industry
with impressive results [12, 13, 17, 39]. Checklistscan be usedto enhancethe effectivenessof
inspectionmeetings,but we arenot awareof any speci�c checklistsfor the inspectionof concurrent
software.However, patternsfor bugs in concurrentsoftware [14, 22] could form the basisfor such
checklists.

Static analysisof concurrentprogramsinvolves the analysisof a program without requiring
execution.Typically this involves the generationand analysisof (partial) modelsof the statesand
transitionsof a program[26, 33, 35, 43]. Theresultingmodelsarethenanalysedto generatesuitable
test cases,to generatesuitablesynchronisationsequencesfor testing,or to verify propertiesof the
program.

Jlint [2, 27] andFindBugs[22] arestaticanalysistools thatattemptto �nd bugsin Java programs
basedoncommonlyoccurringbugpatterns.Bothareeasyto useandapplyin practice,but aswith other
staticanalysistools,sometimesproblemsarereportedwhennoneexist andsometimesthesetoolsfail
to reporta problemwhenonedoesexist.

Model checkinghasbeenan important researchtopic in static analysisin recentyears.Models
of software are often basedon �nite statemachinesor call graphswith well-de�ned mathematical
properties.Approachesbasedon model checking include Bandera[8, 20], JPF (Java Path�nder)
[21, 44], andFSP(FiniteStateProcesses)[34]. Thesetoolsarenotconsideredfurtherin thispaperand
themethod,becausetheirusecurrentlystill requiresknowledgeof conceptssuchasprocessalgebraor
temporallogic, whichgoesagainstourdesirefor apractice-orientedmethod.

Dynamic analysisinvolves executing a program.Deterministic testing of concurrentprograms
[3, 5, 7] requiresforcedexecutionof theprogramaccordingto aninput testsequence.

In previouswork,wedevelopedConAnto supportthetestingof Javamonitors[32]. ConAnprovides
tool supportfor anapproachto testingconcurrentcomponentsthatextendsBrinchHansen'sapproach
to testingConcurrentPascalmonitors[5]. ConAninstantiatesthreadsthatexecutecallsto methodsof
a concurrentcomponentin a sequencede�ned by the tester. TheConAngeneratedtestdriver canbe
run in asimilar mannerto testdriversof traditionalunit testingandregressiontestingtools[9, 25].

Mostdynamictestingtoolsin practicearelimited to executingmany threadsagainstthecomponent
undertest,whilst attemptingto createas many interleavings (of statementsbetweenthosethreads)
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 5

aspossible,andtherebyattemptingto force a failure.Somedynamicanalysistools help to increase
thechanceof failuredetection.ConTest[10, 23] andRaceFinder[11] aretoolswhosemainaim is to
�nd dataraces,deadlocksandotherintermittentbugsin multithreadedJavaprograms.They transforma
Javaprogramintoaprogramthatshouldbehavein thesamewaybut is morelikely toexhibit concurrent
bugssuchasraceconditionsanddeadlocks.JProbeThreadalyzer[41] providesa graphicalmeansto
visually inspectthe stateof executingthreads.It analysesJava codewith the aim of pinpointingthe
causeof stalls,deadlocksandraceconditions.Any detectedproblemsarelinkedbackto the location
in thesourcecode.

Oneof the featuresof Junit++ is that it extendsthe JUnit testingframework [16] by providing a
testerwith theability to executemultiple threadsmultiple times.Traditionaltestingtoolsofteninclude
this typeof extensionto supportloadtesting,which,givensuf�cient outputchecking,hasbeenknown
to detectinterferenceanddeadlock.However, theseextensionsgenerallydo nothingto forcespeci�c
failures.

A modelof Java concurrency

We now propose a general model of the states of a single thread with respect to a single
synchronisedobject. The model is then analysedin the next section for deviations that could
causethe common concurrency problemsdiscussedearlier. We are not interestedin modelling
speci�c concurrentprograms/components.Our modelis generalenoughto captureall multi-threaded
programs/componentsusingJavasynchronisedlocksandweanalysethemodelfor whatcangowrong
for asinglepoint of failure.

Figure1 modelsthestatesof a singlethreadwith respectto a synchronisedobjectby usinga petri-
netdiagram[37]. This representationhasbeenchosento highlight two issues:1) thechangein state
of a threadwhenconcurrentconstructsareencounteredin a multithreadedprogram,and2) theeffect
thatavailability of theobjectlock hason a thread's state.Thediagrammodelsthestateof the thread
with respectto a singleobjectonly. If a threadaccessesseveralsynchronisedobjectsthenit maybein
differentstateswith respectto thedifferentobjects.Multiple copiesof thediagramwould beneeded
to representthis.However, aswe only considersinglesourcesof failure,we analysethebehaviour of
thethreadwith respectto oneobjectonly.

Thediagramcontains�����

���

�	� (shown asdots)andtwo typesof nodes:circles(called
��
���

�

� ) and
bars(called ��������������������� ). Theseplacesand transitionsareconnectedby directedarcsfrom places
to transitionsand from transitionsto places.A transition can �����

�

if all incoming arcs originate
from placescontainingmarkers.Whena transition�res, eachoutgoingarc depositsa marker in its
destinationplace.

Places� to � representthe currentstateof a threadwith respectto an object lock. The marker
in place � representsa threadthat hasnot yet requesteda lock on an object,for example,executing
outsidea critical section.“Critical section”refersto a codesequencethat accessessharedvariables.
We usethe phrase“Outsidea critical section”to refer to codethat doesnot accesssharedvariables
andthereforedoesnot requireexclusive access.This terminologyis usedratherthan“synchronised
block” to allow thepossibilitythata threadmayexecuteinsidea critical sectionwithout acquiringthe
appropriatelock.Notethatathreadthataccessesasharedresourcewithoutrequestingexclusiveaccess
via a lock would remainin place � . A marker in place � representsa threadrequestinga lock on an
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6 B. LONG, P. STROOPER,L. WILDMAN
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Figure1. Petri-netmodelof concurrency

object.A marker in place� representsa threadholdinga lock. Normally, thiswouldbethecasewhile
a threadaccessessharedvariablesin a critical section.A marker in place �

representsa threadin the
�

�����
state.

Themarker in place � representstheavailability of theobjectlock. This placerepresentsa stateof
theobjectlock ratherthana stateof the thread.Theobjectlock is obviously usedto controlmultiple
threadseachof which is representedby its own diagrambut whichall shareplace� .

TransitionT1 representsa threadmoving from a stateof executingoutsidea critical sectionto the
stateof requestinga lock for exclusive accessto a critical section.Thetransitionis underthecontrol
of the threaditself. TransitionT1 is �red by a threadcalling a synchronisedmethodor enteringa
synchronisedblock.

TransitionT2 representsathreadmoving from astateof requestinga lock to astateof having a lock.
TransitionT2 is �red by theJVM servinganobjectlock to therequestingthreadanddependson the
availability of the lock. If thethreadis requestinga lock (a marker existsat place

�
) andif anobject

lock is available(amarkerexistsat place� ), thethreadcanobtainthelock (amarker is placedat � ).
TransitionT3 representsa threadenteringthe wait statefrom the locked state.This transitionis

controlledby thethreadandoccurswhenthewait methodis called.If thethreadholdsalock (marker
at � ), thenit may move to the wait state(marker placedat

�
), which alsoreleasesthe object lock

(markerplacedat � ).
TransitionT4 representsa threadleaving thelockedstate.This transitionis controlledby thethread

andmodelswhat happenswhena threadreleasesthe lock on an object.If the threadholdsthe lock
(marker at � ), thenit mayexit thecritical section(marker placedat � ) andreleasethe lock (marker
placedat � ).

TransitionT5 representsathreadmoving from thewaitingstateto thestateof requestingalock.This
transitionis controlledby the JVM in responseto anotherthreadcalling notify or notifyAll .
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 7

Whenthethreadis waiting (markerat � ) andanotherthreadnoti�es thewaiting thread(theincoming
dashedarc), thenthe threadtries to reacquiretheobjectlock it waswaiting on (marker placedat � ).
Thishastheobviousimplicationthata threadin thewait statecannotwake itself.

To simplify themodelandanalysis,someconstructsandpeculiaritiesof theJavaconcurrency model
have not beenincorporatedinto the petri-netmodel.Threadcreation,join , and sleep have not
beendiscussedsincethesearenot typically found in concurrentcomponentsthemselves,but in the
multithreadedprogramsthatusethesecomponents,andthey do not requireany changesto themodel
presented.Themethodssuspend , resume andstop arenotdiscussedbecausethey aredeprecated
andtheiruseis discouraged[24]. Threadinterruptsarepartiallyaddressedin thatinterruptmanagement
is theresponsibilityof thecomponentandit is treatedlikeany otherconstructin thelanguage.However,
to properlydealwith interrupts,it shouldbenotedthata threadinterruptcancausea transitionfrom
place � to eitherplace � (similar to transitionT5) or to place � . Both of thesetransitionswould
requirea secondarc from anotherthread(again,similar to transitionT5), which representsa thread
thatinterruptsthewaitingthread.Thetransitionto � would�re whentheexceptionis handledin atry-
catchblock insidethesynchronisedsectionof code.Thetransitionto � would �re whentheexception
is handledby codeoutsidethesynchronisedsectionof code(including thecasewheretheexception
is thrown by a synchronisedmethod).Similarly, themodeldoesnot currentlyhandletimedwaits,but
couldeasilybeextendedto dealwith these.Normally, athreadis only wokenupwhenit is waiting if it
is noti�ed (or interrupted)by anotherthread,which is modelledby transitionT5. However, in themost
recentJavaAPI documentation,it is acknowledgedthattheremayalsobe“spuriouswakeups”,wherea
threadwakesupwithout a correspondingnotify or interrupt.Ourpetri-netmodeldoesnot incorporate
spuriouswakeups.Finally, our petri-netmodelavoids issuesrelatedto recursive locks by modelling
therequesting,holdingandreleasingof a lock ratherthantheentryandexit of synchronisedblocks.

Analysis of concurrencyfailur esin Java

We now considerthe ways in which concurrency problemsmay arisefrom deviationsto the thread
behaviour capturedby the model.Following techniquesof hazard/safetyanalysis,failure conditions
areidenti�ed for eachof thetransitions.Thisapproachis takento ensurethatall failuresareidenti�ed
andclassi�ed.UsingaHAZOPstyleof analysis[6], weanalyzeeachtransitionfor two deviationsusing
thefollowing “guide phrases”:1) failureto �re thetransition,and2) erroneous�ring of thetransition.
Thecorrecttransition�rings plusthetwo deviationsform a completesetof transition�rings.

TableI summarisestheresultsof applyingaHAZOPtechniqueto theanalysisof transitionfailures.
Eachtransitionis analysedin turn for the FF - failure-to-�re andEF - erroneous-�ring deviations.
An interpretationis givenfor thedeviation in termsof theJava concurrency model.Failure-to-�re is
interpretedto meanthatthetransitiondoesnotoccuratall. Erroneous�ring is interpretedto meanthat
thetransitionoccurswhenit shouldnot, i.e., it doesnot occurat thecorrecttime. With failure-to-�re
we focuson theeffect of thetransitionnot occurring, whereaswith erroneous�ring we focuson the
effectof thetransitionoccurring.

Thecauseof thedeviation is dependenton whetherthetransitionis underthecontrolof thethread
itself (T1,T3,T4) or whetherthetransitionis controlledby theJVM (T2,T5). In thecaseof theformer,
thesourceof thedeviation is obviously in thethreadcodeandpossiblecodefaultsareconsidered.In
thecaseof the latter, thesourceof thedeviation is purelya co-effectorandlies eitherin theJVM or
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8 B. LONG, P. STROOPER,L. WILDMAN

Deviation Interpretation Cause Co-effectors Consequences Veri®cation
Notes

FF-T1 Threadnever
requestsa lock.

1. No useof
synchronize .
2. Lockswrongobject.

Anotherthread
accessesthe
sharedvariable
simultaneously.

Interference. Code
inspection,
staticanalysis

EF-T1 1. Requestsaccess
too early.
2. Requestsaccess
too late.

1. synchronize
usedbeforeaccess
required.
2. Earlierstatements
accessshared
variables.

1. None.
2. SeeFF-T1.

1. Delay.
2. SeeFF-T1.

Code
inspection,
static analysis
(FindBugs)

FF-T2 Threadnever
receivesa lock.

1. Lock heldby
anotherthread.
2. JVM never serves
lock to thread.

1. Threadowning
lock never
releasesit.
2. JVM unfair.

1. Deadlock.
2. Starvation.

Code
inspection,
static analysis
(Jlint)

EF-T2 Lock acquiredtoo
earlyor too late.

JVM failure. Not applicable. Not applicable. Not
applicable.

FF-T3 Threadnever
suspends.

Call to wait doesnot
occur.

None. Incoincidence. Code
inspection,
Dynamic
analysis
(ConAn)

EF-T3 1. Thread
suspendstoo
early.
2. Thread
suspendstoo late.

Incorrecttime to call
wait .

None. Incoincidence. Dynamic anal-
ysis(ConAn)

FF-T4 Threadnever
leavescritical
section(CS).

1. Endlessloop or
awaiting input.
2. Waitsinstead.
3. Loopsonwait.
4. Requestslock (see
FF-T2).

1. None.
2. None.
3. Competing
threadsalwaysget
priority.
4. SeeFF-T2.

1. Co-effector for
FF-T2.
2. Incoincidence.
3. Starvation.
4. SeeFF-T2.

Dynamic anal-
ysis(ConAn)

EF-T4 1. LeavesCStoo
early.
2. LeavesCStoo
late.
3. LeavesCS
insteadof waiting.

1. Subsequent
statementsaccess
sharedvariables.
2. No sharedaccess
requiredonprior
statements.
3. SeeFF-T3.

1. Anotherthread
accessesshared
variable
simultaneously.
2. None.
3. SeeFF-T3.

1. Interference.
2. Delay.
3. SeeFF-T3.

Code
inspection,
Static
Analysis,
Dynamic
analysis
(ConAn)

FF-T5 Threadis never
noti®ed.

1. No threadcalls
notify .
2. notify vs.
notifyAll .
3. Unfair selectionby
JVM.

1. None.
2. Progress
dependson
noti®edthread.
3. Alwaysanother
threadwaiting.

1. Dormancy.
2. Dormancy.
3. Starvation.
In all cases,co-
effector for FF-
T2 if lock held.

Dynamic anal-
ysis(ConAn)

EF-T5 Threadis noti®ed
too earlyor too
late.

Noti®cationoccursat
wrongtime.

None. Incoincidence. Dynamic anal-
ysis(ConAn)

TableI. Concurrency failureclassi®cation
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A METHOD FORVERIFYING CONCURRENTJAVA COMPONENTS 9

anotherthread.In thecaseof theJVM, we assumethat theJVM conformsto its speci�cationbut we
donotassumeit is fair.

The co-effectors describeany extra conditions that may be required for one of the hazardous
consequencesto arise.Whendynamicallytestingfor the occurrenceof the hazard,the co-effectors
will haveto beproducedalso.We considerthefollowing hazardousconsequences.

� Interference.
� Deadlockeitherthroughdeadlyembraceor deadlock-blocking.
� Starvationthroughneverreceiving thelock.
� Livelockthroughcontinuedexecutionwithout releasingthelock.
� Dormancy throughwaitingwithout noti�cation.
� Incoincidence(from `incoincident'± not agreeingin time, in place,or principle[38]) througha

call completingat thewrongtime (excludingconsequencesalreadylistedabove).

In addition,ef�ciency concernssuchasdelaysthroughunnecessarysynchronisationarenoted.Where
particularcauses,co-effectors,or consequencesarerelated,numericlabelsareusedto link them.

UnderVeri�cation Notes, practicaltoolsandtechniquesfor detectingthefailurearelisted.Thistakes
theplaceof mitigationsin a traditionalHAZOP table.Suchtoolsandtechniqueswill beemployedin
thecombinedmethoddescribedin thefollowing section.

A detailedexplanationfor eachentryin thetablecanbefoundin [30]. Spacelimitationspreventus
from giving a completedescriptionhere.However, asanexamplewe now explain theanalysisof the
failure-to-�re deviationof transitionT1.

Failing to �re transition T1 meansthe threadfails to enter a synchronisedblock for mutually
exclusive accessto the sharedresource.Failure to gain mutually exclusive accesscanoccur in two
ways:1) thecritical sectionis not in asynchronisedblock,or 2) thewrongobjectis locked.Thiscould
potentiallyleadto interferenceif morethanonethreadaccessesthe sharedresourcesimultaneously.
It is possibleto checkfor theseconditionsusingeithercodeinspection,staticanalysis,or dynamic
analysis,but eachtechniquehasits problems.

Visual code inspectionfor interferenceis feasiblefor simple components,but becomesdif�cult
for complex componentsthat make call-outs to other classes.Static analysisis the most effective
way to checkfor interference.Tools suchJlint [2, 27], Findbugs [22], and JPF[21, 44] would be
applicable.Unfortunately, referencesto objectscannotalwaysbeevaluatedstatically. Thismakesstatic
analysisverydif�cult for complex programs.Dynamicanalysiscannotguaranteethatinterferencewill
bedetectedbecauseit cannotguaranteethatall interleavingsof threadswill beexecuted.Becausecode
inspectionandstaticanalysisarestraightforwardto applyandcovermostof thecases,thesehavebeen
includedin themethod.

Having used the HAZOP analysis to develop a comprehensive list of possible faults and a
correspondinglist of tools andtechniquesfor verifying the absenceof thosefaults,we now present
a combinedmethodfor verifying concurrentJavacomponentsthataddressesall faults.

A method for verifying concurrent Java components

Wenow proposea9-stepmethodfor verifying multi-threadedcomponentsthatcanbeusedby software
developersandtestersin industrywithouttheneedfor specialtrainingoradvancedtheoreticalconcepts.
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10 B. LONG, P. STROOPER,L. WILDMAN

The methodis genericanddesignedwithout considerationof thecontext in which thecomponentis
or will beused.For instance,if thecomponentwereto beusedin a safety-criticalcontext thena more
comprehensiveveri�cation strategy would berequired.

We structurethemethodby thehazardousconsequencesratherthanthetransitiondeviationsof the
previous sectionbecausethe consequencesof someof the transitionsoverlap.This alsoproducesa
methodthatis expressedindependentlyof thepetri-netmodel.

The �rst 4 stepsof the methodare concernedwith detectinginterference.The methoddetects
interferenceusing a combinationof code inspectionand automaticstatic analysis.This addresses
deviations FF-T1, EF-T1(2), and EF-T4(1) from the table. The next 2 stepsare concernedwith
detectinga“deadlyembrace”styledeadlockandacombinationof codeinspectionandautomaticstatic
analysisis used.This addressesdeviationsFF-T2(1)andFF-T4(1,4).The �nal 3 stepsof themethod
areconcernedwith testingthatthecomponentunderanalysismeetsits functionalrequirements,anda
combinationof codeinspectionandautomaticstaticanddynamicanalysisis usedto achievethis.This
addressesdeviationsEF-T1(1),FF-T2(2),FF-T3,EF-T3,FF-T4(2,3),EF-T4(2,3),FF-T5(1,2,3),and
EF-T5.

Step 1. Execute FindBugs and review any warnings of “inconsistent synchronization”.
FindBugssearchesJavaclassesfor instancesof so-calledbugpatterns. A bugpatternis acodesegment
that may be erroneous.The tool reportsa list of the classesanalysedandthe bug patternsdetected,
reportingtheir locationin the sourcecode.To assistin the detectionof interference,the tool should
be usedwith the LockedFields detectoron, andthencodeinspectionshouldbe used(seeStep2) to
determineif thebugpatternis, in fact,anerror. Theinspectionstepis importantbecausethetool may,
in certaincircumstances,fail to identify a synchronisationfault,sincenot all faultscanbedetectedby
automaticstaticanalysis.

Step2. Ensure that shared variables areprotectedby synchronisedblocks.This stepusescode
inspectionto checkfor interferencecausedby unsynchronisedaccessto sharedvariables.Thecodeis
inspectedto ensurethatasharedvariableis alwaysaccessedwithin asynchronisedblock,andthateach
suchaccessto thatvariableis synchronisedon thesameobject.Any static sharedvariablemustbe
synchronisedonastatic (or class)lock.

Step 3. Ensure that lock referencesare not reassigned.A synchronisedblock of codenames
theobjectthat it locksduring theexecutionof theblock. Theobjectis namedin theusualway via a
referencevariable.In thisstep,codeinspectionisusedto checkthatthelock referenceis notreassigned.
Effectively, wewantthelock referenceto beconstantandalwaysreferto thesamelock object.To this
end,all lock variablesshouldbedeclaredfinal . Notethatthisstepis trivial if all synchronisedblocks
areimplementedassynchronisedmethods.

Step 4. Ensure that shared variables are properly encapsulated.An instancevariablethat has
publicor packagescopecanbeaccessedby any threadthataccessesits object.If thevariableis shared
thenthis presentsan obvious loopholeto Step2. In this step,codeinspectionis usedto ensurethat
sharedvariablesareproperlyencapsulated.

Step5. ExecuteJlint and review warningsof deadlockcycles.Jlint can�nd errorsin Javaclasses
by staticanalysisof bytecode.In thecaseof a complex componentit is veryusefulfor automatically
calculatinglock graphs.However, if this analysisresultsin the reportingof deadlockcycles,code
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inspectionasdetailedin Step6 muststill beusedtocon�rm this�nding, becausein somecircumstances
Jlint reportsfaultswherenoneexist.

Step6. Build a lock graph to check the absenceof deadlockcycles.To build a lock graph,�rst
a nodeis createdfor eachdistinct lock that is usedto synchronisea block (note that synchronised
methodslock this ). Thenfor eachpairof nestedsynchronisedblocks,a directededgeis drawn from
the nodethat representsthe outerlock to the nodethat representsthe inner lock. The existenceof a
cycle in this graphcon�rms thepossibilityof adeadlyembrace.

Step 7. Check the useof noti®cations. A call to notify awakesat mostone thread,however,
fairnessconsiderationstypically requirethenoti�cation of all waitingthreadsusingnotifyAll . This
stepinvolvescodeinspectionto checktheappropriateuseof notify or notifyAll . FindBugscan
be usedto performthis check,but codeinspectionis still requiredto determineif the “bug pattern”
reallydoesrepresenta fault.

Step 8. Check the entry and exit conditions of condition synchronisations. A condition
synchronisation is typically implemented as a `wait loop' within a synchronised block
(while (C) {wait();} ). Theloop hasanentrycondition � andanexit condition

�

� . The loop
exit condition

�

� representsthedesiredsynchronisationcondition,thatis, thepurposeof thewait loop
is to delaythreadexecutionuntil

�

� is true. The FindBugstool is ableto detect`bug patterns'that
involvecallsto methodwait , but, onceagain,codereview is requiredto determinethepresenceof an
actualfault.

Step9. UseConAn to test the functional behaviour of the componentand the call completion
times.ConAnprovidestool supportfor anapproachto testingconcurrentJavacomponentsthatconsists
of threesteps.The�rst stepis to identifytestconditionsthatwill exerciseeachmonitoroperationunder
test.Testconditionsshouldbe includedto ensureloop coverageof thecodeundertest,consideration
for thenumberandtypeof processessuspendedinsidethemonitor, andsigni�cant stateandparameter
values.Thesecondstepis to constructtestsequencesof operationcallsthatwill exerciseeachoperation
for eachof the testconditionsidenti�ed in stepone.The testsequencesarespeci�ed asConAn test
sequences,from which ConAn automaticallygeneratesa test driver that usesan abstractclock to
imposethe test sequenceby controlling the executionof threads.The third step is to executethe
testdriver generatedfrom thetestsequences.Thetool alsocomparesactualoutputsagainstexpected
outputsasspeci�edin thetestsequences,includingcompletiontimesof calls(to detectincoincidence).

Conclusion

The non-deterministicnatureof concurrentprogramsmeansthat conventionalveri�cation tools and
techniquesare inadequate.New techniquesandtools needto be developedto allow the veri�cation
of suchprograms.In this paper, we extend an approachto testingconcurrentJava componentsto
a more comprehensive methodfor verifying suchcomponents,basedon an analysisof a petri-net
modelof Java concurrency. The genericmodelconsistsof a threadinteractingwith an object lock.
Thetransitionsin themodelrepresentchangesin theconcurrentstateof a thread.Fromthis model,a
classi�cationof concurrency failuresbasedon transition�rings is proposed.Theclassi�cationis then
usedto determineappropriateveri�cation tools andtechniquesfor eachof the concurrency failures,
whicharethencombinedin theproposedmethod.
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Theobviousareafor futurework is to apply themethodon a numberof concurrentcomponentsto
evaluateits effectiveness.An initial explorationof the methodon an implementationof the readers-
writersproblemandseveralmutantsof thatimplementationis presentedin [31]. Undoubtedly, asnew
toolsandtechniquesaredevelopedandmature,themethodwill needto beupdated,but theframework
we have presentedin this papercanthenstill beusedto determineif andhow sucha tool would best
�t in theoverallmethod.Anotherareafor futurework is to extendthepetri-netmodelandtheanalysis
to eliminatethe limitationsof themodeldiscussedearlier. We have alreadyextendedtheConAn test
caseselectionstrategy andtool supportto dealwith interruptsandtimedwaits[45].
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