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Abstract

One of the most important pieces of information necessary in society is knowledge of
the current time. Computer systems form an integral part of modern society, so they
too must have some way of knowing the current time. Although tens of thousands of
years of research into precision timekeeping have taken place, the capability for a
computer to know the current time precisely has only emerged in the last twenty

years.

This thesis project involves the design and construction of a basic network time server
capable of delivering accurate time to most modern computer systems. This device
has been created using custom-designed hardware and software, and can provide

signals synchronous to within one hundred nanoseconds of UTC.

The GUTSI device supports the Network Time Protocol (version 3), and
communicates with computers on a Local Area Network or the Internet via an
Ethernet interface. The total hardware cost of the server is under $900, extremely

inexpensive compared to commercial offerings with similar performance.
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1 Introduction

This thesis details the specification, hardware and software design and
implementation of an extremely precise timing system. This thesis overall aim is to
provide a compact, highly reliable system capable of providing precise time

information to alarge number of systemsviaaLAN and ultimately the Internet.

This chapter provides an introduction to the thesis problem, and outlines what is
generally regarded as an ideal solution to that problem. A subset of the properties of
the ideal solution are then identified, which form the basis of an implemented

solution. Finally, it provides an overview of the remainder of this document.

1.1 The Problem

Much of modern life has come to depend on precise time. The day is long past when
we could get by with a timepiece accurate to the nearest quarter hour. Transportation,
communication, manufacturing, electric power and many other technologies have
become dependent on super-accurate clocks. Scientific research and the demands of

modern technology continue to drive our search for ever more accurate clocks.

Information on the current time is publicly accessible through Internet time services,
but accuracy is limited by delays inherent in a network of global size. Software is
readily available for UNIX workstations to set the time from these services to provide
arelatively accurate system clock. A loss of communication, however, can result in
clocks operating in free-running modes, with significant drift accumulating over

several hours.

A standalone Network Time Protocol (NTP) server provides a mechanism for time
synchronisation in the absence of all other external communication mechanisms. E-
commerce, data-streaming and enterprise networks are examples of situations where
reliable timing is required even through communication failure. Network security
management and distributed processing systems require accurate event time-tagging

to provide accurate tracking of system failures and the most recent copy of files.

An embedded device needs to address the limitations of currently available PC-based
solutions. The key objectives to be held in mind during the development of such a

device are:
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» to produce hardware suitable for use in harsh environments, where the moving

parts of a standard PC are prone to failure;

» to be electronically self-contained and easily transportable between locations as

required; and

* requires no bulky keyboard or monitor for installation or configuration.

1.2 An ldeal Time Service

An ideal embedded time server would exhibit the characteristics of any embedded
device as described above. A true plug-and-play device, it would connect

instantaneously to any LAN and advertise its services to all connected devices.

The ideal time server would exhibit excellent timing performance, with multiple
internal time sources providing frequency accuracy measured in parts-per-billion. It
would automatically obtain global time correction information from official sources,
using this to constantly correct its view of the current time. An extended power
failure would not affect its performance in any way, with its precision timing signals

remaining functional during the outage.

Ultimately, the unit would be completely portable with heat, motion and other
environmental factors not affecting performance in any way. Timing signals would
be provided on unbalanced coaxial connectors, RS-232 and RS-422 ports in addition
to the server's network connection. Statistical information would be recorded
internally, so that warning of imminent component failure could occur; the system
automatically switching to a backup time source before any measurable performance

loss occurs.

1.3 The GUTSI Approach

Devices do exist that support aimost all the ideal functionality described, however
they are extremely expensive and implementation of such a product takes several
years of research and development. Both time and monetary budget limitations
placed upon this thesis project restrict what can be achieved; thus a simplified version
of the ideal device will be designed and constructed.
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The GUTSI project aimsto provide many of the features of the ideal time service with
a relatively small budget. Those functions necessary for reasonable operation of a
prototype device will be implemented, with reduced performance compared to the
ideal device.

An Ethernet connection will interface the GUTSI hardware to a LAN, with timing
signals additionally available on RS-232 connections. Timing performance will be
necessarily restricted, with a single internal time source maintaining frequency
accuracy measured in parts-per-million.  The only time correction information
handled will be that of leap-second insertion. Power failure will cause a temporary
loss of timing performance, with complete functionality restored briefly after power
restoration.

The GUTSI hardware and firmware will be designed with system component
modularity in mind, to ease the implementation of any performance-enhancing

modifications in the future.

1.4 Report Structure

Chapter 2 of this document analyses the history of timing technology and time
synchronisation technologies used in the computing world. It includes a review of

existing PC-based and embedded solutions to the precision timing problem.

Chapter 3 examines the design specifications and proposed features for the developed
system, including an overall breakdown and information on individual component

capabilities and requirements for both hardware and software.

Chapter 4 details the Hardware Implementation of this thesis, describing high level

device selection and key hardware implementation decisions.

Chapter 5 discusses the implementation of the Software System, outlining general
system structure through operational flowcharts.

Chapter 6 compares the capabilities of the implemented system with the specifications
of Chapter 3. The GUTSI's functionality is examined through a number of test

procedures.

Chapter 7 provides a brief review of this thesis and outlines possibilities for

improving the project's performance in the future.

-3-
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2 Review of Existing Timing Technologies

This chapter briefly discusses the history of time to provide reference and contextual
information for discussion of the GUTSI project. Alternatives for synchronisation of
computer clocks are presented, allowing a comparison of timing techniques to be
performed. Finally, a number of precision timing sources are examined, describing

the functionality of currently available products.

2.1 “Traditional” Time Sources

For over 20,000 years, there has been a recognisable desire for knowledge of the
current time. Typical people feel the need to know the time for reasons including
curiosity, planning a leisurely day and to make sure they keep their planned day

running smoothly!

2.1.1 Mechanical Clocks

Historically, a number of time sources have been utilised by man, ranging from
ancient calendars made from the scratched lines and gouged holes of Ice-age hunters,
through to Sun Clocks around 3500 BC. Around 325 BC, water clocks provided the
regular, repetitive processes required to mark off equal increments of time, and a

means of keeping track of the number of increments and displaying the result.

Around the seventeenth century, Dutch scientists made the first pendulum clocks,
which use the repetitive swinging of a pendulum as the time source. These clocks
were capable of keeping time with errors of less than a minute per day. By the end of
that century, balance wheel and spring clocks had been developed, which reduced

accumulated errors to around one second every five days.

Modern pendulum clocks incorporate reduced friction mechanisms and temperature
compensation techniques to attain accuracy levels better than a hundredth of a second

per day.

2.1.2 Quartz Time

The 1930s brought time produced by digital means, improving timekeeping

performance far beyond that of either pendulum or balance-wheel escapements.
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The piezoelectric property of quartz crystals forms the basis of operation of a quartz
clock. If an electric field is applied to a quartz crystal, it changes its shape. If the
same crystal is squeezed, it generates an electric field. A suitable electronic circuit
uses this interaction between mechanical stress and electric field to cause the crystal
to vibrate and generate a constant frequency signal. After suitable scaling, this signal
is used to update an analog or digital electronic clock display. [1]

Despite the near-impossible task of manufacturing two quartz crystals identically (as
required for identical frequency output), quartz clocks dominate the market as they

generally have excellent performance and are extremely inexpensive.

2.1.3 “Official” Time

Scientists had long realised that atoms exhibited resonance; each element absorbing
and emitting electromagnetic radiation at a particular characteristic frequency. These
frequencies are inherently stable over both time and space — reproducible pendulums

that could form the basis for more accurate clocks.

Microwave radiation research has made possible the generation of atomic clocks
capable of producing time accurate to one-millionth of a second per year. Cesium
clocks throughout the world, combined with information on the Earth’s motion, are
used to generate the “official” time scale used on Earth, Co-Ordinated Universal Time
(UTC).

2.2 Computer Time Synchronisation

Modern Personal Computers (PCs) generally incorporate some sort of inexpensive
Quartz-based oscillator circuit to use as atime source. Alone, it provides only relative
time measurement functionality; when integrated with a Real-Time Clock device

(RTC), ameans for obtaining the current time and date is available.

The timing performance available from a PC RTC is quite limited in accuracy — the
low frequency quartz crystals utilised generally limit the available resolution to one
second and the correctness of the time is limited by primitive calibration
methodologies.  The following subsections describe synchronisation methods

generally available for a Personal Computer.
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2.2.1 Wall-Clock Timing

“Wall-clock” time synchronisation is generally the only time calibration method for a
standalone PC. Typically at the beginning of a working day, the computer's startup
code invokes a process which permits a system operator to update the system's local
clock. Reading the nearest clock, they manually enter the current time into the system
and business may commence for the day. The operator is not permitted to adjust the

PC's clock throughout the working day.

This synchronisation method ensures that the PC's impression of the current time is
correct at least a the gart of the day, and also that the system clock keeps a strictly

increasing (but not necessarily correct) time.

Timestamps generated by the computer system may be relied upon to be in
chronological order as there is no facility available to adjust the clock manually after

the business day commences.

2.2.2 RDATE Synchronisation

In a networked environment, many more options are available for the time on a
system. The simplest method uses the Remote Date (RDATE) protocol to obtain the
current time of day from another connected computer, removing the tedious task of
repetitively typing the current time from the system operator's duties. At the start of a
working day, a system operator is required to enter the current date into a single
computer designated as the RDATE "master”. At periodic "synchronisation
intervals', the other "slave" computers on the network automatically request the

current time from the master and correct their local clock to match its value.

Use of the RDATE methodology means that the remote computers remain relatively
accurate relative to one master computer. Whilst at the start of day, all computers will
have closely matched time, as the day progresses the individual clocks may drift out
of synchronisation. At the next synchronisation interval, the clocks of some

computers will be stepped forward while others may jump in the reverse direction.

The clocks on each computer synchronised using RDATE cannot be depended upon

to be strictly increasing in time, and worse ill, two identical timestamps from
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different machines cannot be assumed to have occurred anywhere near the same point
in (real) time.

2.2.3 timed
Some of the problems with the RDATE mechanism were recognised and addressed in

the development of the timed service. Primarily intended for use on Local Area
Network (LANSs) of UNIX workgations, timed greatly reduces system clock errors.

timed provides for fully automatic synchronisation of workstation clocks, with a
"master clock" periodically broadcasting information on the current time onto the
LAN. The broadcast interval is relatively short (measured in minutes); at each
broadcast all workstations react to the time announcement immediately by gradually
skewing their local clocks to restore synchronisation. More sophisticated
implementations allow for more than one master clock on the network, with master
clocks performing periodic negotiation to minimise the difference between their

current values.

The combination of shorter adjustment periods involved with the timed protocol and
clever clock-skewing techniques guarantees every machine keeps dtrictly increasing
time, and that two identical timestamps from two different machines have a

reasonably high probability of having been generated at very close to the same time.

2.2.4 Network Time Protocol

The Network Time Protocol (NTP) is generally regarded as the solution to network
timing issues. NTP's engineering model describes precision time-of-day functions

suitable for implementation within generic operating systems.

NTP is based upon the principles of disciplined oscillators using phase-locked loops
(PLL) and frequency-locked loops (FLL) often found in engineering literature. It
changes the way the system clock is adjusted in time and frequency, as well as
providing mechanisms to discipline its time and frequency to a (possibly remote)

external precision timing source [2].

NTP utilises hierarchical structures to ensure that a workstation obtains the current

time from the source which is determined as most correct at any given time. The
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heuristic used to determine whether a particular NTP server's time is correct includes
safeguards which discard timing information from insane' or false-ticking® time

servers, eliminating possible disruption of the current time.

Timestamps generated by two machines successfully synchronised via NTP may
generally be assumed to have been generated at the same ingtant in time. A NTP
system will not sep the current time backwards so the probability of timestamps

being chronologically out-of-order is minuscule.

2.3 Existing Network Time Protocol Services

Embedded NTP servers are a relatively new technology, with most development
occurring during the last five years. Traditional UNIX workstation based NTP
servers still dominate industry, but as time progresses more and more environments
are moving towards the sowly maturing embedded products which exhibit higher

precision timing and reliability levels.

A number of NTP aternatives are described in the following subsections, from

traditional workstation-based implementations to standalone hardware devices.

2.3.1 Datum TymServe 2100L
The Datum TymServe 2100L integrates a Six-

channel GPS receiver, 10Base-T Ethernet interface \ .L/L
Ll =

and embedded computer with NTP capabilities into Figure1-

a one unit height rack-mount case [3]. It is designed Datum TymServe 2100L

for insertion inside a network firewall and provides
MD5 authentication for additional security.

1 An insane NTP server is one which is suggesting the current time is excessively different from the

other servers.

2 A false-ticking server is one which appears to be returning the correct time but has substantial phase

difference from the other servers.
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Configuration of the 2100L is performed through the Dynamic Host Configuration
Protocol (DHCP) and the Simple Network Management Protocol (SNMP), and status
indications are provided by three front-panel Light Emitting Diodes (LEDS).

The Datum TymServe 2100L is suitable for use in secure electronic-commerce
environments, providing time accurate to within 10 milliseconds. At approximately
$3000 it is a cost-effective means for timestamp generation within such an

environment.

2.3.2 Trimble Palisade NTP Synchronisation Kit

Trimble’'s NTP synchronisation kit consists of the Palisade
Smart Antenna, Synchronisation Interface Module (SIM) and

server software [4].

The Smart Antenna contains a single eight -channel GPS
receiver module and antenna. Placed at a distance of up to 30m
from the SIM, it produces a PPS signal which is delivered via Figure2-
serial cable to a sandard UNIX workgation. Custom NTP

software runs on the worksation, capable of synchronising a

Trimble Palisade
NTP Kit

single server to within 20 microseconds of UTC. Time synchronism of other
machines is possible via standard NTP communications using the LAN connected to
the workstation.

Basically an encased GPS receiver module and power supply, the Palisade costs about
$AUB00 and is a reasonably inexpensive way of bringing relatively accurate timeto a
LAN.

2.3.3 TrueTime NMC-100 Network Master Clock

The TrueTime NMC-100 is described as a GPS
Synchronised Network Master Clock. It is compact,

Figure 3- provides a 1-PPS output accurate to +/- 2 microseconds

TrueTime NM C-100 and LED display of the current time and system status.
Synchronisation of a server is performed by connecting

the NMC-100's PPS output to a spare serial port. It supports a bi-directional serial

-10-
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interface permitting status enquiries, time zone configuration, firmware upgrades and
other functionality. An IRIG-B output is available as an option that provides audible

synchronisation signals suitable for distribution to high-performance UNIX machines.

The NMC-100 costs approximately $2000 and provides an effective time display for
network administrators while providing the necessary timing signals for accurate and

reliable system synchronisation [5].

2.3.4 TrueTime NTS-100 Network Time Server
The NTS-100 is regarded as one of the world’'s leading

NTP server products. It acquires the time from GPS,
IRIG-B or ACTS dia-up services and directly

redistributes it over a network using NTP. Any number of , ,
Figure4 - TrueTime

client computer clocks can be synchronised to less than
NTS-100

one millisecond [6].

An AUI Ethernet connector permits connection to a standard LAN and a 10-million
PPS output is suitable for precision timing measurements. An alphanumeric front-
panel display and 19-key keypad provide a means for adjusting current parameters of

the rack-mounted unit.

The NTS-100, priced at approximately $4500, is comparable in cost to a workstation
which would be dedicated to timing functions, but is a zero-maintenance solution

suited for enterprise networks.

-11-
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2.4 Summary
This chapter has assessed a number of different synchronisation methods and devices

utilising the most precise of the available mechanisms.

Table 1 summarises the merits of the synchronisation methods discussed in Section
2.2

Wall- RDATE | timed NTP
Clock
Automatic No Partial Yes Yes
Synchronisation?
Suitable for networked | No Yes Yes Yes
machines?
Chronological Order | Yes No Yes Yes
Maintained?
Different Machines | No No Yes Yes
Timestamps Comparable?
Keeps true and correct | No No No Yes
time as determined by an
external source?

Table 1 - Comparison of Time Synchronisation M ethods

Of the discussed synchronisation methods, NTP emerges as the clear industry-
supported winner. Four devices which support synchronisation with this protocol
were examined in Section 2.3; a brief summary of their functionality is shown in
Table 2.

-12 -
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Datum Trimble TrueTime TrueTime
TymServe Palisade Kt NM C-100 NTS-100
2100L
Synchronis- GPS GPS GPS GPS, IRIG-B,
ation Source ACTS
Timing <10 milliseconds | <20 <2 <1 millisecond
Accuracy microseconds | microseconds
External PPS, Ethernet | PPS PPS PPS, IRIG-B,
Interfaces (TCP/IP, NTP) 10MPPS,
Ethernet
(TCP/IP,
NTP)
Configuration | DHCP, SNMP Workstation Workstation Keypad,
M ethod Software Software HTTP, Telnet
Status 3 LEDs None 12-digit LED | 2-line LCD
Information display display
Approximate | $3,000 $800 $2,000 $4,500
Price

Table 2 - Feature Comparison of Existing NTP Synchronisation Devices

The following chapter discusses the development of specifications adopted for use in
the GUTSI project.

-13-




GUTSI — GPS based UTC Time Source for the Internet

This page intentionally left blank.

-14-



GUTSI — GPS based UTC Time Source for the Internet

3 System Specifications

This chapter examines the design specifications and proposed features for the GUTSI

system. Specification development is regarded as the most important part of any

engineering task. An overview is provided, followed by a breakdown into hardware

and software subsystems. Each subsystem is then described in detail, ensuring a

complete specification of the system.

3.1 Functional Overview

The GUTSI project was completed with industry support. The key features to be

implemented were identified in industry and include the following:

supports a network interface suitable for LAN connection

supports the Network Time Protocol, Version 3 (RFC1035) as a Stratum 12 clock;
supports the Simple Network Time Protocol (RFC2030);

requires less than 128 kilobytes of static code;

supports a sandalone time source of reasonable accuracy;

capable of disciplining the standalone time source to be (externally) accurate

within one millisecond of truetime;

provides a Pulse-Per-Second (PPS) signal which can be used to discipline the

clocks of remote systems,

is fully self-contained, physically small enough to fit in a 19" 1 Rack Unit (RU)
case,
must be capable of surviving a power failure and begin delivering accurate time

within a few minutes of restart;

should require minimal physical interaction, with all configuration possible from

another Internet-connected computer.

% The Stratum of an NTP clock refers to level at which it is synchronised to standard time.  Stratum

levels vary from 1 to 16, with 1 being the highest possible synchronisation level.

-15-
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3.2 Hardware Specifications

To provide the functionality described in Section 3.1, a number of major hardware

components are required:

» anetwork interface to connect the GUTSI to aLocal Area Network (LAN);
* aninternal time source;

* anexternal time synchronisation device;

* acentral processor to manage interaction between the above devices and provide a

mechanism for software operation.

A block diagram of the system hardware is shown in Figure 5.

Embedded Time Server Hardware

System Memory

Central Processing and
Interfacing Unit

Network Interface

Local Area Network
A

Precision Timing Module Internal Frequency Generato

Figure 5 - Embedded Time Server Hardware Block Diagram
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3.2.1 Network Interface Technology

The role of the Network Interface is to connect the GUTSI hardwareto a LAN. The
use of a Twisted-Pair Ethernet connection to the LAN was predetermined as part of
the industry requirements, so a comparison of various network technologies will not
be undertaken at this stage.

3.2.1.1 Ethernet

Ethernet is a technology primarily suited for packet-switched LANs. Originally
Ethernet used coaxial (10Base-2 or 10Base-5) cabling for data distribution at arate of
10 megabits per second. Coaxial networks provide half-duplex communication, with
arbitration for access to the cabling provided by using a Carrier Sense Multiple
Access with Collision Detect (CSMA/CD) algorithm to detect when another station

transmits simultaneously and automatically retransmit the data.

Modern Ethernet Network implementations use Unshielded Twisted Pair (UTP)
cabling as the data transport medium. Data is sent on dedicated transmit and receive
copper pairs to central switching equipment. This switching equipment is then
responsible for redistributing the received packet to the appropriate connected
equipment.

Twisted-Pair Ethernet LANS have distinct advantages over older Coaxial (10Base-2)
Ethernet LANSs provided by per-station wiring. The first is that of higher possible
data rates - speeds of 10, 100 and 1000Mbps are possible. The second is that Full-
Duplex communication is possible, which permits faster response times for

applications and increases the overall available network bandwidth.

3.2.1.2 Justification of Network Interface Technology Selection

UTP Ethernet is the best choice for the Network Interface of the GUTSI system.
Foremost, its usage ensures compatibility with almost all installed network
equipment. Dueto its prevalence in industry, such an Ethernet interface is reasonably
cheap, and provides a reliable network connection. A 10 Megabit Twisted Pair
(10Base-T) implementation enables full-duplex communication for fast response
times and ample bandwidth for the anticipated load to be experienced by the GUTSI.

- 17 -
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3.2.2 Internal Time Source

Any device designed to deliver accurate time needs to know the time accurately itself.
Typically, a computer system incorporates a Real Time Clock (RTC) integrated
circuit to provide the current time with one-second precision. Such a device is
insufficient when millisecond accuracy is required, and more precise oscillators must
be used as a time base. This section describes the performance of four different

oscillator classes to determine the most appropriate for the GUTSI device.

3.2.2.1 Standard Quartz Oscillators

A Quartz Crydtal is an inexpensive, commonly available device which, when placed
in the appropriate biasing circuit, produces a continuous square wave output at a
nominal frequency. Standard Crystal Oscillator (XO) circuits exhibit large amounts
of phase and frequency drifts over long periods of time. Such drifting can lead to loss
of seconds of time per day, which does not meet the accuracy requirements of the
GUTSI. This may seem strange because a standard "Quartz" watch appears to keep

precise time day after day, drifting only a few seconds per month.

Quartz watches can only achieve this precision because they are worn close to the
body - the constant 37°C body temperature helps to stabilize the internal oscillator and

in turn dramatically increases performance.

3.2.2.2 Temperature Compensated Crystal Oscillators

A Temperature Compensated Crystal Oscillator (TCXO) is a little more complex in
operation than a standard XO. The final interface to the user is nearly identical, in
that a continuous square wave output is provided, but internally the operation of the
oscillator is much different. A TCXO achieves higher long-term frequency stability
than a standard XO by applying some compensation for the drift caused by
environmental factors. As the name suggests, the environmental factor which is

compensated for is the current temperature.

Each TCXO is manufactured with a temperature sensor inside its metallic casing that
measures the temperature of the internal Quartz Crystal. Internal circuitry (analog or

digital) uses this temperature indication to provide a compensation signal. This
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compensation signal (calibrated a manufacture time) is used to dowly adjust the

phase of the output to ensure a precise long-term frequency signal.

Laser-trimmed analog compensation circuits are generally regarded as the best TCXO
solution as they produce gradual changes in the output phase compared to a digital
compensation circuit. Limited resolution in a digital circuit produces large phase

"jumps’ which make Digital TCXOs unsuitable for precision timing circuits.

3.2.2.3 Oven Controlled Crystal Oscillators

An Oven Controlled Crystal Oscillator (OCXO) attempts to solve the environmental
problems in a different way - instead of compensating for the environment, an OCXO

maintains a constant environment for itsinternal XO circuitry.

The XO is contained within a large metal case, together with heating elements and a
heating control circuit. The large case provides a "heat sink" which is maintained at a
constant elevated temperature. Once the oscillator has reached a stable temperature, a
process that sometimes takes over an hour, an extremely precise frequency signal with

low phase jitter is produced.

3.2.2.4 Cesium/ Rubidium Frequency Standards

Just as there are standards defined for distances, mass and current, there are also
standards defined for time. The international standards body "Bureau International
des Poids et Mesures (BIPM)" defines a second as "the duration of 9192631770
periods of the radiation corresponding to the transition between the two hyperfine
levels of the ground state of the Cesium 133 atom" [8]. Therefore the ultimate local

time source would be a Cesium frequency standard.

A Cesium frequency standard operates by obtaining a beam of Cesium ions (from a
controlled radiation device) and exposing it to a low-energy microwave field. The
microwave field, when operating at the appropriate frequency, magnetically "knocks"
atoms out of the beam which was directed towards a photomultiplier device. The
frequency of the microwave carrier is adjusted to minimize the strength of the residual
beam - when the received beam intensity is zero, the microwave frequency is

precisely locked to the Cesium transition frequency. Such a timebase, however,
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comes at a price - a new Hewlett Packard HP5071A Cesium Frequency Standard

costsin excess of $75,000.

A Rubidium frequency standard typically provides a 10MHz signal at much lower
cost than a Cesium system. Short-term stability of Rb clocks is measured at levels
around 3 parts in 10™ after a few minutes. Phase jitter is virtually nonexistent and
there is no long-term timing drift. Once again, cost is the prohibiting factor; a
Rubidium standard such as the STel AFS-5000R costs approximately $20,000.

3.2.2.5 Choice of Oscillator Technology

Table 3 compares the candidates for the internal time source.

XO TCXO OCXO CsRb
Physical Size | Tiny Small Large Carton-of-Beer
Power <5mA 10-50mA +5V ~500mA | 240V 0.5A
Requirements
Frequency +/- 30 parts per | < +/- 5PPM <+/-01PPM | <10 parts per
Stability million (PPM) billion
Phase Drift /| Relatively High Low I mmeasureable
Jitter Constant
Cost <$5 $50-$750 $500-$3000 $20k-$100k

Table 3 - Oscillator Technology Comparison

The OCXO and Cs Clock options, whilst very attractive, are unsuitable for a project
of this size due to the extreme costs involved. These parts aso require ongoing
periodic maintenance to ensure correct operation. From the remaining choices, the
TCXO isthe obvious best choice for standalone use in the GUTS| hardware, dueto its
increased frequency stability. The benefits of this solution, however, are greatly
overshadowed by the increased cost and a lack of availability of these parts in small

guantities - they are usually manufactured to order.

Thus the GUTSI will be designed to accept a sandard XO, with software disciplining

mechanisms used to increase the precision of the internal timebase. The hardware
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interface will be designed so that a TCXO or OCXO can be later added to improve the

standalone timing performance.

3.2.3 External Time Disciplining Source

In order to increase the precision and stability of the internal time source, another
more accurate timing signal is required. This section analyses five different time
sources capable of providing a disciplining signal for increasing the precision of the

internal time source.

3.2.3.1 Mains Power Supplies
The AC signal that appears at admost all office premises in Australia theoretically

should be a reliable source of timing information. Electricity providers attempt to
keep the 50Hz signal on track throughout the day. However the measured frequency
tends to drift quite dramatically, seemingly dependent on load and other factors.

Seasonal electricity usage conditions can be shown to adjust the signal to an extent
that in winter several minutes of time would be lost, based on the 50Hz signal, and in
summer these minutes are picked up once again with the different electricity loads.
This makes the 50Hz mains signal inherently unsuitable for time disciplining with the
GUTSI device.

3.2.3.2 Modem Time Sources

In the USA, the National Institute of Standards and Technology (NIST), provides a
free modem dial-up service which provides a serial data stream indicating the current
time. When used with NIST-supplied software, it can compensate for delays through
the telephone network allowing the current time to be received with accuracy in the
tens-of-milliseconds range. A similar, chargeable service is provided in Australia by
Telstrain conjunction with the CSIRO.

The major drawback of this service is that you can only remain connected to the time
source for a brief period of time. Each connection incurs a local call charge, and a
large number of time samples would required to discipline the internal clock initially,
followed by periodic checks (at least once at the start of each day) to ensure the

compensation is ill valid.
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3.2.3.3 WWYV Radio Time

The radio station WWV continuously broadcasts standard time of day and navigation
information to the world on HF frequencies. 10kW radio transmitters located at Fort
Collins, Colorado (USA) have continuously transmitted an encoded time signal at 5,
10, 15 and 20MHz since March 1923. Other transmitters have been introduced

throughout the world providing similar services since thistime. [8] [9]

Every second, an audio tone is transmitted with frequency accuracy exceeding 1 part
in 10™. After reception, the nominal accuracy is usually approximately 2 partsin 10’.
Information identifying the current second is encoded on a 100Hz subcarrier which

may be decoded with specialised equipment.

Reception of the WWV signal is fairly reliable provided that amospheric and
propagation conditions can be known in advance, and Phase Locked Loops (PLL) are

used to filter the received PPS signal from the radio noise.

3.2.3.4 GPS Based Time

The Global Positioning System (GPS) is a satellite-based radio-navigation system
developed and operated by the US Department of Defense. It permits land, sea and
airborne users to determine their current position 24 hours a day in all weather
conditions anywhere in the world, based on signals received from 37 satellites circling
the earth at an altitude of 20,200 km.

A GPS Space Vehicle (SV) is basically a glorified atomic clock, which transmits a
gpecial Pseudo-Random Noise code (PRN) signal towards the Earth. All SVs
transmit a Coarse Acquisition (C/A) code at the frequency of 1575 MHz, with each
transmitting a different PRN. Encoded with this PRN signal is a low-frequency

carrier which details the current world time.

GPS accuracy is maintained by US DOD Ground Control, located in Colorado, USA.
Ground control is responsible for compensating for drift in the SV frequency
standards, distributing ephemeris and almanac information to the SVs and marking
PRN codes invalid when a fault occurs within a satellite. A GPS receiver can provide

extremely accurate time even in the presence of Selective Availability (SA) -
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deliberate skewing of the GPS time by the US DOD which reduces positioning

accuracy for civilians.

3.2.3.5 Internet-Based Time

The final option considered for disciplining the internal clock is that of using an
Internet time source. The NTP protocol, specified in RFC1305 and stated as a
requirement in Section 3.1, provides a mechanism for obtaining the current time from
a remote computer and for disciplining a local frequency reference. It is unsuitable
for the desired application here, as remote synchronization does not permit a Stratum

1 clock to be implemented.

3.2.3.6 Selection of Disciplining Time Source

A comparison of the timing performance and relative monetary costs of these external

synchronisation sources is shown below.

Mains M odem WWV GPS NTP
Accuracy | +/- 15s +/-50ms | +/- 150ns | <50ns <3ms
Cost <$10 $150 + | ~$250 $300-$700 | <$50
$1/day
Suitable | No No Yes Yes No
for
Stratum 1

Table 4 - Comparison of Disciplining Time Sour ces

3.2.4 Central Processing Device

The final hardware component identified as required in Section 3.2 is that of a
hardware component to act as alinking device between all of the previously described
hardware components. Thisrole is traditionally assumed by a microprocessor, which

will service the needs of all the otherwise standalone hardware components.
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3.2.4.1 Processing

The primary purpose of the central processing device in the GUTSI project is to
service requests from clients with minimal response time. At the same time, however,
client requests must not be able to consume too much processor time or internal time-
critical tasks may not operate correctly and timing accuracy will be compromised.
This is a characteristic of a "soft real-time system™” as it is known in the embedded

computing world.

Certain properties must exist in the design of the central processor in order to
maintain the performance levels required for a real-time system such as this. High
core and bus bandwidth (provided by 32" bit data paths) mean that the majority of
available clock cycles are spent processing information, rather than waiting for data
accesses. Internal CPU caches and pipelining permit overlapped 1/0O and processing
operations. External interrupt signals must be available to provide notification that
external events have occurred and the CPU must be capable of responding quickly to
these events. The CPU must be capable of communicating with external devices such
as an Ethernet Controller 1C, required as described in Section 3.2.1, above.

Other desirable properties are programmable timers - these can be used to schedule
periodic events within the code - and also one or more asynchronous serial interfaces

which can be used while debugging project code.

Previous undergraduate theses [10] [11] [12] [13] [14] have determined that 32-bit
RISC CPUs operating at 20MHz with 8-bit network interfaces have sufficient
processing power to satisfy a small number of network requests, with performance

dropping dramatically under moderate load.

3.2.4.2 Memory and Storage

The GUTSI requires two different types of random-access memory for correct

operation.

The firgt type of memory is "storage space” - Non-Volatile (NV) memory which
stores the code required to bootstrap the GUTSI hardware and commence code
operations. |If possible it should also be modifiable whilst code is executing, so that

operational parameters can be recorded in case of power failure.
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The second type of memory required provides "scratch space” for use by the
microprocessor. Fast, volatile memory is suited to this process, providing an area
that the server can use during normal operation. This memory should be accessible

with minimal latency as it is used extensively during normal operation.

Modern computing equipment typically uses FLASH or EPROM memory as non-
volatile memory, and some form of Static RAM (SRAM) or Dynamic RAM (DRAM)

for volatile storage space.

The GUTSI requires sufficient quantities of Non-Volatile memory to hold the boot
code, and the volatile memory space requirement is ultimately dictated by the size of
buffers and structures in the project code. It is anticipated that a figure of 512kB of
NV will significantly exceed the required code space, as would a similar amount of

Volatile memory.

3.2.4.3 Processor Requirements Summary

The required properties of the system processor are summarized below, in decreasing

order of desirability:

High-speed data processing;

* External interrupts with predictable, low-latency response;
» 64kB addressable /O space;

» 512kB addressable NV memory range;

» 512kB addressable Volatile memory range;

* Programmable timing functions;

e Serial Communications I nterface.

3.3 Firmware Specifications

Four key components have been identified as necessary in the GUTSI firmware:

* A s0oft real-time operating system kernel which permits co-ordination of the other

firmware components;
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* Networking drivers and code which implements UDP communication facilities to

permit interaction with other devices on the LAN;
» Application software which performs clock disciplining;

» Application software which handles client requests and returns the appropriate

information to client machines.

The first two components are integral parts of any embedded network system,
covering the interactions between the system hardware components. Without them
the remaining components cannot operate to provide the high-level functionality of

the GUTSI. The system software interactions are depicted graphically in Figure 6.

Network Drivers,
UDP/IP Interface

Real Time
Operating
System
Kernel

NTP Application
Software

Application

Clock Disciplining

Time Source
Handlers

Figure 6 - Embedded Time Server Software Interaction

3.3.1 Real Time Operating System Kernel

A Real Time Operating System (RTOS) Kernel must perform several tasks to be
useful in asystem such as GUTSI. The RTOS kernel handles all interactions between
hardware and independent software components running on an embedded system.
The following sections identify the four functions most influential on system design

and operation.

3.3.1.1 Thread Scheduling

The RTOS kernel must be capable of giving the appearance that multiple things are
happening simultaneously within the system hardware. This is achieved by

performing periodic checks to see if more than one task wants to run — if so, an
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algorithm to select which thread should really be executing is used to select the

running code.

An efficient real-time system implements different tasks as “light-weight-threads’.
This reduces the context switch time (time to switch between tasks), giving faster

response and increased CPU performance levels.

The process of choosing which task must be run is called “scheduling” and many
different heuristics exist for selecting which task should be active at any given time.
These techniques are broken into two general categories — preemptive and non-
preemptive algorithms. A preemptive scheduler is one that supports multiple priority
levels and always chooses the highest-priority task to run. A non-preemptive
scheduler is one that does not assign priorities to tasks and simply selects which task

to run based on timing alone.

In order to support rea-time operations, the GUTSI kernel must support a pre-
emptive scheduler. This allows some threads, such as that which disciplines the local
clock, to run with the highest possible priority while relatively unimportant threads

run with reduced preference.

3.3.1.2 Memory Management

One concept relatively new to RTOS kernels is that of dynamic memory allocation.
Traditionally, for reliability purposes, a real-time application would execute using
only pre-allocated structures. Newer kernels provide support for the creation of
“memory pools’ — fixed size blocks of RAM from which space can be allocated
quickly and easily as required.

Memory allocation is not quite as “dynamic” as in a desktop operating system, as
there are hard limits set on how much memory may be allocated from each pool. This
is required as without this functionality it would be possible for a low-priority task to
exhaust system memory, thus crashing high-priority tasks and causing a possibly
catastrophic failure of the system.
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3.3.1.3 Inter-Process Communication

Inter Process Communication (IPC) provides the mechanism for threads to
communicate amongst themselves. [PC requires implementation of synchronisation
primitives such as semaphores and condition variables, and data-transfer mechanisms

such as message boxes [15].

Shared memory can be used to implement IPC facilities and synchronisation
mechanisms, but this becomes difficult to manage and often unreliable in large

systems[16].

The best possible solution for IPC is to use services coded into the RTOS kernel.
Most RTOSs implement some sort of semaphore variables and message-box queue
facilities which are easy to use and well optimised. Semaphore variables provide a
means by which one thread can halt another thread until a common execution point
has been reached, and message-box facilities additionally provide a means to transfer
data between threads at thistime.

The GUTSI firmware will require the semaphore and message-box facilities to be

built into the RTOS kernel for high-performance and reliable operation.

3.3.1.4 Interrupt Handling

The final required task is that of handling external hardware interrupts. The RTOS
kernel must provide at least the following:

» support for IPC from inside the Interrupt Service Routine (ISR) code, to reduce

the amount of time control is removed from the main tasks [17];

e support for automatic periodic interrupts, providing for timed events within the
system. This permits a thread to pause for a period of time as required by the IP

and ARP network protocols, among other features;

» support for nested interrupt handling, such that if an ISR is currently executing
and a higher priority interrupt occurs, the higher priority interrupt acquires control
of the CPU.
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3.3.2 Network Interface

Software is required to provide an interface between the networking hardware and the

application software. This software itself can be broken into two sections — the first is

that of the network “device driver” and the second is that of the “protocol stack”

which implements several layers of the Open Systems Interconnect (OSl) model [18].

A device driver is nothing more than a named entity that supports the basic 1/0

functions — read, write, get configuration/status, set configuration/status. Typically, a

device driver is implemented in such a way that it uses and manages interrupts from

the external hardware device aswell. The interface is normally generic and hardware

Application Layer

Network Time Protocol

1L

Transport Protocol
Layer

User Datagram Protocol

1L

Network Layer

Internet Protocol

1L

Data Link Layer

Ethernet 802.3

Local Area Network

Figure 7 - Smplified OSI Networking
M odel

independent, with its actual
implementation completely hidden from

users of the device. [19]

The OS
describes a seven-layer mechanism for
hardware

In the GUTSI firmware we

networking model [20]
communication  between
devices.
break the OSI model into four distinct
the Data Link, Network,
and Application Layers.

layers;
Transport
Figure 7 shows the interaction between

the layers in the simplified model [14].

Each layer requires precise
implementation of specific protocols in
order to permit reliable

communications.

Each

Network Interface is described in the

required component of the

following sections.
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3.3.2.1 Ethernet Device Driver

The role of the Ethernet Device Driver in the GUTSI is exactly as described in the
preceding section. Its intention is to handle communications of formatted data

between the CPU and Ethernet Controller I C through a very generic interface.

One function will be provided to the application software to send datato the network,
while another will be triggered by a hardware interrupt and will automatically deliver
received data to the appropriate processing thread. Implementation of both of these
functions requires the use of synchronisation mechanisms, such as those described in
Section 3.3.1.3, above.

3.3.2.2 OSI Application Layer — Network Time Protocol

The application layer of the ssmplified OSI model deals with the interactions between
the transport protocol layer and the application software. It is an abstraction layer,
which takes raw data from the NTP core, formats it appropriately for transfer across

the network and hands it to the Transport Protocol layer.

Appendices A and B of the Internet Request for Comments #1305 [21] describe the
format of the NTP data and control messages — the implementation of which is

required for correct interaction of the GUTSI with external devices.

3.3.2.3 OSI Transport Protocol Layer — User Datagram Protocol

The User Datagram Protocol (UDP) provides a procedure for application programs to
send messages to other programs with a minimum of protocol mechanism. UDP is
transaction oriented, and delivery of packets sent using it is not guaranteed, and there
is no protection against duplicate delivery of packets. Often it is nicknamed the

“Unreliable Datagram Protocol” for these reasons.

The inherent unreliability of UDP suits the NTP time application perfectly. Without
the overhead of connection-startup sequences or the need for packet
acknowledgements, UDP can deliver packets extremely quickly across the network.
If aduplicate NTP timestamp packet is received, it obviously took a longer path than
the original timestamp and hence is less accurate and can safely be ignored. If, for

some reason, atimestamp packet is lost, the worst possible situation is one where it is
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delayed by some relatively long period of time and then re-sent. Time information
has only a short lifetime, and the delays incurred by a retransmission mechanism

could result in large amounts of clock error on the client system.

3.3.2.4 OSI Network Layer — Internet Protocol

The Internet Protocol is a protocol designed for use in interconnected systems of
packet-switched computer communication networks. It provides for transmitting
blocks of data, called datagrams, from source to destination and additionally support
for fragmentation and reassembly of long datagrams for delivery on different

mediums.

The Network Layer in the GUTSI project is responsible for adding Internet Protocol
headers to the data received from the transport layer. Hosts on the Internet have 32-
bit addresses, and the Internet Protocol headers provide a mechanism by which
packets can be routed across the Internet to remote networks. Details of these header
formats are available in the Internet Request in the Internet Request for Comments
document #791 [22].

When transmitting data, a packet is encapsulated with an 1P header and then handed
to the Data Link Layer for delivery to the remote computer. Received packets which
pass through the Network Layer have checks performed on the received address field
in the 1P header, then have a checksum operation performed to ensure header validity.
If a packet is valid, it is then delivered to the Transport Protocol Layer for transfer to

the application.

3.3.2.5 OSI Data Link Layer — Ethernet 802.3 Protocol

The final layer in the simplified OSI model is the data link layer. The datalink layer
is responsible for providing a seamless mechanism for transferring the data produced
in the high-level network protocols to the physical network hardware. It must
undertake the final addressing and transmission of packets and delivering received

packets to the appropriate network layer handlers.

Every Ethernet node in existence has a unique identifier — a 48-bit physical hardware
address from a range allocated to each Ethernet device manufacturer by the IEEE.

Every packet delivered on an Ethernet network is encapsulated in a variable-length
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Ethernet “frame” which adds packet source and destination information and permits

dataintegrity checking at the frame level. [14]

Figure 8 shows how the gradual addition of header information encapsulates the

network packet before transmission onto the physical network.

Figure 8 - Depiction of data encapsulation of Ethernet 802.3 packets.

The IEEE 802.3 protocol is the basis for the GUTSI Data Link Layer. On Ethernet,
the Address Resolution Protocol (ARP) is used to map between Internet Protocol (IP)
addresses and physical hardware addresses. Exact message formats and detail of
operation can be found in the Internet Request for Comments document #3826 [23].

ARP services will be implemented in separate threads in the GUTSI firmware, and
packet encapsulation will be performed transparently for every packet received from
the Network Layer.

3.3.3 Clock Disciplining Application

Sections 3.2.2.5 and 3.2.3 briefly mention a concept called “clock disciplining”, the
implementation of which is required for the GUTSI project. Disciplining a clock
refers to a process whereby the timekeeping accuracy of a clock is improved by
several orders of magnitude. The NTP algorithm as described in RFC1305 is

commonly accepted as the best method for disciplining a computer clock.

A hybrid Phase Lock Loop / Frequency Lock Loop (PLL/FLL) algorithm,
implemented in software, is theoretically capable of reducing clock error to the order

of a nanosecond. An external PPS signal interrupt, provided from an accurate
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External Time Disciplining device as described in Section 3.2.3, permits phase and

frequency predictions and measurements to be performed.

Figure 9 - General Clock Disciplining Algorithm

The general organisation of a clock discipline algorithm is shown above in Figure 9.
The PLL/FLL and PPS agorithms must operate as two separate but interlocking
feedback loops [24]. This means that if for some reason a single algorithm fails, the
system can detect the error but ill maintain time, albeit at dightly reduced accuracy,

without any major disruptions.

The following sections outline these algorithms designed for keeping precise time.

3.3.3.1 PLL/FLL Algorithm
A PLL/FLL software algorithm may be used to reduce clock phase jitter and

frequency wander, just as an analog PLL/FLL circuit would. The functional

components of a clock discipline feedback loop are shown below in Figure 10.

Figure 10 - Clock Discipline Feedback L oop
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The phase difference Vy between the reference source g and system clock qc is
determined by the synchronisation protocol. The value is then groomed by the clock
filter and other algorithms to produce a phase prediction x and frequency prediction y.
These predictions are used by the clock adjustment thread to produce a correction
term V.. Thisvalue can be used as an adjustment to the clock oscillator frequency, so

the system keeps more accurate time.

Predictions x and y are developed from the phase update Vs as shown in. The NTP
algorithm disciplines the phase and frequency separately in both PLL and FLL modes.
X is the value Vs, but the actual phase adjustment is calculated using an exponential
average with an adjustable weighting factor. The weighting factors are determined

from simulation and extensive testing in practice.

Figure1l- PLL / FLL Prediction Functions

3.3.3.2 PPS Algorithm

An external on-time PPS interrupt signal can be used to cause the capturing of a
virtual timestamp from a Process Cycle Counter device (PCC) and other related data
The timestamp event can be used to discipline the phase of the clock signal, while a
combination of the timestamp value and historical data serves to discipline the

frequency of the system clock. PPS prediction functions, interact as shown below.




GUTSI — GPS based UTC Time Source for the Internet

Figure 12 - PPS Prediction Functions

Discriminator samples are processed in two paths; the first (upper) path filters uses a
three-stage shift register as a median filter. The median value of the samples provides
an estimate of the clock phase®, whilst the maximum measured distance between the

samples provides an estimate of the phase jitter”.

The lower path uses the recorded timestamp values to determine the current speed of
the system oscillator. Initially, a calibration interval is used to measure the system
clock frequency relative to the PPS signal. Once this result has stabilised, recorded
timestamps can be used to obtain more precise information about the current clock

frequency, which in turn permits higher precision timing results to be returned.

3.3.4 NTP Application Software

The Network Time Protocol’ s software interface must be provided by this component
of the GUTSI firmware. Once again, RFC1305 specifies implementation possibilities

for this software component.

A client-server model is the most common implementation, in which a client sends a
message to a server, which then interchanges addresses and ports, updates the
message to contain results, and returns the message immediately. The
implementation model to be implemented in the GUTSI is shown in Figure 13.

* Phase refers to the relation at any instant of a periodic signal to its initial value as expressed in
factorial parts of the complete cycle

® Jitter refers to therandom variation in thetiming of a signal, especially a clock.
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Figure 13 - NTP Implementation M odel

The receive task receives NTP messages from the network as well as information
from directly connected clocks, while the transmit task is responsible for returning
results to individual clients as required. The update procedure is called upon receipt
of messages and produces datistical data, which is used within the clock disciplining

application outlined in the previous section.

3.4 Summary

A large number of parameters were considered in order to produce a high-quality

GUTSI implementation. These were discussed in depth throughout this chapter.

The next chapter examines the implementation of the hardware components of this
specification. High-level implementation issues are discussed together with low-level

component selection.
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4 Hardware Implementation

This chapter builds on the specifications of the hardware portion of the GUTSI, from
high-level device selection through to general integration problems.  Key
implementation decisions and non-trivial low-level design issues are also detailed.
Full schematics of the hardware implementation are included in Appendix A, and

PCB layouts are provided in Appendix B.

4.1 System Processor Selection

Section 3.2.4 detailed the specifications required for the Central Processing Unit as
required within the GUTSI hardware. A large number of processors were examined
in order to determine the one most suited to the task of integrating all the system
hardware components. Three processors, representative of the major different
processor performance classes, are described in the following subsections. The
relative merits of each processor class are discussed, followed by the selection of a

processor for use inthe GUTSI.

4.1.1 AMD Elan SC410 Microcontroller

The Elan™ SC410 microcontroller is the second generation of PC/AT solutions from
AMD targeted specifically for embedded systems. This single Ball-Grid-Array (BGA)
packaged solution combines the proven performance of an enhanced 486-class
microprocessor with the compatibility of a PC/AT chipset at speeds of up to 100MHz
[25].

The SC410 is a highly integrated device, with all components required for a PC-like
system embedded in a single chip. A 16-bit I1SA bus interface and bi-directional
parallel port provide the facilities required for communication with external devices.
An internal 8-kB write-back cache augments the processor’s performance. A single
16550 UART interface provides the required SCI functions, and a memory controller
is integrated which supports Flash ROM and EDO DRAM.
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4.1.2 Hitachi SH-1 SuperH Microcontroller

The SuperH product line is a relatively new range of RISC processors released by
Hitachi Semiconductor. The SH-1 (SH7032) is the entry level product, featuring a
32-bit internal CPU core paired with a 16-bit external data bus — similar to Intel’s
386SX product line. It isavailable in a 100-pin Quad Flat Pack (QFP) package type.

No on-board cache is provided, but the SH-1 executes one instruction per clock cycle
at speeds of up to 20MHz. Internal timers support periodic event generation and two
integrated SCI interfaces provide the necessary serial communications functionality
[26]. An internal bus state controller (BSC) with EPROM, SRAM and DRAM
support provides a seamless interface to up to eight banks of memory. The RISC
architecture means that there is little interrupt overhead introduced by the processor

itself.

The SH-1 processor has been utilized within many Undergraduate Theses with
varying levels of success, primarily caused by the Big-Endian® data format used on
the data-bus.

4.1.3 Hitachi SH-3 SuperH Microprocessor
The Hitachi SH-3 (SH7709) processor is a much higher-powered part in the SuperH

product line. Parts in this series are often used to provide the performance levels
required to operate handheld devices running Microsoft Windows CE™. It sports a
3.3V 32-bit clock-doubled internal core, 32-bit data bus, and runs with internal clocks
up to B0OMHz for fast data processing.

In a208-pin Thin QFP (TQFP) package, it incorporates an 8kB instruction/data cache
and BSC with support for up to 448MB of EPROM, Flash ROM, SRAM, DRAM
and/or SDRAM. Three buffered SCI interfaces exceed the GUTSI’s communications

requirements, and its Little-Endian data format is inherently suitable for an 1SA bus

® Endianness of a CPU refers to the order in which bytes are stored in memory. A Big-Endian device
stores the Most Significant Byte of data at the low memory address, whilst a Little-Endian device
stores the Least Significant Byte of data at the lowest memory address. Extreme care must be taken

when interfacing Little-Endian peripherals with Big-Endian CPUs and vice-versa.
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emulation. A number of programmable timers can be configured to provide periodic

event generation.

4.1.4 Processor Choice

Table 5 briefly compares the key parameters of the processors described above.

All three of the analyzed processor classes provide the functionality required for a
successful implementation of the GUTSI. The least desirable choice of the three is
the SH-1 microcontroller. It only supports a 16-bit external data bus, which reduces
the peak data bandwidth available. The lack of internal cache means that the
processor must stall instruction execution whenever an external data operation is in
progress. The Big-Endian nature of the device reduces the performance when

interfacing with many common external devices.

AMD Elan SC410 Hitachi SH-1 Hitachi SH-3
Endianness Little-Endian Big-Endian Little or Big Endian
BusWidth 16-bit 16-bit 32-hit
Internal Cache 8kB None 8kB
Serial Interfaces 1 2 3
Package 256-pin BGA 100-pin QFP 208-pin TQFP
Approximate Price | $40 $20 $50

Table5 - Processor Class Comparisons

Of the two remaining choices, the AMD Elan SC410 Microcontroller seems to be the
device most suited to the GUTSI hardware. Because it is a PC-class processor,
software development would be easy — it could simply be tested on a normal desktop
PC! However, the fine-pitch BGA packaging makes construction of a PCB to hold

the part virtually impossible so it becomes an invalid option.

This leaves the Hitachi SH-3 as the most suitable CPU for the GUTSI. It is available
in a much more manageable package and provides the highest performance of all the
evaluated processors. No evaluation hardware is available for the SH-3, so final code
testing must be deferred until the GUTSI hardware has been constructed.
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4.2 Memory Selection

Another specification listed in section 3.2.4 was that of memory requirements for the
GUTSI device. The SH7709 directly supports connection of many different memory
types as listed above in Section 4.1.3.

4.2.1 Non-Volatile Memory

Non-Volatile memory requirements are satisfied by making provision for the
connection of either a single AM29F040 4Mbit Flash ROM or two 27C512 512kbit
EPROMSs (via an adapter PCB) to the GUTSI board. This selection was made based
on recommendations made both by Hitachi Literature [27] and advice provided within
the department. Both the 27C512 and AM29F040 parts are programmable in a
standard EPROM programmer, so may be used for initial code development.

4.2.2 Volatile Memory

Sixteen megabytes of Synchronous DRAM provides the volatile storage space for the
GUTSI. SDRAM’s burst data transfer capabilities significantly increase its
performance over standard DRAM, but it is not quite as fast as Static RAM. The
Micron MT48LCAM16A2TG-10 (compatible with Hitachi’s own HM5264165) was
chosen for the SDRAM part.

The seemingly large quantity of RAM provided is a direct result of the limited
availability (and higher cost) of lower-density SDRAM parts, and is priced favourably
to 512kB of SRAM (the minimum volatile memory requirement as stated in Section
3.24.2).

4.3 Time Source Selection

It was determined in Section 3.2.3.6 that the most suitable clock disciplining hardware
for the GUTSI hardware is a GPS receiver. Key criteria for selection of an individual

GPS receiver include the power requirements, timing acquisition times and accuracy
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figures. A number of readily available OEM’ GPS receiver modules were considered

and their relative merits are discussed in the following sections.

4.3.1 Conexant Jupiter LP

The Conexant Jupiter GPS receiver module is based on the successful Conexant
Zodiac chipset. Operating as a 12-channel receiver, it is capable of acquiring a

position fix® in well under 20 seconds [28].

The Jupiter LP provides low-power operating modes, and positioning accuracy to
under a metre in differential mode. No provision is provided for automatic protection
against timing errors or SV failure, leading to quoted timing accuracy of

approximately one microsecond.

4.3.2 Motorola Oncore

The Motorola UT Plus Oncore GPS Receiver is areceiver designed for serious timing
applications. It is an eight-channel receiver supporting both C/A code and carrier
aided tracking to provide extremely accurate timing performance. Typicaly a
standard position fix can be acquired within 60 seconds, after which time a Pulse-Per-

Second signal is available with timing accuracy <50ns[29].

The Oncore module is capable of powering an active antenna module and
incorporates special RF filters to make the receiver immune to the majority of
Continuous Wave (CW) jamming signals. A Time Receiver Autonomous Integrity
Monitoring (RAIM) algorithm provides automatic protection against satellite

transmission errors and multi-path propagation effects.

An additional option of a 100 PPS signal is available, which permits faster clock

disciplining.

" Original Equipment Manufacturer — equipment supplied without a case, power supply, etc intended to
be integrated in other products.

8 Acquiring a position fix refers to the process whereby a GPS receiver calculates its current physical
location.

-41-



GUTSI — GPS based UTC Time Source for the Internet

4.3.3 Trimble Sierra

The Trimble Sierra GPS chipset is based around a customized version of Motorola's
68330 processor. It incorporates eight GPS channel trackers and supports C/A code

acquisition only [30], and also has atime to first-fix (TTFF) of under twenty seconds.

The Sierra system is also alow-power device, optimized for positioning performance.
Timing accuracy is limited, with a nominal one microsecond timing error. An

external power source is required for a connected antenna module.

4.3.4 Choice of GPS Device

The key performance characteristics of each GPS device examined are detailed in
Table 6, below.

The device selected for use in the GUTSI project was the Motorola UT Plus Oncore
module. All of the reviewed devices cost roughly the same, but the Oncore part’s
Its Time RAIM

implementation and increased timing accuracy provided by carrier aided tracking far

timing performance greatly exceeds that of the other devices.

outweigh the convenience of a faster “fix” time. The performance provided will

permit reliable disciplining of the GUTSI clock.

Conexant Jupiter | Motorola UT Plus Trimble Sierra
LP Oncore Chipset

Power Supply 3.3V 5V 5v
TTFF <15 seconds 60 seconds < 20 seconds
Time RAIM No Yes No
PPS Timing | +/- 1 microsecond | <50 nanoseconds +/- 1 microsecond
Accuracy
Approximate Price | $450 $500 $350 + software

Table 6 - GPS Receiver Parameter Comparisons

The UT Plus Oncore modul€'s serial interface shall connect to the first SCI of the

GUTSI CPU..
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4.4 Network Interface

Section 3.2.1.2 detailed the specifications of the network interface required by the
GUTSI hardware. 10Base-T was chosen as the most appropriate communications
technology for the LAN connection. This section examines four Ethernet controller

solutions for the network interface features of the GUTS!.

4.4.1 AMD Am79C961A

This controller from AMD is designed to directly interface to an ISA bus. It provides
high-performance operation through either a DMA Bus Mastering interface or
through the connection of an external SRAM Integrated Circuit (1C), which can be
directly accessed by the system processor. An on-chip transceiver interface allows

connection to a 10Base-T network with few external components [31].

4.4.2 Cirrus Logic CS8900A

The Crystal LAN is designed as a general-purpose embedded Ethernet controller. It
integrates RAM, 10Base-T transmit and receive filters, and provides a generic bus
interface for increased system efficiency [32]. Using the CS8900A, a complete

Ethernet circuit can be implemented in 10 square centimetres.

4.4.3 National Semiconductor DP83905

The DP83905 is another single-chip Ethernet controller which provides similar
functionality to the Am79C961A. Instead of using a shared memory interface, it
operates as a DMA bus master device to transfer packets between a block of system
memory and the LAN, a technique that permits extremely high performance

operation. [33]

4.4.4 SMC 91C94
SMC's 91C94 is a recent addition to SMC’s product line of embedded Ethernet

controllers. It sports an integrated 10Base-T interface and provides 4.5kB of internal
memory for packet buffering [34]. This Ethernet controller IC has been used in
previous UQ undergraduate thesis projects interfaced to the Hitachi SH-1 [12] [13]
[14].
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4.4 5 Choice of Ethernet Controller

A brief summary of the product highlights for each Ethernet controller IC is shown

below, in Table 7.
AMD Crystal LAN National SMC
Am79C961A CS8900A DP83905 91C%4
Power Requirements 5V 3.3V 5v 5v
Internal packet RAM No Yes No Yes
DMA bus-master | Yes No Required No
capable
Businterface ISA 10MHz Generic8MHz | ISA 8MHz | ISA 5MHz
Packaging PQFP-132 TQFP-100 QFP-100 QFP-100
Approximate Price $27 + $10 (for | $40 $20 $35
SRAM)

Table 7 - Ethernet Controller Feature Summary

Analysis of product data for each of the Ethernet controllers led to the choice of the
Am79C961A for use in the GUTSI hardware. The DP83905, whilst the cheapest, was
eliminated due to its requirement of DMA bus mastering capabilities. It is not
possible to use an external bus mastering device unless the SH-3's volatile memory
includes some SRAM. The SMC91C94 had been used in previous years, with limited
success a high bus speeds, and as the GUTSI has a faster external bus, it was
discarded. The CS8900A, with its 3.3V interface and internal RAM, appeared to be
the most suitable of the remaining two, but the required external components were
unavailable at the time of hardware development. Hence the Am79C961A operating

in bus slave mode was the only alternative which survived the process of elimination.

Operation of the Am79C961A in bus slave mode requires both memory and 1/0
accesses. For thisreason, it will be mapped into the processor’s memory space in two

locations — one for 1/0 operations, the other for shared memory accesses.
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45 Miscellaneous Semiconductors

A number of other ICs are necessary for operation of the GUTSI hardware. Details of

the most significant components are briefly described below.

4.5.1 Altera MAX 7128S

The GUTSI, like most other complex hardware systems utilising parts from multiple
vendors, has a requirement for so-called “glue-logic” to “stick” the components
together. A Field-Programmable Gate Array (FPGA), such as the parts in the Altera
MAX series, is suited for this task. The Altera EPM7128SQC100-10 provides 128
programmable “macrocells” which can be used to implement random logic (AND,
NOT, OR, ec) functions. It is in-system programmable, permitting functionality
changes as the GUTSI hardware matured.

The Altera FPGA generates the control signals necessary for the interface to the AMD
Flash and Ethernet devices — implementing address decoders and random logic
functions. Additionally, it implements the 32-bit timestamp counter required as per
Section 3.3.3.2.

4.5.2 5V/3V Buffering

One challenge often encountered when combining modern processors with older
peripheral devices is that of incompatible bus voltage levels. The SH-3 processor,
SDRAM and Altera FPGA are 3.3V interface parts, while the Ethernet and Flash

memory components use 5V bus interfaces.

To accommodate this, several level translating ICs must be used within the GUTS
hardware. National Semiconductor’'s 74LVX3245 parts are used as bi-directional
interfacing buffers on the system’s data bus, while the unidirectional address bus and
other 5V control signals are converted via 74VHCT245 devices. Where a 5V signal
must be returned to the CPU, it is passed via otherwise spare 5V-tolerant inputs on the
FPGA, reducing the system IC count.
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45.3 RS-232 Interface IC

The SCI of the SH-3 processor requires external level-translation devices to interface
to standard RS-232 devices. The Maxim MAX3237 provides a single-chip solution
without introducing the need for any additional power supply voltages.

4.6 Power Supply

Power requirements were analysed briefly and the decision was made to use an
existing, tested, power supply design. The circuit is basically a reference design, with
Maxim MAX1626 I1Cs, National Semiconductor NDT456's and CoilCraft inductors

provide the necessary current-limited 5V and 3.3V supplies.

Power supply good indication is provided to on-board devices by two Motorola 34164
supervisor ICs, and visual indication via Light-Emitting Diodes (LEDS).

4.7 System Schematics

The GUTSI schematic spans four pages and is included in Appendix A. Each page
focuses on a different portion of the schematic, with net labels used to identify

common connections.

4.8 Printed Circuit Board

The GUTSI hardware fits on a single four-layer board, measuring approximately 6”
by 4”. It features split internal power planes for the +5V and +3.3V supply rails, with

a minimum of 8-mil track widths and 0.5mm holes.

Enlarged versions of the PCB layout and copper layers are provided in Appendix B.

4.9 Summary
This chapter has described the Hardware Implementation of the GUTSI project.

Chapter 5 continues discussing implementation issues, focussing on the details of the

Software |mplementation.
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5 Software Implementation

This chapter describes the high-level design used in the GUTSI server. It begins with
a description of the overall structure of the software, in terms of the different threads
and their interactions. A discussion of the selection of RTOS follows, together with
an overview of the networking stack and pointers to the Network Time Protocol's

implementation.

Note that the GUTSI software has been developed under NDA, and as such actual
source-code has been omitted and functional descriptions have been deliberately

blurred in places.

5.1 Software System Overview
Figure 14, below, shows the general structure of the GUTSI software system. Each

task or significant procedure is shown as used in the implementation, together with

where the code fits into the simplified OSI model.

NTP Server Clock Disciplining
APPLICATION Application Application

TRANSPORT UDP Handler ICMP Handler Tas

Tasks

IP Encapsulation /
NETWORK Decapsulation

ARP Handler

_____________________________________ § Han il.__.__.__.__.__.__.__. s
MAC
DATA LINK Encapsulation /

Decapsulation

Ethernet Controller| Virtual Timestamp Pulse Per Second
PHYSICAL Interface Counter Interface

Figure 14 - Overview of Software System
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5.2 Real-Time Operating System Kernel

This section overviews three real-time operating systems suitable for operation on the
GUTSI hardware. The requirements for this RTOS were discussed in section 3.3.1,

and can be summarised as:

» Supports a deterministic pre-emptive task scheduler

» Provides Memory-Management functions

* Reliable Inter-Process Communications facilities

» Supports both periodic and external interrupts with low operational overhead

All of the RTOS options described in the following subsections support at least the
above functionality and are suitable for use in the GUTS!.

5.2.1 Cygnus eCos

A new (< 2 years) contender in the RTOS marketplace, eCos is an Open Source,
royalty-free, application-specific real-time O/S. It is supports over 170 configuration
options and development tools are generally freely available. eCos development is
sponsored by microprocessor manufacturers in an effort to propel newly developed
CPUs into the marketplace. It is easily extensible and simulation support is available

for easy testing in the absence of real hardware [35].

It supports a rich set of synchronisation primitives (including semaphores and
condition variables), multiple scheduling algorithms (including a pre-emptive, multi-
level queue system with priority inversion support), timed I1SRs and Deferred Service
Routines (DSRs) for fastest interrupt response. Exception handling, memory pool
management and message-box IPC are all standard (optional) features in this RTOS

kernel.

Applications are developed with eCos by linking their object files with a static library
(<100kB) containing all of the operating system functionality. User software is
separated from hardware implementation issues through the use of a Hardware
Abstraction Layer (HAL) and system call interface.
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5.2.2 Jean Labrosse’s uC/OS |l
Written by Jean Labrosse, uC/OS Il is a scalable, preemptive real-time, multi-tasking

kernel suitable for porting to many different microcontrollers. A mature product,

HC/OS 11 has many configuration options to reduce the system kernel size. [XXX]

UC/OS1I  supports message queues and semaphores for  Inter-Process
Communications, nested low-latency interrupts and up to 56 different tasks. Its
scheduler does not support priority inversion and each task must be assigned a
different priority level — no two processes can be executed in round-robin style. No
device-driver interface is defined for use in adding external device support to the OS

kernel.

A Hitachi SH-2 port of uC/OS-11 is available, which itself is suitable for porting to the
SH-3 CPU selected for the GUTSI (Section 4.1.4). Generation of the RTOS binary is
performed using standard development tools, after appropriate modification of the

HC/OS startup code and compilation of the user program.

5.2.3 Microsoft Windows CE

The software giant Microsoft has an embedded operating system alternative — known
as Windows CE. It is described as a 32-bit, Windows-compatible deterministic real-
time operating system designed to fill the need for a small, scalable operating system
working on a broad range of embedded products [37].

Accessto over 1,400 Win32 APIs give Win32 programmers afamiliar interface to OS
functions. Low ISR latency is provided through a high-priority Interrupt Service
Thread (IST), and features such as Ethernet device support and TCP/IP networking

functionality are standard.

A “platform builder” release of the operating system consists of eight pre-compiled
kernel configurations. An appropriate kernel configuration, combined with user

application software provides the basis of a running embedded system.

5.2.4 Choice of RTOS

A summary of the strengths and weaknesses of the three RTOS kernels evaluated for
the GUTSI is provided in Table 8.
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eCos HC/OSII Windows CE

Source Code | Yes Yes No

Available

Development Tools Yes No Yes

Programming API C C Win32

SH-3 CPU Support Yes (early-access) | No Yes

Network Support No No Yes

File System Support No No Yes

Device Driver | Yes No Yes

Interface

Technical Support Free No Chargeable

Code Size <100kB <60kB <500kB

Approximate Price Free $100 >$3,000 (Tools)
+ Royalties

Table8- RTOS Feature Appraisal
The RTOS selected for use in the GUTSI project is Cygnus' eCos product.

As al of the RTOS kernels discussed here satisfy the basic requirements of the
GUTS, the selection methodology was forced to move to other criteria.  Windows
CE’s cost and bloated code size immediately made it an unsuitable choice. Of the
remaining options, eCos was selected — with its free technical support, readily
available development tools and direct support for the Hitachi SH-3 outweighing the

maturity of the uC/OS product.

5.2.5 Implementation Summary
The Hitachi SH-3 eCos implementation used within the GUTSI was supplied with
development tools and HAL for the SH7708 CPU.

Reconfiguration of the development tools means that little-endian binaries can be

produced, whilst extensions to the HAL accommodate differences specific to the
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SH7709. Linker scripts updates inform the linker of different interrupt table sizes and
memory maps between a reference board and the GUTSI hardware.

These changes induced no problems in the compilation of the professional-quality

eCos release.

5.3 Network Interface

Section 3.3.2 discussed the need for an interface between the networking hardware

and application software.

The Ethernet Device Driver and lower three layers of the simplified OSI model

outlined in Section 3.3.2 are described in the following subsections.

5.3.1 Ethernet Device Driver

eCos provides a device driver interface to isolate higher level components from

dependence on specific device implementations [38].

The GUTSI’s Ethernet Device Driver is implemented as a combination of an ISR,
DSR and a system call interface. The ISR-DSR model permits recording of the fact
that a hardware interrupt has occurred while the DSR is scheduled for later execution.

The system call interface provides the mechanisms necessary for device control.

The ISR is responsible for clearing the hardware interrupt status of the Ethernet
Controller IC and recording information about the type of interrupt for the DSR. The
DSR is responsible for handling any data involved with the interrupt; it updates
statistics and copies packet data between the Ethernet 1C’'s shared memory and
processor RAM. Upon packet reception, the packet is completely copied to the
processor RAM and the appropriate packet reception thread (selected based on the
packet type) is awakened to handle the packet data. A transmit complete interrupt
causes checks to see if any more packets are awaiting transmission and enqueues the
first packet found.

The transmit system call places the packet onto a transmit queue, ready for
transmission. If there is currently no packet being transmitted, it begins the
transmission process for the newly queued packet. If a packet is currently being
transmitted, the next packet will automatically be enqueued by the DSR code.
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Figure 15 and Figure 16 contain flowcharts of operation for the Ethernet Device
Driver ISR and DSR routines.

5.3.2 Application Layer
The Application Layer performs abstraction as detailed in Section 3.3.2.2.

Ethernet DSR

Ethernet ISR

TX Done
Interrupt?

Clear Interrupt
Flags

Outstanding
TX Packets2

Yes

Enqueue Next
Packet

Record Interrupt
Status

A4

Deliver Packet to|
ARP Thread

Schedule DSR

Clear Errors

Deliver Packet to|
UDP Thread

Update Statistics|

End ISR

Return from DSR

Figure 15 - Ethernet ISR

Operation

Figure 16 — Ethernet DSR Operation

It is responsible for ensuring that the contents of NTP data and NTP control messages
are suitable for transmission across a LAN. Specifically, in the GUTSI software, it
performs the function of byte-swapping the little-endian host format data fields with
the “official” big-endian network data format. This abstraction ensures that all

machines communicating with the GUTSI have the correct interpretation of the binary

messages.
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Messages destined for transmission are received by this layer and reformatted before
being processed by the Transport Protocol Layer, whilst reformatted received
messages are passed to the appropriate handler in the NTP application software.

5.3.3 Transport Protocol Layer
UDP isimplemented at the Transport Protocol Layer level in the GUTSI hardware. It

is the only protocol necessary for correct and complete operation of the NTP protocol
(implemented in the Application layer). UDP is described in RFC 768, and the
GUTSI’ s implementation supports all the functionality described in this document.

Handling of UDP datagrams is performed by a number of separate threads. One
thread operates continuously, waiting to receive packets from the Ethernet Device
Driver. Upon datagram reception, analysis of the port information is performed and
the received message is passed to the appropriate handler in the

Application Layer.  Another thread serves to add UDP ubP

Encapsulation

encapsulation to a message in preparation for delivery across the Frogess

Ethernet.

Update UDP Port

UDP Reception Information

Process

Extract Port
Information

Valid
Destination
Port?

Yes
Control
Message?
No
Request
Message?
No
>ie End UDP
Encapsulation
End UDP Process
Reception Process,

Figure 17 - UDP Reception Process Figure 18 - UDP Encapsulation Process

Update UDP
Checksums

Call Network Layer
to add IP Headers

Deliver to NTP
Yes—» Control Message
Handler

Enqueue Packet
for Transmission

Deliver to NTP
Yes—» Request Message
Handler
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A flowchart describing the operation of the UDP reception process is provided in

Figure 17, and an overview of the UDP encapsulation processisin Figure 18.

5.3.4 Network Layer

IP is the Network Layer protocol implemented within the GUTSI. UDP relies on the
services provided by this layer to provide the host addressing functionality. Exact
details of the Internet Protocol message formats are mostly provided in RFC 768,

which forms the basis of the GUTSI implementation.

Support for 1P fragmentation is not included in the GUTSI firmware. It is not
necessary for the message sizes used by the NTP program and simplifies the software

implementation.

The Network Layer adds IP headers and checksums to transmitted packets, whilst
checking the validity of received message headers. It is implemented as a number of
functions, which are called by the Transport and Data Link layers for transmission

and reception, respectively.

5.3.5 Data Link Layer

The Data Link layer is responsible for the final addressing of Ethernet packets before
they are emitted onto the LAN. ARP services are required to perform IP/MAC
address mapping, so a partial functionality described in RFC 826 is implemented.
GUTSI’s ARP implementation uses two threads and a system call interface. Only a
partial implementation of the functionality described in RFC 826 is utilised

The system call interface provides a mechanism for the ARP request process to be
initiated. When a MAC lookup is required, the arp_lookup function is called. If the
address is already cached and has not timed out, the arp_lookup function returns the
cached MAC address, otherwise it formulates and sends an ARP request onto the
LAN. Figure 19 shows the operation of the arp_lookup function.

The first ARP thread is responsible for handling received ARP messages. A received
ARP reply is compared to a list of outstanding ARP requests and accepted if
expected, whilst an ARP request is validated and reply is queued for transmission.

This process is shown in the flowchart of Figure 21.
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The second ARP thread is responsible for timeouts within the ARP cache. It throws

away old ARP replies and resends ARP requests for which a reply has not yet been

received. Itsoperation isdescribed in Figure 20.

5.4 NTP and Clock Disciplining Applications

The clock disciplining application runs as the highest priority thread in the GUTS

firmware. The NTP response application
runs at slightly lower priority to increase the

accuracy of provided timestamps.

This code operates as an implementation of
RFC1305 [21] with improvements as
suggested by Mills [24].
the

Flowcharts
describing actual  synchronisation
mechanisms are not shown here, as their
incorporation would span tens of pages. The
reference documents [21] and [24] clearly
describe textually the operations of the NTP
methods for readers with mathematical

interests.
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Figure 19 - ARP Lookup Functionality
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ARP Receive ARP Timeout
Process Process
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Figure 20 - ARP Timeout
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Figure 21 - ARP Receive
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5.5 Summary
This chapter has described the software functionality of the GUTSI project, from overall
structure through individual thread functionality.

Chapter 6 moves on to describe the results achieved with the final GUTSI hardware and

firmware.
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6 System Performance

The specifications for the GUTSI hardware and firmware were outlined in Chapter 3.

This chapter first compares the implemented functionality with the project aims

described within the system specifications, identifying components which were not

successfully completed. The results of interaction testing and a measure of the

performance of the timekeeping code are also provided.

6.1 Functional Capability

Ten key system features were identified in Section 3.1 to be implemented in the

GUTSI. Eight of the stated requirements were completely implemented, with the two

remaining tasks partially achieved. Table 9 provides an appraisal of the key

functional requirements of the GUTSI design.

Functional Requirement Achieved? Capabilities Supported
Supports connection to a| YES High-performance 10Base-T Ethernet
typical office LAN and UDP/IP functionality is
implemented for connection to most
industry LANS.

Supports the Network Time | PARTIALLY | The GUTSI firmware supports all

Protocol, version 3 message formats required for basic NTP
operation.

Supports  the Simple | YES All functionality required to synchronise

Network Time Protocol external devices using SNTP is provided
by the GUTSI firmware.

Static code size under | YES The GUTSI operating system kernel and

128 kilobytes

application code consume approximately
92kB of FLASH memory.
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Supports a gandalone time | YES A standard Quartz Oscillator provides

source with  reasonable the GUTSI hardware with a frequency

accuracy source accurate to under 50 parts-per-
million.

Capable of disciplining the | YES The GPS module, virtual timestamp

standalone time source to counter and application code can

sub-millisecond accuracy discipline the GUTSI’s Quartz time
source to the required accuracy.

Provides a Pulse-Per- | YES The GPS module's PPS signal and

Second Output Signal timing correction information is
available through the GUTSl serid
ports.

Isfully self-contained PARTIALLY | All of the hardware (except for a mains
power-supply) and software components
required are accommodated for by the
GUTSI's PCB.

Capable of automatic restart | YES The GUTSI software is stored in Flash

after power failure ROM and automatically starts when
power is applied. The GPS receiver is
battery-backed for fast timing re
acquisition.

Requires minimal physical | YES No external controls are provided for the

interaction

GUTSI hardware, with all configuration
and timing parameters stored on the
LAN and within the operational Flash.
Visual indication of
provided through eight system LEDs.

operation is

Table9 - GUTSI Goal Achievement Status
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The goal of implementing full support Network Time Protocol version 3 support was
not completely achieved in the GUTSI. A gross under-estimation of the time
involved in PCB production lead to a reduction of the implementation level. As such,
only the NTP functionality stated as required in the Internet RFC was implemented.
In particular, code to support authentication, encryption and some control message

types was not complete at the time this document was written.

The second goal which was not implemented is that of transforming the GUTSI into a
completely standalone device. The prototype still requires an external DC power
supply and is not in a sturdy case. The PCB design is ready for placement into a
standard 1U rack enclosure, and when accompanied by a suitable mains transformer

and rectifier would be completely standalone.

The partial implementation of these two goals does not detract in any way from the
primary function of the GUTSI prototype, to provide an accurate time source for a
typical LAN.

6.2 System Operation Validation

The correct operation of the GUTSI hardware and software interaction was confirmed

by the use of three quantitative tests:

* Response to UDP echo requests. This test provides a measure of the throughput
of the network interface of the GUTSI.

* NTP response time measurements. This test provides an indication of the

performance of the RTOS kernel and application level code.

* NTP accuracy tesing. These measurements provide a means to confirm correct

operation of the clock disciplining algorithms under normal operating conditions.

6.2.1 Response to UDP Echo Tests

Standard network performance testing tools were used to generate a stream of UDP
packets directed at the GUTSI device. Correct operation of the ARP, UDP and IP
functions was confirmed, with maximal size packets being transmitted reliably

between the embedded system and departmental hosts.
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High network load (> 450kB/second) decreased the system performance from a
nominal 0.4 milliseconds to approximately 10 milliseconds Round-Trip Time (RTT),
before excessive collisions began to dominate the available network bandwidth and
defer physical packet transfer. No packets were discarded by the system firmware at

the time of saturation, representing excellent performance in the network threads.

6.2.2 NTP Response Time Testing

An application was developed to continually bombard the GUTSI with a mixture of
both valid and invalid NTP messages at the rate of about twenty requests per second.

This represents an extreme load for a Stratum 1 NTP server.

The response time for valid requests was not affected by the presence of invalid
requests, with virtually all responses being processed in under five milliseconds. The
median response time was measured at just under one millisecond, confirming the

GUTSI's ability to demonstrate sub-millisecond accuracy.

6.2.3 NTP accuracy measurements

The raw accuracy of the GUTSI's clock disciplining application was measured as part

of the firmware development process.

The GUTSI software achieved time synchronisation with the GPS PPS source within
several minutes. After a period of time (dependent on the synchronisation interval
duration), calculated timing errors stabilised and effective clock disciplining was
established.

Final tests applied thermal stresses to the main Quartz oscillator (to forcibly induce
clock drift) and the GUTSI's clock disciplining abilities responded appropriately,
compensating for the drift as the temperature stabilised.

6.3 Summary

This chapter has described the validation of operation of the GUTSI hardware and
firmware. The final chapter of this thesis describes changes that potentially could
improve the GUTSI performance, but could not be implemented given project time

constraints.
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7 Summary and Future Possibilities

The GUTSI project focused on producing a reliable, low cos reference time source.
A high-performance Stratum 1 NTP Version 3 server with Ethernet network
capabilities has been developed in this thesis. It is capable of servicing the timing
requirements of a Private LAN or alarge number of hosts on the Internet, with sub-
millisecond timing accuracy provided by a GPS receiver and specialised hardware

support.

The embedded time server was implemented for a component cost below $900 - a
price which compares favourably to commercially available embedded devices and
PC-based solutions.

Although a reasonably complex device has been produced, the possibility of design
improvement remains as always. The GUTSI's modular design is extensible and can
be easily matured into an improved design. The following sections provide a starting

point for future enhancements.

7.1 Potential Hardware Improvements

Key hardware improvements that would improve the usability and performance of the
GUTSI arelisted below:

e A LCD or LED display: a display, connected to the currently unused PCB
expansion ports, would permit a wealth of status information to be displayed to
the system administrator. The current time, date and GPS receiver status are

examples of potential useful information.

* Virtual timestamp counter enhancements: separating the virtual timestamp counter
from the system bus clock would be a useful design alteration. 100MHz operation
combined with 64-bit range instead of the currently implemented 40MHz
operation and 32-bit range provides a drastic theoretical increase in timing

performance.

* Full system integration: placing the device into a 1RU case, together with mains
transformer and rectifier board would produce a completely standalone server

suitable for insertion into an equipment rack.
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7.2 Potential Firmware Improvements

Whilst the firmware component of the GUTSI provides basic functionality, there are a

number of changes which would be desirable in a production system:

Complete TCP/IP implementation: introduction of the TCP protocol would open
the path towards Telnet or Web-Based configuration and statistic generation.
Complete ICMP functionality would also ensure reliable communications with all

I nternet-connected devices.

Virtual Timestamp Counter integration: currently the 32-bit range of the virtual
timestamp counter significantly limits its usability in the GUTSI agorithms.
Software extension of this counter to 64 bit range would provide instantaneous

improvements in timing performance.

Dynamic thread priority management: currently under heavy load, performance
of the network layers suffers slightly. It may be possible to increase performance

by adjusting relative thread priority levels based upon current system activity.

Complete NTP message implementation: authentication and encryption support
would enhance the GUTSI's suitability for usage in critical commercial
environments. Addition of the remaining NTP control messages would complete
the NTP Version 3 system.
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Appendix A — GUTSI Schematics
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Appendix B — GUTSI PCB Layouts
The PCB Layersin order are:

1. Top Layer

2. Bottom Layer

3. Top Silkscreen

4. Bottom Silkscreen

5. Internal Plane 1

6. Internal Plane 2
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