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pseudo-two-dimensional(2-D) HMMs, aresuitablefor facerecognition. Recently, a simplerstatistical

model, namely, the Gaussianmixture model (GMM), was also shown to perform well. In much of
the literaturedevotedto thesemodels,theexperimentswereperformedwith controlledimages(manual

facelocalization,controlledlighting, background,pose,etc). However, a practicalrecognitionsystem
hasto be robust to morechallengingconditions. In this article we evaluate,on the relatively dif�cult

BANCA database,the performance,robustnessandcomplexity of GMM andHMM-basedapproaches,
using both manualand automaticface localization. We extend the GMM approachthrough the use

of local featureswith embeddedpositional information, increasingperformancewithout sacri�cing
its low complexity. Furthermore,we show that the traditionally used maximum likelihood (ML)

training approachhasproblemsestimatingrobust modelparameterswhenthereis only a few training
imagesavailable. Considerablymore precisemodelscan be obtainedthrough the useof Maximum

a posterioriprobability(MAP) training.Wealsoshow thatfacerecognitiontechniqueswhichobtaingood

performanceon manually locatedfacesdo not necessarilyobtain good performanceon automatically
locatedfaces,indicating that recognitiontechniquesmust be designedfrom the groundup to handle

imperfectlocalization.Finally, we show thatwhile thepseudo-2-DHMM approachhasthebestoverall
performance,authenticationtime on currenthardwaremakesit impractical. The besttradeoff in terms

of authenticationtime, robustnessand discriminationperformanceis achieved by the extendedGMM
approach.
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Abstract—It has been previously demonstrated that systems
basedon local featuresand relatively complex statistical models,
namely, one-dimensional(1–D) hidden Mark ov models (HMMs)
and pseudo-two-dimensional (2–D) HMMs, are suitable for face
recognition. Recently, a simpler statistical model, namely, the
Gaussianmixtur emodel (GMM), wasalsoshown to perform well.
In much of the literatur edevoted to thesemodels,the experiments
were performed with controlled images(manual facelocalization,
controlled lighting, background, pose,etc). However, a practical
recognition systemhas to be robust to more challenging condi-
tions. In this article weevaluate,on the relatively dif�cult BANCA
database,the performance, robustnessand complexity of GMM
and HMM-based approaches,using both manual and automatic
face localization. We extend the GMM approach thr ough the use
of local featureswith embeddedpositional information, increasing
performance without sacri�cing its low complexity. Further -
more, we show that the traditionally used maximum lik elihood
(ML) training approach has problems estimating robust model
parameters when there is only a few training imagesavailable.
Considerably more precisemodels can be obtained thr ough the
use of Maximum a posteriori probability (MAP) training . We
also show that face recognition techniques which obtain good
performance on manually located facesdo not necessarilyobtain
good performance on automatically located faces,indicating that
recognition techniquesmust be designedfr om the ground up to
handle imperfect localization. Finally, we show that while the
pseudo-2-DHMM approach has the best overall performance,
authentication time on curr ent hardware makes it impractical.
The best tradeoff in terms of authentication time, robustnessand
discrimination performance is achieved by the extended GMM
approach.

Index Terms—Accesscontrol, biometrics, face localization, face
recognition, hidden Mark ov models (HMMs), Gaussianmixtur e
models(GMMs), local features,maximum a posterioriprobability
(MAP) training.

I. INTRODUCTION

B IOMETRIC personrecognition involves the use of in-
herent physiological characteristicsof humans, such

as faces,speech,iris patterns,and Þngerprints.Applications
includesurveillance,forensics,transactionauthentication,and
various forms of accesscontrol, suchas immigration check-
pointsandaccessto digital information[1], [23], [29], [44].
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Thereare threedistinct conÞgurationsof how a biometric
recognitionsystemcan be used:the closedset identiÞcation
task,theopensetidentiÞcationtask,andtheauthenticationtask
(alsoknownasveriÞcation).In theclosedsetidentiÞcationtask,
thejob is to forcefully classifya givenbiometricsampleasbe-
longing to oneof persons(here is the numberof known
persons).In the openset identiÞcationtask, the task is to as-
sign the given sampleinto one of classes(wherethe
extra classrepresentsan ÒunknownÓor Òpreviously unseenÓ
person).Finally, in theauthenticationtasktheclassiÞerassigns
a given sampleinto oneof two classes:either the samplebe-
longsto a speciÞcperson,or it doesnot. In an accesscontrol
scenariothistranslatesto apersonclaiminganidentityandpro-
viding abiometricsampleto supportthisclaim; theauthentica-
tion systemthenclassiÞesthe personaseithera trueclaimant
or asan impostor.

The authenticationtask representsoperationin an uncon-
strained environment, where any person/patterncould be
encountered[19]. This is in contrastto theclosedsetidentiÞca-
tion task,whereit is assumedthatall thepersonsthataregoing
to beencounteredarealreadyknown. Furtherintroductoryand
review materialaboutthe biometricsÞeldcanbe found in the
following papers:[12], [29], [39], [43], [44].

In this paperwe exclusively focus on authenticationbased
on faceimages.The useof the faceas a biometric is partic-
ularly attractive, as it can involve little or no interactionwith
thepersonto beauthenticated[29]. Many techniqueshavebeen
proposedfor face classiÞcation;someexamplesare systems
basedonprincipalcomponentanalysis(PCA)featureextraction
[41], modularPCA [30], elasticgraphmatching(EGM) [10],
[21], andsupportvectormachines(SVMs) [34], Examplesspe-
ciÞcto statisticalmodelsincludeone-dimensional(1-D) hidden
Markov models(HMMs) [35], pseudo-two-dimensional(2-D)
HMMs [13], [27] andGaussianMixture Models(GMMs) [5],
[24], [38] (which canbe consideredasa simpliÞedversionof
HMMs1). As anin-depthreview of facerecognitionliteratureis
beyondthescopeof this paper, theinterestedreaderis directed
to thefollowing review articles:[6], [18], [20], [46].

HMM and GMM approachestypically use local features
(that is, thefeaturesonly describea partof theface).This is in
contrastto holisticfeatures,suchasin thePCA-basedapproach,
whereonefeaturevectordescribesthe entire face.Local fea-
turescanbeobtainedby analyzinga faceon a block-by-block
basis. Featureextraction basedon the 2-D discrete cosine

1SpeciÞcally, aGMM canbeconsideredto beasingle-stateHMM, or a type
of a multistateergodic HMM [32], whereeachstateis modeledby a single
Gaussian.
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transform(DCT) [17] or DCTmod2[38] is usuallyappliedto
eachblock,resultingin asetof featurevectors.In ananalogous
manner, 2-D Gaborwavelets[22] canalsobeused.

In HMM-based approaches,the spatial relation between
major face features(such as the eyes and nose)is kept (al-
thoughnot rigidly); in the GMM approachthe spatialrelation
is effectively lost (aseachblock is treatedindependently),re-
sulting in goodrobustnessto imperfectlylocatedfaces[5] and
to out-of-planerotations[36]. As thelossof spatialinformation
maydegradediscriminationperformance,in this paperwe Þrst
proposeto restoresomeof the spatialrelationsby usinglocal
featureswith embeddedpositionalinformation.By working in
the featuredomain,the relative low-complexity advantageof
theGMM approachis retained.

In the approachespresentedin [13], [27], [35], [38], statis-
tical modelsare trainedusing the maximumlikelihood (ML)
criterionvia theexpectationmaximization(EM) algorithm[8].
It is generallyknown thatoneof thedrawbacksof trainingvia
this paradigmis thatlargedatasetsarerequiredto properlyes-
timatemodelparameters;this canbea problemwhenthereare
only a few training imagesavailable. In an attemptto tackle
thisproblem,Eickeleretal. [13] proposedto useawell trained
generic(nonpersonspeciÞc) modelasthestartingpoint for ML
training. While the resultsin [13] werepromising,they were
obtainedon therathereasyOlivetti ResearchLtd. (ORL) data-
base[35]. Throughexperimentson the muchharderBANCA
database[2], we will show that even with the genericmodel
as the startingpoint, ML training still producespoor models.
Oursecondmainpropositionis thusto replaceML trainingwith
maximuma posterioriprobability (MAP) training [16], which
caneffectively circumventthesmalltrainingdatasetproblem.

Furthermore,we show that the performanceof the overall
faceauthenticationsystemcanbehighly dependenton theper-
formanceof the facelocator(detection)algorithm(i.e., theal-
gorithmÕsability to accuratelylocateaface,with noclippingor
scalingproblems).In otherwords,faceclassiÞcationtechniques
which obtaingoodperformanceon manuallylocatedfacesdo
not necessarilyobtaingoodperformanceon automaticallylo-
catedfaces.WemaketheclaimthatthefaceclassiÞcationtech-
niquemustbe designedfrom the groundup to handleimper-
fectly locatedfaces.

Finally we show that complexity of a face classiÞcation
systemis an importantconsiderationin a practicalimplemen-
tation.By ÒcomplexityÓwe meanthenumberof parametersto
storefor eachpersonaswell as the time requiredto make an
authentication.If a facemodelis to bestoredon anelectronic
card (e.g.,an accesscard), the sizeof the modelbecomesan
important issue.Moreover, the time neededto authenticatea
personshouldnot be cumbersome,implying the needto use
techniqueswhich arecomputationallysimple.

The rest of this paperis organizedas follows. ClassiÞers
basedon GMMs, 1-D HMMs andP2-D HMMs aredescribed
in SectionII. An overview of the automaticfacelocatorused
in the experimentsis given in SectionIII. SectionIV covers
preprocessingandfeatureextraction,while SectionV provides
a description of the BANCA databaseand its experiment

protocols.SectionVI is devotedto experimentsinvolving the
different training strategies,manualandautomaticfacelocal-
ization, as well as effects of reducingthe numberof training
images;thecomplexity of themodelsis alsogiven.Conclusions
andfutureareasof researcharegiven in SectionVII.

II. CLASSIFIERSBASED ON STATISTICAL MODELS

Let us denotethe parametersetfor client as , andthe
parametersetdescribinga genericface(nonclientspeciÞc) as

. Givena claim for client Õs identity anda setof feature
vectors supportingtheclaim (extractedfrom the
given face),we Þnd anopinionon theclaim using

(1)

where is thelikelihoodof theclaimcomingfrom the
trueclaimantand is anapproximationof the likeli-
hoodof the claim comingfrom an impostor. The genericface
model is alsoknown asa world modelanda Universal Back-
groundModel [25], [33]; it is typically trainedusingdatafrom
many people.Theauthenticationdecisionis thenreachedasfol-
lows:givenathreshold , theclaimisacceptedwhen
andrejectedwhen .

Weusethreedifferentwaysto train eachclient model.
1) TraditionalML training,where -meansinitialization is

used[8], [11].
2) ML trainingwith a generic(nonclientspeciÞc) modelas

thestartingpoint (asin [13]); datafrom many peopleare
usedtheÞnd theparametersof thegenericmodelvia tra-
ditionalML training;this is thesamegenericmodelused
for calculating in (1) for all approaches.

3) MAP training [16]; herea genericmodel is usedas in
point(2) above, but insteadof usingit merelyasastarting
point, themodelis adaptedusingclient data.Given a set
of training vectors, , the probability density function
(pdf) and the prior pdf of , the MAP
estimateof modelparameters, , is deÞnedas

(2)

(3)

Assuming to be Þxed but unknown is equivalent to
having a noninformative , reducingthe solutionof

to the standardML solution.Thus,the difference
betweenML and MAP training is in the deÞnition of
the prior distribution for the modelparametersto be es-
timated.Furtherdiscussionon MAP training is given in
SectionII-A.

A. GaussianMixture Model(GMM)

In theGMM approach,all featurevectorsareassumedto be
independent.Thelikelihoodof a setof featurevectorsis found
with

(4)
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where

(5)

(6)

Here, is a -dimensionalGaussiandensityfunc-
tion [11] with mean anddiagonalcovariancematrix . is
thenumberof Gaussiansand is theweight for Gaussian
(with constraints and ).

An implementationof MAP training for client modeladap-
tation consistsof usinga global parameterto tunethe relative
importanceof the prior. In this case,the equationsfor adapta-
tion of theparametersare[16], [25], [33]

(7)

(8)

(9)

where and arerespectively thenew weight,meanand
covariancematrix of the th Gaussian, and arethe
correspondingparametersin thegenericmodel, is the
posteriorprobabilityof the th Gaussian(from theclientmodel
from theprevious iteration), is theadaptationfactor
chosenempiricallyon a separatevalidationset,andÞnally is
computedover all adaptedweightsto ensurethey sumto unity.
Each is forced to be diagonalby settingthe off-diagonal
elementsto zero.Note that in (8) the new meanis simply a
weightedsumof theprior meanandnew statistics; can
hencebeinterpretedastheamountof faith we have in thenew
statistics.

Theabove formulationof MAP trainingmakestheassump-
tion of independencebetweentheparametersof the individual
mixturecomponentsandthesetof themixtureweights;further-
moreweconsiderthatwecanmodeltheprior knowledgeabout
the parametervectorof mixture weightswith a Dirichlet den-
sityandthepriorknowledgeaboutthemeansandvarianceswith
normal-Wishartdensities[16].

The adaptationprocedureis iterative, thus an initial client
modelis required;this is accomplishedby copying thegeneric
model.It hasbeenobserved that it is sometimespreferableto
adaptonly themeansof theGaussians[33]; wewill empirically
show that this is alsovalid for our experimentsin SectionVI.
When only the meansare adaptedthe other parametersare
copiedfrom thegenericmodel.

1) Embedding Positional Information: If each feature
vectorin theset describesa differentpartof theface,thena
classiÞer basedon GMMs effectively losesthespatialrelations
betweenfaceparts.As the spatialrelationscancarry discrim-
inatory information,we proposeto increasethe performance
of the GMM approach(without sacriÞcing its simplicity) by

Fig. 1. Samplingwindow and1-D HMM topology.

restoringa degreeof spatialrelationsvia embeddingpositional
information into eachfeaturevector. Doing so shouldplacea
weakconstrainton the areasthat eachGaussianin the GMM
canmodel,thusmakinga facemodelmorespeciÞc. Formally,
anextendedfeaturevectorfor position is obtainedwith

where is the original featurevector for position
. We shallreferto a GMM systemusingextendedfeature

vectorsasGMMext.

B. 1-D HiddenMarkov Model

The one-dimensionalHMM (1-D HMM) is a particular
HMM topology where only self transitionsor transitionsto
the next stateareallowed. This type of HMM is also known
asa top-bottomHMM [35] or left-right HMM in the context
of speechrecognition [32]. Here the face is representedas
a sequenceof overlapping rectangular blocks from top to
bottomof the face(seeFig. 1 for an example).The model is
characterizedby thefollowing:

1) , the numberof statesin the model;eachstatecorre-
spondsto a region of theface; is
thesetof states;thestateof themodelatrow is given by

, where is thelengthof theobserva-
tion sequence(numberof rectangularblocks);

2) thestatetransitionmatrix ; thetopologyof the
1-D HMM allowsonly selftransitionsor transitionsto the
next state

3) thestateprobabilitydistribution , where

(10)

Thefeaturesareexpectedto follow acontinuousdistribu-
tion andaremodeledwith mixturesof Gaussians.

In compactnotation,theparametersetof the1-D HMM is

(11)
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If we let to beastatesequence , thenthelikeli-
hoodof anobservationsequence is

(12)

(13)

The calculationof this likelihoodaccordingto the direct def-
inition in (13) involvesa prohibitive numberof computations.
In practicethe forwardÐbackward procedureis used[32]; it is
mathematicallyequivalent,but considerablymoreefÞcient.

For thecaseof the1-D HMM, MAP adaptationof themeans
is [c.f. (8)]

(14)

where is theposteriorprobabilityof thestate at
row and is theposteriorprobabilityof its th
Gaussian.

Comparedto theGMM approachdescribedin SectionII-A,
the spatial constraintsare much more strict, mainly due to
the rigid preservation of horizontal spatial relations (e.g.,
horizontalpositionsof the eyes).The vertical constraintsare
relaxed, thoughthey still enforcethe top-to-bottomsegmenta-
tion (e.g.,the eyeshave to be above the mouth).The nonrigid
constraintsallow for a degreeof vertical translationandsome
vertical stretching(caused,for example,by an imperfectface
localization).

C. Pseudo-2-DHMM

Emission probabilities of 1-D HMMs are typically rep-
resentedusing mixtures of Gaussians.For the caseof P2-D
HMM, the emissionprobabilitiesof the HMM (now referred
to as the Òmain HMMÓ) are estimatedthrough a secondary
HMM (referredto as an ÒembeddedHMMÓ). The statesof
the embeddedHMMs are in turn modeledby a mixture of
Gaussians.This approachwas usedfor the faceidentiÞcation
task in [13], [35] and the training processis describedin
detail in [28]. As shown in Fig. 2, we choseto perform the
verticalsegmentationof thefaceimageby themainHMM and
horizontalsegmentationby embeddedHMMs. We madethis
choicebecausethe main decompositionof the faceis instinc-
tively from top to the bottom (forehead,eyes, nose,mouth).
Note that the oppositechoicehasbeenmadein [13], [35]. It
is important to note that the segmentationusing this HMM
topologyconstrainsthesegmentationdoneby themainHMM
to bethesamefor all columns(if themainHMM performsthe

Fig. 2. P2-D HMM: the emissiondistributions of the vertical HMM are
estimatedby horizontalHMMs. � representthestatesof themainHMM and

� representtheembeddedHMMs states.

verticalsegmentation)or all rows (if themainHMM performs
thehorizontalsegmentation).

Let us denotethe sequenceof observation vectorsrepre-
sentingthe consecutive horizontalblocksrows of an imageas

. Eachrow canitself berepresentedasasequence
of the observation vectors representingthe
consecutive blockscomposingtherow.

Thecorrespondingequationfor MAP adaptationof themeans
[c.f. (8) and(14)] is

(15)

with (16),shownatthebottomof thepage,where
is the posteriorprobability of the state of the main HMM,

is the posteriorprobability of the state of
its embeddedHMM and is theposteriorof
its th Gaussian.

Thedegreeof spatialconstraintspresentin theP2-DHMM
approachcan be thoughtof as being somewhere in between
theGMM andthe1-D HMM approaches.While theGMM ap-
proachhasno spatialconstraintsandthe 1-D HMM hasrigid
horizontalconstraints,the P2-D HMM approachhasrelaxed
constraintsin bothdirections.However, theconstraintsstill en-
force the left-to-right segmentationof the embeddedHMMs
(e.g., the left eye hasto be beforethe right eye), and top-to-
bottomsegmentation(e.g.,like in the1-D HMM approach,the
eyeshavetobeabovethemouth).Thenonrigidconstraintsallow
for adegreeof bothverticalandhorizontaltranslations,aswell
assomeverticalandhorizontalstretchingof theface.

(16)
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III. FACE LOCALIZATION

Facerecognitionresultsin theliteratureareusuallypresented
assumingmanualface localization(e.g., see[13], [27], [28],
[35]); in only relatively few publicationsperformanceevalua-
tion is foundwhile usingautomaticfacelocalization(e.g.,[5],
[34]). While assumingmanual(i.e.,perfect)localizationmakes
the resultsindependentof the quality of the facelocalization
system,they areoptimistically biasedcomparedto a real life
system,wherethefaceneedsto beautomaticallylocated.There
is no guaranteethattheautomaticfacelocalizationsystemwill
provideacorrectlylocatedface(i.e., thefacemaybetranslated
and/oratanincorrectscale).In thispaperwepresentresultsfor
bothmanuallyandimperfectlylocatedfaces.

For ÒmanualfacelocalizationÓexperiments,weusetheman-
ually annotatedeye centerpositions.For Òautomaticfacelo-
calizationÓexperiments,we usethefacedetector2 proposedby
Fršba andErmst in [15]. The detectoremploys local features
basedon the modiÞedcensustransform, which representeach
locationof theimageby abinarypatterncomputedfrom a3 3
pixel neighborhood.Facedetectionis carriedout by analyzing
all possiblewindowsin thegiven imageatdifferentscales;each
window is classiÞed as either containinga faceor the back-
ground.The classiÞcation is performedby a cascadeclassi-
Þer similar to theapproachproposedby Viola andJones[42];
trainingof theclassiÞer is accomplishedusinga versionof the
boostingalgorithm[14]. In our experimentsthe eye positions
areinferredfrom thepositionandscaleof thewindow with the
bestscoreat the last stageof the classiÞer. Note that this as-
sumesthatat mostonly onefaceis presentin eachimage.

If all the windows were classiÞed as containingthe back-
ground,we considerthat the given imagedoesnot containa
faceandweperformtheauthenticationusing,if available,other
imagessupportingtheclaim.If all given imagesaredeemednot
to containa face,theclaim is consideredto havecomefrom an
impostor.

IV. PREPROCESSINGAND FEATURE EXTRACTION

Based on given eye positions, a grayscale 80 64
(rows columns)face window is croppedout of eachvalid
image(i.e.,animagewhich is deemedto containa face).When
usingmanuallyfoundeyepositions,eachfacewindow contains
the faceareafrom the eyebrows to the mouth; moreover, the
locationof theeyesis thesamefor eachfacewindow (via geo-
metricnormalization).Fig. 1 showsanexamplefacewindow.

Histogramequalizationis usedto normalizethefaceimages
photometrically. We thenextractDCTmod2featuresfrom each
imageface[38]. We have foundthis combinationof histogram
equalizationand featureextraction to provide good resultsin
preliminaryexperiments.Thefeatureextractionprocessis sum-
marizedasfollows.Thefacewindow isanalyzedonablock-by-
block basis;eachblock is (herewe use )
andoverlapsneighboringblocksby a conÞgurableamountof
pixels.3 Fig. 3 illustratessuchablock-by-blockdecomposition.

2A recentsurvey of facelocalization/detectionmethodsis given in [45].
3A similar overlappingapproachis usedin theprocessingof speechsignals

[31], [33], [40].

Fig. 3. Conceptualexampleof block-by-blockimageanalysis.

Eachblock is decomposedin termsof 2-D discretecosine
transform(DCT) basisfunctions[17]. A featurevector for a
block locatedat row andcolumn is thenconstructedas

where representsthe th DCT coefÞcient,while and
representthehorizontalandverticaldeltacoefÞcients,re-

spectively; thedeltasarecomputedusingDCT coefÞcientsex-
tractedfrom neighboringblocks.Comparedto traditionalDCT
featureextraction[13], [27], theÞrst threeDCT coefÞcientsare
replacedby their respectivedeltasin orderto reducetheeffects
of illuminationdirectionchanges,without losingdiscriminative
information.In this studywe use (basedon [38]), re-
sultingin an18-dimensionalfeaturevectorfor eachblock.The
degreeof overlaphasthreemaineffects.

1) As thedeltacoefÞcientsarecomputedfrom neighboring
blocks, the larger the overlap betweenthe blocks, the
smallerthespatialareausedto deriveeachfeaturevector.

2) With a large overlap,the DCT coefÞcientsfrom a setof
(horizontally or vertically) consecutive blocks will not
vary abruptly.

3) Whenusingalargeoverlap,thepartsof eachfacearein ef-
fectÒsampledÓatvariousdegreesof translations,resulting
in modelswhich shouldbe robust to minor translations
of the faces.This is in addition to the translationrobust-
nessprovidedby theGMM classiÞer, wherethelocation
of eachblockhaslittle inßuence.By itself,GMMsbuilt-in
robustnessonly workswhenthesizeof thetranslationis
equivalentto anintegral multiple of theblock size.

V. BANCA DATABASE AND EXPERIMENT PROTOCOLS

Themulti-lingualBANCA database[2] wasdesignedtoeval-
uatemulti-modal identity authenticationwith variousacquisi-
tion devicesunderseveralscenarios.Thedatabaseis comprised
of four separatecorpora,eachcontaining52 subjects;the cor-
poraarenamedaftertheircountryof origin.Eachsubjectpartic-
ipatedin 12 recordingsessionsin differentconditionsandwith
different cameras.Eachof thesesessionscontainstwo video
recordings:onetrue claimantaccessandoneimpostorattack.
FiveÒfrontalÓ(notnecessarilydirectlyfrontal)faceimageshave
beenextractedfrom eachvideo recording.Sessions1Ð4 con-
tain imagesfor thecontrolledcondition,while sessions5Ð8 and
9Ð12, respectively, containdegradedand adverse conditions.
The latter two conditionsdiffer from the controlled condition
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Fig. 4. ExamplecorrectandincorrectveriÞcationfrom theBANCA database.
Top row containstraining images(from the controlledcondition) while the
bottomrow containstestimagesfrom degradedandadverseconditions.

in termsof imagequality, lighting, backgroundandpose.See
Fig. 4 for anexampleof thedifferences.

According to the original experimentprotocols,there are
seven distinct conÞgurationsthat specify which imagescan
be used for training and testing: MatchedControlled (Mc),
MatchedDegraded(Md), MatchedAdverse(Ma), Unmatched
Degraded(Ud), UnmatchedAdverse(Ua),Pooledtest(P),and
Grandtest(G). TableI describestheusageof differentsessions
in eachconÞguration.

Webelievethatthemostrealisticcasesarewhenwetrain the
systemin controlledconditionsand test it in different condi-
tions;hencein this paperwe only performedexperimentswith
conÞgurationsMc, Ud, Ua, andP. This limitation to four dif-
ferentscenariosshouldalsomaketheresultseasierto interpret.

Accordingto theBANCA experimentprotocols,experiments
shouldbeperformedon eachcorpusindependently. Theproto-
cols furtherdictatethat thesubjectsin eachcorpusareequally
split into thevalidationandtestsets.Subjectsin thevalidation
setareusedto optimizetheauthenticationsystem(e.g.,to Þnd
the optimal numberof Gaussiansandthe decisionthreshold),
while subjectsfrom the testsetareusedfor Þnal performance
evaluation.Note that this amountsto usingonly 26 subjectsin
theÞnal stage.To increasethenumberof subjects,we merged
theEnglishandFrenchcorpora,resultingin a total of 104sub-
jects.In asimilarmannerto theoriginalprotocols,theresulting
populationwas thendividedinto two groupsof 52 subjects.

Authenticationsystemsmaketwo typesof errors:aFalseAc-
ceptance(FA), which occurswhenthe systemacceptsan im-
postor, or aFalseRejection(FR),whichoccurswhenthesystem
refusesatrueclaimant.Theperformanceis generallymeasured
in termsof FalseAcceptanceRate(FAR) andFalseRejection
Rate(FRR),deÞnedas

(17)

(18)

TheFAR andFRRareusuallyrelated,meaningthatdecreasing
oneusuallyincreasestheother.

TABLE I
USAGE OF THE SEVEN BANCA PROTOCOLS (C: CLIENT, I: IMPOSTOR).

THE NUMBERS REFERTO THE ID OF EACH SESSION

To aid the interpretationof performance,the two error
measuresareoften combinedusing the Half Total Error Rate
(HTER4), deÞnedas

(19)

where and are the FAR andFRR, re-
spectively, for a decisionthreshold anddataset . A partic-
ular caseof theHTER, known astheEqualError Rate(EER),
occurswhenthethresholdis adjustedsothat on
a particulardataset (which couldbedifferentfrom ).

In somesituationsit maybemoreimportantto haveasystem
with a very small FAR, while in othersituationsa small FRR
mightbemoreuseful.In orderto seeperformancewith respect
to the tradeoff betweenthe FAR andFRR, receiver operating
characteristics(ROC) and the detectionerror tradeoff (DET)
curves [26] areoften used.However, it hasbeenrecentlyob-
served that thesecurvescanbe misleading[4] as they do not
takeintoaccountthat,in reallife, thethresholdhastobeselected
a priori . In this paperwe usethe expectedperformancecurve
(EPC)[4], whichis in coherencewith theoriginalBANCA pro-
tocolsandcanbeinterpretedasanunbiasedversionof theROC
curve.

Let reßect the tradeoff betweenthe FAR andthe
FRR.In theEPCapproach,anoptimalthreshold is found
for variousvaluesof asfollows:

(20)

where is the validation dataset. The HTER (using
) is thencalculatedon thetestset andis plotted

asa functionof . For , theaboveprocedureis equiva-
lentto ÞndingtheminimumEERonthevalidationset,andthen
calculatingtheHTERonthetestsetusingana priori threshold.

4TheHTERcanbethoughtof asaspecialcaseof theDecisionCostFunction
(DCF) [3], [9].
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TABLE II
OPTIMAL PARAMETERS FOR SYSTEMS BASED ON GMM (STANDARD FEATURES), GMMEXT (EXTENDED FEATURES), 1-D HMM

AND P2-D HMM. ML: CLIENT MODELS TRAINED USING TRADITIONAL ML CRITERION; init: CLIENT MODELS TRAINED
USING ML INITIALIZED WITH A GENERIC MODEL; adapt: CLIENT MODELS TRAINED USING MAP

VI. EXPERIMENTSAND DISCUSSION

For eachclient model, the training set was composedof
Þve imagesextractedfrom thesamevideosequence.We artiÞ-
cially increasedthis to ten imagesby mirroring eachoriginal
image.The genericmodel was trainedwith 571 faceimages
(extended to 1142 by mirroring) from the Spanishcorpus
of BANCA (containingfacesdifferent from the English and
Frenchcorpora),thusmakingthegenericmodelindependentof
the subjectspresentin the client database.DCTmod2features
were extractedusing either a four or a seven pixel overlap;
experimentsonthevalidationsetshowedthatanoverlapof four
pixels is betterfor the GMM approacheswhile an overlapof
seven pixels is preferredby theP2-DHMM approach.For the
1-D HMM approach,a sevenpixel overlapwas alsoused,but
featurevectorsfrom thesamerow of blockswereconcatenated
to form a largeobservationvector. To keepthedimensionality
of the resultantvector reasonable,we choseto concatenate
vectorsfrom every eighthblock (thuseliminatinghorizontally
overlappedblocks).This resultedin 126 dimensionalfeature
vectorsfor eachrectangularblock.

In order to optimize eachmodel, we used the validation
set to selectthe sizeof the model (e.g.,numberof statesand
Gaussians)as well as other hyper-parameters,such as the
adaptationcoefÞcient , and the decision threshold . The
hyper-parameterswerechosento minimizetheEER.TheÞnal
performanceof eachmodelwas then found on the testset in
termsof HTER (and/orEPCs,whereapplicable).

It has beenobserved that in applicationssuch as speaker
authentication[25], [33], MAP-basedtraining obtains best
performancewhenonly themeansareadapted(ratherthanalso
adaptingthe covariancematricesand weights).Fig. 5 shows
EPCs for the standardGMM-basedsystemfor three cases:
1) all parametersareadapted,2) meansandcovariancematrices
areadapted,and3) only meansareadapted.Databaseprotocol

Fig. 5. EPCperformanceof standardGMM-basedsystemtrainedvia MAP
adaptation.ThreeconÞgurationsof MAP adaptationareshown.

Pwasemployedin thisevaluation.As adaptingonly themeans
provides the best performance,we have electedto use this
strategy for both GMM and HMM approaches.5 Hence for
the rest of this paper, the MAP training strategy will refer to
the adaptationof the meansonly. Throughoutthe remainder
of this paper, the following notationis used.GMM indicates
the GMM approachwith standardDCTmod2featurevectors,
while GMMext indicatesthe GMM approachwith extended
DCTmod2featurevectors;modelstrainedusingthetraditional
ML criterionhavea ML sufÞx; for ML traininginitialized with
a genericmodel,thesufÞx is init; for MAP training,thesufÞx
is adapt.

TableII shows the optimal numberof statesandGaussians
perstatefor theHMM approaches,aswell asthetotal number

5Computationallimitationsandtimeconstraintspreventedusfrom repeating
this experimentfor theHMM-basedapproaches.
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TABLE III
HTER PERFORMANCEFOR (a) MANUAL FACE LOCALIZA TION , AND (b) AUTOMATIC FACE LOCALIZA TION , USING GMM (STANDARD FEATURES), GMMEXT
(EXTENDED FEATURES), 1-D HMM AND P2-DHMM. ML: CLIENT MODELS TRAINED USING TRADITIONAL ML CRITERION; init: CLIENT MODELS TRAINED

USING ML INITIALIZED WITH A GENERIC MODEL; adapt: CLIENT MODELS TRAINED USING MAP. Ò� ÓINDICATES THE BEST RESULT FOR A PROTOCOL,
WHILE BOLDFACE INDICATES THE BESTRESULT WITHIN A MODEL TYPE AND PROTOCOL. SEE THE TEXT FOR A NOTE ON THE RESULTS FROM [34]

of Gaussiansfor all approaches.It canbe observed that MAP
training generallyallows the total numberof Gaussiansto be
higher(thusmodelingthe facesmoreaccurately),whencom-
paredto thetwoML-basedtrainingparadigms.TheP2-DHMM
approachutilizesthelargestnumberof Gaussians,followedby
theGMMext approach.

For comparisonpurposes,we alsoevaluatetheperformance
of a PCA-basedsystem,which in effect hasrigid constraints
betweenfaceparts.The classiÞer usedfor the PCA systemis
somewhatsimilarto thelocalfeatureGMM approach.Themain
differenceis that only two Gaussiansareutilized: onefor the
client andoneto representthegenericmodel.Dueto thesmall
sizeof theclient speciÞc trainingdataset,andsincePCA fea-
tureextractionresultsin onefeaturevectorperface,eachclient
model inherits the covariancematrix from the genericmodel
andthe meanof eachclient modelis the meanof the training
vectorsfor thatclient. A similar systemhasbeenusedin [36],
[39]. Featurevectorswith 160 dimensionswerefound to pro-
vide optimalperformanceon thevalidationset.

In SectionVI-A, wepresenttheresultsfor manualfacelocal-
ization,while SectionVI-B containsresultsfor imperfectand
automaticfacelocalization.In SectionVI-C, we studythe ef-
fects of varying the numberof training imagesand Þnally in
SectionVIÐD, we comparethecomplexity of the local feature
approaches.

Notethattheresulttablespresentedin SectionsVI-A and-B
alsocontainperformanceÞguresfor the two bestsystemsre-
portedin [34]. TheÞrstsystemisbasedoncombinationof linear
discriminantanalysisand normalizedcorrelation(LDA/NC),
while the secondsystemis basedon an SVM classiÞer. Like

the PCA-basedsystem,theseLDA/NC andSVM systemsare
holistic in nature.It mustbe notedthat in [34], only the Eng-
lish corpuswasusedandadifferentautomaticfacelocalization
systemwasemployed.As suchtheresultsfrom [34] arenotdi-
rectlycomparable,but areincludedasanexampleof theperfor-
mancedegradationthatoccurswhenautomaticfacelocalization
is utilized (comparedto usingmanuallylocatedfaces).

A. ManualFaceLocalization

TableIII(a) shows the resultsin termsof HTER for manual
facelocalization;Fig. 6 shows thecorrespondingEPCs.When
the different training strategies are compared,MAP training
providesa clearperformanceadvantagein almostall thecases.
The only exceptionis the 1-D HMM approachfor which all
training approachesobtain similar performance.ML training
with initialization by a genericmodelgenerallydoesnot even-
tuate in better models comparedto traditional ML training
(where -meansinitialization is used).

Whentheperformanceacrossdifferentmodelsis compared,
it canbe seenthat the two HMM approaches(1-D andP2-D
HMM) obtain considerablybetter performancethan the two
GMM-basedapproaches.Comparingthe standardGMM and
the GMMext approach,the resultsshow that useof extended
featurevectorscanresult in betterperformance;while this is
most pronouncedwhen using ML-basedtraining, the perfor-
mancedifferencesaresmallwhenusingMAP training.

The1-D HMM outperformstheP2-DHMM approachwhen
ML trainingis utilized; this canbeexplainedby theinherently
muchlargernumberof parametersusedin P2-DHMM (hence
requiringa largertrainingdataset).However, whenMAP train-
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Fig.6. EPCsfor manualfacelocalization,for theGMM, GMMext 1-D HMM
andP2-D HMM systems,using threedifferentmethods:ML, init, andadapt
(seecaptionof TableIII for moredetails).

Fig. 7. Performancefor anincreasingamountof errorin eye locations.

ing is used,the small dataset problemis effectively circum-
vented,resultingin theP2-DHMM approachobtainingthebest
overall performance.

B. ImperfectandAutomaticLocalization

Prior to using the automatic face locator described in
SectionIII, we Þrst studyhow eachsystemis affectedby an
increasingamountof error in the position of the eyes. For
this setof experimentswe usedexactly thesamemodelsasin
SectionVI-A (i.e., trainedwith manuallylocalizedfaces).The
eye positionswereartiÞcially perturbedusing

(21)

(22)

where and aretheground-truth(original) coordi-
natesfor aneye. is a randomvariablewhich followsanormal
distribution suchthat , where ,
with beingtheEuclideandistancebetweenthetwoeyes.

andcanbe interpretedastheamountof introduced
error in the facelocation.

Results in Fig. 7 show that GMM, GMMext and P2-D
HMM-based systemsare quite robust to imperfect face lo-
calization. In contrast,the PCA and 1-D HMM systemsare
signiÞcantly more sensitive, with their discrimination per-
formancerapidly decreasingas is increased.We attribute
this performancedegradationto the more constrainedspatial
relationbetweenfaceparts;while the1-D HMM systemallows
for somevertical displacement,it hasrigid constraintsin the
horizontaldirection;in thePCA-basedsystemtherelationsare
rigidly preservedalongbothaxes.

TableIII(b) showsthattheobservationsfromperturbationex-
perimentsareconÞrmedwhentheautomaticfacelocatoris uti-
lized.ThePCAsystemis themostaffected,followedby the1-D
HMM. In TableIII(a) it wasshown thatwhenusingMAP-based
trainingandmanualfacelocalization,the1-D HMM approach
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Fig. 8. Performanceasa functionof thenumberof original trainingimages.

outperformsthe two GMM-basedsystems;however, for auto-
maticfacelocalization,theGMMext approachoutperformsthe
1-D HMM system.We also note that the spatial constraints
presentin the GMMext approachdo not affect the robustness
of the system.The P2-D HMM systemagain obtainsthe best
overall performance,with minimal degradationin discrimina-
tion ability whencomparedto manuallylocatedfaces.

C. Numberof Training Images

Therelatively smallnumberof faceimagesavailableto train
eachclient modelcanbea limiting factorin obtainingprecise
facemodels.In someapplications,suchassurveillance,there
maybeonly onereferenceimage(e.g.,apassportphotograph).
In the experimentsreportedin SectionsVI-A and VI-B, Þve
imageswereavailablefor eachclient;thenumberof imageswas
artiÞcially increasedto tenby mirroringeachoriginal image.In
thissectionweevaluatetheeffectsof decreasingthenumberof
original training images.

Fig. 8 shows the performanceas a function of the number
of original images(i.e., mirroredversionswerealsoutilized).
DatabaseprotocolP wasemployedin this evaluation.Irrespec-
tiveof thetrainingstrategyandmodel,thegreatestimprovement
generallyoccurswhentwo trainingimagesareutilized instead
of one;moreover, discriminationperformancetendsto saturate
at threeimages.Theexceptionis theMAP trainedP2-DHMM
approach,wherethereis no clearbeneÞt in utilizing morethan
oneimage.Overall, MAP training is the leastsensitive to the
numberof training images.Last, theGMM andGMMext sys-
temsbeneÞt themostfrom anincreasein thenumberof training
images.

D. Complexity of Models

Apartfrom theperformance,thecomplexity of agivenmodel
is also an importantconsideration;here,by ÒcomplexityÓwe
meanthenumberof parametersto storefor eachclient aswell
asthetime requiredfor trainingandauthentication.If we wish
to storeeachmodelonanelectroniccard(e.g.,anaccesscard),
thesizeof themodelbecomesanimportantissue.Wearespecif-
ically interestedin the numberof client speciÞc parameters,
meaningthatwe countonly parameterswhich aredifferentbe-
tweentheclients.

TableIV shows the complexity of eachlocal featuremodel
used in our experiments(using hyper-parameterstuned for
optimal discrimination performance,such as the numberof
Gaussians).SpeciÞcally, we show thenumberof client speciÞc
parameters,the time taken to train the world model,the client
modeltraining time, andthe time requiredto authenticateone
claim (comprisedof Þve images).Theexperimentsweredone
on a PentiumIV 3 GHz runningRedHat Linux 7.3.Thetimes
include preprocessingtime; the values in brackets indicate
the time for authenticationor training excluding stepssuchas
facelocalization,normalizationand featureextraction.While
the implementationof GMM and HMM-basedsystemswas
not speciÞcally optimized in termsof speed,we believe the
presentedtimingsareindicative.
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TABLE IV
COMPLEXITY OF THE MODELS. TIMES ARE GIVEN IN TERMS OF SECONDS. VALUES IN BRACKETS EXCLUDE PREPROCESSINGTIME

(e.g.,FACE LOCALIZATION, NORMALIZATION, FEATURE EXTRACTION)

Thenumberof clientspeciÞcparametersfor GMM-basedap-
proachesis the sum of the parametersfor the means,covari-
ancematrices(bothdependenton thedimensionalityof feature
vectors)andweights;for theHMM-basedapproachestransition
probabilitiesarealsotakeninto account.WhenMAP trainingis
used,only the meansneedto be counted,sincethe otherpa-
rametersare sharedby all clients; the sharedparameterscan
be storedonly oncein the systemfor all clients(e.g.,thereis
no needto storethemin eachclientÕs electroniccard).This is
in contrastto ML-basedtraining, wherethereareno parame-
terssharedbetweenclientmodels.For example,whenusingthe
GMM approachandanequalnumberof Gaussiansfor bothML
andMAP training,thenumberof client speciÞc parametersfor
MAP trainedmodelsis abouthalf of the numberrequiredfor
ML-basedtraining.

Trainingof thegenericmodelcanbedoneoff-line andhence
thetime requiredis not of greatimportance;however, thetime
takento train eachclient modelaswell asthetime for oneau-
thenticationare quite important.Thereshouldnot be a long
delay betweena userenrolling in the systemand being able
to use the system;most importantly, the authenticationtime
shouldnot becumbersome,in orderto aid theadoptionof the
authenticationsystem.TheGMM, GMMext and1-D HMM ap-
proacheshaveshorttrainingandauthenticationtimesof around
threeandoneseconds,respectively. Wenotethatfor thesethree
approaches,the preprocessingstepsconsiderablypenalizethe
speedof theauthentication.

WhenusingMAP trainedmodels,theP2-DHMM approach
hasa considerablyhigher training andauthenticationtime, at
approximately4 min for trainingeachclientmodeland20sec-
ondsfor an authentication.With currentcomputingresources,
this authenticationtime can be consideredas being too long
for practical deployment purposes.When using ML trained
models, the training and authenticationtime is signiÞcantly
reduced,which is partly dueto the total numberof Gaussians
being smaller. However, ML trained models obtain consid-
erably worsediscriminationperformance.Table III(b) shows
that the MAP trainedGMMext approachoutperformsthe ML
trainedP2-DHMM approach,suggestingthatin practicalterms
theGMMext approachobtainsthebesttradeoff in termsof au-
thenticationtime,robustnessanddiscriminationperformance.

VII. CONCLUSION AND FUTURE WORK

TheÞndingsof this papercanbesummarizedasfollows.

¥ ThetraditionallyusedML trainingapproachhasproblems
estimatingrobustmodelparameterswhenthereis only a
few training imagesavailable.Using maximuma poste-
riori probability (MAP)-basedtrainingresultsin consid-
erablymoreprecisemodels,leadingto higherdiscrimina-
tion performance.

¥ Good performanceon manually locatedfacesdoesnot
necessarilyreßect good performancein real life condi-
tions, wherean automaticlocalization systemmust be
used.As automaticlocalizationcannotguaranteeperfect
face localization,any new faceclassiÞcation technique
must be designedfrom the groundup to handleimper-
fectly locatedfaces.

¥ Systemsthatutilize rigid spatialconstraintsbetweenface
parts(suchasPCA and1-D HMM based),areeasilyaf-
fectedby facelocalizationerrors,whicharecausedby an
automaticfacelocator. Incontrast,systemswhichhavere-
laxedconstraints(suchasGMM andP2-DHMM based),
arequite robust.

¥ While the1-D HMM-basedapproachachievespromising
performancefor manually(i.e., perfectly) locatedfaces
andoutperformstheextendedGMM approach,for auto-
matically locatedfacesits performancedegradesconsid-
erablyandis worsethantheextendedGMM approach.

¥ Use of featurevectorswith embeddedpositional infor-
mationsomewhatincreasestheperformanceof theGMM
approach,with no lossof robustnessto errorsin facelo-
calization.Along with thegoodperformanceof theP2-D
HMM approach,this indicatesthat spatialrelationsbe-
tweenfacepartscarrydiscriminative information.

¥ The P2-D HMM approachis overall the most robust
and obtainsthe bestdiscriminationperformance,when
comparedto the1-D HMM andGMM-basedapproaches.
However, it also the most computationally intensive
approach,making it impractical for applicationuseon
currenthardware.

¥ Thebesttradeoff in termsof complexity, robustnessand
discriminationperformanceis achieved by the extended
GMM approach.
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Futureresearchincludesthefollowing avenues.
¥ Currently in the extendedGMM approachthe degree

of inßuenceof positionalinformation is not controlled;
higherperformancemight be attainedif moreweight is
placedon this information.A possibleindirectapproach
to accomplishthis is by placing an upperlimit (during
training)onthevariancesfor thedimensionsrepresenting
positionalinformation.

¥ We conjecturethat a major sourceof authenticationer-
rors is the posemismatchbetweenthe training and test
faces.An initial investigationontransformingfrontalface
modelsto representnonfrontalviewsis given in [37]. The
resultsareencouraging,indicatingthereis room for im-
provementby reducingtheposemismatch.

¥ The MAP trainedP2-D HMM systemcould be deliber-
atelydetuned(e.g.,by reducingthenumberof Gaussians
in eachstate)in orderto reduceits complexity, andhence
reducethe time taken to performanauthentication.This
will probablycomeat thecostof a lossin discrimination
performance,thoughtheextentof this lossremainsto be
seen.Embeddingpositionalinformationinto the feature
vectorsmaymitigatethe loss.
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