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Abstract: It has beenpreviously demonstratedhat systemsbasedon local featuresand relatively
complec statistical models, namely one-dimensional(1-D) hidden Markov models (HMMs) and
pseudo-tw-dimensional2-D) HMMs, are suitablefor facerecognition. Recently a simpler statistical
model, namely the Gaussianmixture model (GMM), was also shovn to performwell. In much of
the literaturedevotedto thesemodels,the experimentswvere performedwith controlledimages(manual
facelocalization,controlledlighting, backgroundpose,etc). However, a practicalrecognitionsystem
hasto be robustto more challengingconditions. In this article we evaluate,on the relatively dif cult
BANCA databasethe performancerobustnessand compleity of GMM andHMM-basedapproaches,
using both manualand automaticface localization. We extend the GMM approachthroughthe use
of local featureswith embeddedpositional information, increasingperformancewithout sacri cing
its low compleity. Furthermore,we showv that the traditionally used maximum likelihood (ML)
training approachhasproblemsestimatingrobust model parametersvhenthereis only a few training
imagesavailable. Considerablymore precisemodelscan be obtainedthroughthe use of Maximum
a posterioriprobability (MAP) training. We alsoshaw thatfacerecognitiontechniquesvhich obtaingood
performanceon manuallylocatedfacesdo not necessarilyobtain good performanceon automatically
locatedfaces,indicating that recognitiontechniquesmust be designedfrom the groundup to handle
imperfectlocalization. Finally, we shav that while the pseudo-2-DHMM approachhasthe bestoverall
performanceauthenticatiortime on currenthardware makesit impractical. The besttradeof in terms
of authenticatiortime, robustnessand discriminationperformances achieved by the extendedGMM
approach.

Keywords: Access control, biometrics, face localization, face recognition, hidden Markov
models (HMMs), Gaussian mixture models (GMMs), local features, maximum a posteriori
probability (MAP) training.
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User Authenticationvia AdaptedStatistical
Modelsof Facelmages
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Abstract—t has been previously demonstrated that systems
basedon local featuresand relatively complex statistical models,
namely, one-dimensional(1-D) hidden Mark ov models (HMMs)
and pseudo-two-dimensional (2-D) HMMs, are suitable for face
recognition. Recently, a simpler statistical model, namely, the
Gaussianmixtur e model (GMM), wasalsoshown to perform well.
In much of the literatur e devotedto thesemodels,the experiments
were performed with controlled images(manual face localization,
controlled lighting, background, pose,etc). However, a practical
recognition systemhas to be robust to more challenging condi-
tions. In this article we evaluate,on the relatively dif cult BANCA
database,the performance, robustnessand complexity of GMM
and HMM-based approaches,using both manual and automatic
face localization. We extendthe GMM approach thr ough the use
of local featureswith embeddedpositional information, increasing
performance without sacricing its low complexity. Further-
more, we show that the traditionally used maximum lik elihood
(ML) training approach has problems estimating robust model
parameters when there is only a few training images available.
Considerably more precisemodels can be obtained through the
use of Maximum a posteriori probability (MAP) training. We
also show that face recognition techniques which obtain good
performance on manually located facesdo not necessarilyobtain
good performance on automatically located faces,indicating that
recognition techniqguesmust be designedfrom the ground up to
handle imperfect localization. Finally, we show that while the
pseudo-2-DHMM approach has the best overall performance,
authentication time on current hardware makes it impractical.
The besttradeoff in terms of authentication time, robustnessand
discrimination performance is achieved by the extended GMM
approach.

Index Terms—Accesscontrol, biometrics, face localization, face
recognition, hidden Mark ov models (HMMs), Gaussianmixtur e
models(GMMSs), local features,maximum a posterioriprobability
(MAP) training.

. INTRODUCTION

IOMETRIC personrecognitioninvolves the use of in-

herent physiological characteristicsof humans, such
as faces,speech,iris patterns,and bPngerprints.Applications
include suneillance,forensics transactiorauthenticationand
variousforms of accesscontrol, suchas immigration check-
pointsandaccesgo digital information[1], [23], [29], [44].
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There are three distinct conbgurationof how a biometric
recognitionsystemcan be used:the closedset identibcation
task,theopensetidentibcatiortask,andtheauthenticatiotask
(alsoknown asveribcation)In theclosedsetidentibcatiortask,
thejob is to forcefully classifya givenbiometricsampleasbe-
longingto oneof K personghereK is the numberof known
persons)ln the opensetidentibcationtask, the taskis to as-
sign the given sampleinto one of K + 1 classeqwherethe
extra classrepresentsan OunknenOor Opreiously unseenO
person) Finally, in theauthenticationaskthe classiberssigns
a given sampleinto one of two classeseitherthe samplebe-
longsto a specibcperson,or it doesnot. In an accessontrol
scenaridhistranslateso apersorclaiminganidentity andpro-
viding abiometricsampleto supportthis claim; theauthentica-
tion systemthenclassibPegshe personaseitheratrue claimant
or asanimpostor

The authenticationtask representoperationin an uncon-
strained ervironment, where any person/patterncould be
encounterefll9]. Thisisin contrasto theclosedsetidentibca-
tion task,whereit is assumedhatall the personghataregoing
to beencounteredrealreadyknown. Furtherintroductoryand
review materialaboutthe biometricsbeld canbe foundin the
following papers{12], [29], [39], [43], [44].

In this paperwe exclusively focus on authenticatiorbased
on faceimages.The useof the faceas a biometricis partic-
ularly attractive, as it caninvolve little or no interactionwith
thepersorto beauthenticatef®?9]. Many technique$ave been
proposedfor face classibcationsome examplesare systems
basednprincipalcomponenanalysigPCA)featureextraction
[41], modularPCA [30], elasticgraphmatching(EGM) [10],
[21], andsupportvectormachine{SVMs)[34], Examplespe-
cibcto statisticalmodelsincludeone-dimensiong]l-D) hidden
Markov models(HMMSs) [35], pseudo-tw-dimensional2-D)
HMMs [13], [27] and GaussiarMixture Models (GMMSs) [5],
[24], [38] (which canbe consideredasa simplibedversionof
HMMSs?). As anin-depthreview of facerecognitionliteratureis
beyondthe scopeof this papertheinterestedeaderis directed
to thefollowing review articles:[6], [18], [20], [46].

HMM and GMM approachedypically use local features
(thatis, thefeaturesonly describea partof theface).Thisis in
contrasto holisticfeaturessuchasin thePCA-basedpproach,
whereone featurevectordescribeghe entireface.Local fea-
turescanbe obtainedby analyzinga faceon a block-by-block
basis. Feature extraction basedon the 2-D discrete cosine

1Specibcallya GMM canbeconsideredo beasingle-stateiMM, or atype

of a multistateergodic HMM [32], where eachstateis modeledby a single
Gaussian.
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transform(DCT) [17] or DCTmod2[38] is usuallyappliedto
eachblock, resultingin a setof featurevectors.n ananalogous
manney2-D Gaborwavelets[22] canalsobe used.

In HMM-based approachesthe spatial relation between
major face features(such as the eyes and nose)is kept (al-
thoughnot rigidly); in the GMM approaclhthe spatialrelation
is effectively lost (aseachblock is treatedindependently)re-
sultingin goodrobustnesso imperfectlylocatedfaces[5] and
to out-of-planerotationg[36]. As thelossof spatialinformation
may degradediscriminationperformancein this paperwe brst
proposeto restoresomeof the spatialrelationsby usinglocal
featureswith embeddegbositionalinformation.By working in
the featuredomain, the relative low-compleity advantageof
the GMM approactis retained.

In the approachegpresentedn [13], [27], [35], [38], statis-
tical modelsaretrained using the maximumlikelihood (ML)
criterionvia the expectationrmaximization(EM) algorithm|[8].
It is generallyknown thatone of the dravbacksof training via
this paradigmis thatlarge datasetsarerequiredto properlyes-
timatemodelparametersthis canbe a problemwhenthereare
only a few training imagesavailable. In an attemptto tackle
this problem,Eickeleretal. [13] proposedo useawell trained
generic(nonpersorspeckc) modelasthestartingpointfor ML
training. While the resultsin [13] were promising,they were
obtainedon therathereasyOlivetti Research.td. (ORL) data-
base[35]. Throughexperimentson the muchharderBANCA
databasd2], we will shov that even with the genericmodel
asthe startingpoint, ML training still producespoor models.
Oursecondnainpropositionis thusto replaceML trainingwith
maximuma posteriori probability (MAP) training [16], which
caneffectively circumwentthe smalltraining datasetproblem.

Furthermore we shav that the performanceof the overall
faceauthenticatiorsystemcanbe highly dependenbn the per
formanceof the facelocator(detection)algorithm(i.e., the al-
gorithm@ ability to accuratelyiocateaface with no clipping or
scalingproblems)In otherwords faceclassbcationtechniques
which obtaingood performanceon manuallylocatedfacesdo
not necessarilyobtaingood performanceon automaticallylo-
catedfaces We make theclaim thatthefaceclassbcationtech-
nigue mustbe designedrom the groundup to handleimper
fectly locatedfaces.

Finally we showv that compleity of a face classbcation
systemis animportantconsideratiorin a practicalimplemen-
tation. By GGomplexity Owe meanthe numberof parameterso
storefor eachpersonaswell asthe time requiredto make an
authenticationlf afacemodelis to be storedon an electronic
card (e.g.,an accessard), the size of the modelbecomesan
importantissue.Moreover, the time neededto authenticatea
personshouldnot be cumbersomeimplying the needto use
techniquesvhich arecomputationallysimple.

The rest of this paperis organizedas follows. Classbers
basedon GMMs, 1-D HMMs andP2-D HMMs aredescribed
in Sectionll. An overview of the automaticfacelocatorused
in the experimentsis given in Sectionlll. SectionlV covers
preprocessingndfeatureextraction,while SectionV provides
a description of the BANCA databaseand its experiment
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protocols.SectionVI is devotedto experimentsinvolving the
differenttraining stratgjies, manualand automaticfacelocal-
ization, as well as effects of reducingthe numberof training
imagesthecomplity of themodelss alsogiven.Conclusions
andfutureareasof researctaregiven in SectionViII.

Il. CLASSIFIERSBASED ON STATISTICAL MODELS

Let usdenotethe parametesetfor client C as )\, andthe
parametesetdescribinga genericface (nonclientspecbc) as
Ag- Givenaclaimfor client C@identity anda setof T feature
vectorsX = {x;}._, supportingthe claim (extractedfrom the
given face),we bnd anopinionon the claim using

@)

whereP (X | A\¢) isthelikelihoodof theclaim comingfrom the
true claimantand P(X | Ag) is anapproximatiorof the likeli-
hood of the claim coming from animpostor The genericface
modelis alsoknown asa world modelanda Universal Badk-
groundModel[25], [33]; it is typically trainedusingdatafrom
mary people Theauthenticatiomlecisionis thenreachedsfol-
lows:givenathresholdr, theclaimis acceptedvhenA (X)) > 7
andrejectedwhenA(X) < 7.
We usethreedifferentwaysto train eachclientmodel.

1) TraditionalML training, where k-meansinitialization is
used[8], [11].

ML trainingwith a generic(nonclientspecbc) modelas
thestartingpoint (asin [13]); datafrom mary peopleare
usedthe bnd the parametersf the genericmodelvia tra-
ditional ML training;thisis thesamegenericmodelused
for calculatingP (X | A\&) in (1) for all approaches.
MAP training [16]; herea genericmodelis usedasin
point(2) above, butinsteadof usingit merelyasastarting
point, themodelis adaptedusingclient data.Given a set
of training vectors, X, the probability density function
(pdf) P(X | \) andthe prior pdf of A, P()), the MAP
estimateof modelparametersiyp, is debPnedas

A(X) =log P(X | A¢) — log P(X | \g)

2)

3)

arg max P\ X)
arg max P(X |A)P()N)

)
®3)

Assuming A to be bxed but unknown is equialent to
having a noninformatve P(\), reducingthe solution of
Amap to the standardML solution. Thus, the difference
betweenML and MAP training is in the debnition of
the prior distribution for the modelparameterso be es-
timated.Furtherdiscussioron MAP trainingis given in
Sectionll-A.

AMAP

A. GaussianMixture Model (GMM)
In the GMM approachall featurevectorsareassumedo be

independentThelik elihoodof a setof featurevectorsis found
with

T
P(X|A) =[] P V) @)
t=1
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where
Ng
P(x|X) = > meN (x| py, ) (5)
k=1
A = {mg, py,, Se by (6)

Here, V(x| u, ¥) is a D-dimensionalGaussiardensityfunc-
tion[11] with meanu anddiagonakovariancematrix . Ng is
the numberof Gaussiangandm,, is theweightfor Gaussiark
(with constraintsz,i\;‘"1 my = 1 andvk : m; > 0).

An implementatiorof MAP training for client modeladap-
tation consistsof usinga global parameteto tunethe relatve
importanceof the prior. In this case the equationdor adapta-
tion of the parameterare[16], [25], [33]

T
iy = [aw + (L—a)T Y P(k|x,)| 7 )
t=1
T
. _ Pk | x)x4
Il'k:allk‘f‘(l_o‘)Zt_Tl (kx)x ®)
Dot Pk |xt)
3 = Bk + pppy)
T
P(k /
Lz PR L L)

Sy P(k| %)

whereuy,, i, ands:;, arerespectiely thenew weight, mearand
covariancematrix of the kth Gaussianwy, p;, andX;, arethe
correspondingarameter thegenericmodel, P(k | x;) is the
posteriomprobabilityof the kth Gaussiarffrom the clientmodel
from the previousiteration),« € [0, 1] is the adaptatiorfactor
choserempirically on a separatevalidationset,andbnally « is
computedover all adaptedveightsto ensurehey sumto unity.
Each3, is forcedto be diagonalby settingthe off-diagonal
elementsto zero. Note that in (8) the new meanis simply a
weightedsumof the prior meanandnew statisticsy(1 — «) can
hencebeinterpretedasthe amountof faith we have in the new
statistics.

The abore formulationof MAP training makesthe assump-
tion of independenceetweenthe parametersf the individual
mixturecomponentaindthesetof the mixtureweights;further
morewe considetthatwe canmodelthe prior knowledgeabout
the parametewector of mixture weightswith a Dirichlet den-
sity andtheprior knowledgeabouthemeansandvariancesvith
normal-Wshartdensitied16].

The adaptationprocedureis iterative, thus an initial client
modelis required;this is accomplishedby copying the generic
model.It hasbeenobsenedthatit is sometimegreferableto
adaptonly themeanf the Gaussian§33]; we will empirically
shaw thatthis is alsovalid for our experimentsin SectionVI.
When only the meansare adaptedthe other parametersare
copiedfrom the genericmodel.

1) Embedding Positional Information: If each feature
vectorin theset X describea differentpartof theface,thena
classber basecon GMMs effectively losesthe spatialrelations
betweerfaceparts.As the spatialrelationscancarry discrim-
inatory information, we proposeto increasethe performance
of the GMM approach(without sacrbcing its simplicity) by
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Observation
vector\

Fig. 1. Samplingwindow and1-D HMM topology

restoringa degreeof spatialrelationsvia embeddingpositional
informationinto eachfeaturevector Doing so shouldplacea
weak constrainton the areasthat eachGaussiarnin the GMM
canmodel,thusmakinga facemodelmorespeckc. Formally,
anextendedfeaturevectorfor position(a, b) is obtainedwith

Xoriginal
(extended _ | T(a:b)
(a,b) - a
b
original

wherex =, is the original featurevector for position
(a,b). We shallreferto a GMM systemusingextendedfeature
vectorsasGMMext.

B. 1-D HiddenMarkov Model

The one-dimensionaHMM (1-D HMM) is a particular
HMM topology where only self transitionsor transitionsto
the next stateare allowed. This type of HMM is also known
asa top-bottomHMM [35] or left-right HMM in the context
of speechrecognition[32]. Here the face is representedas
a sequenceof overlapping rectangular blocks from top to
bottom of the face(seeFig. 1 for an example).The modelis
characterizedby the following:

1) N, the numberof statesin the model; eachstatecorre-
spondgo aregion of theface;S = {S1,S59,...,Sn} is
thesetof statesthestateof themodelatrow ¢ is given by
q: € S,1 <t <T,wherel isthelengthof theobsena-
tion sequencénumberof rectangulablocks);

2) thestatetransitionmatrix A = {a;; }; thetopologyof the
1-DHMM allowsonly selftransitionsor transitiongo the
next state

wo_ [ Pa=5jla-1=15), forj=i, j=i+1

“ 0, otherwise

3) thestateprobabilitydistribution B = {b;(x;)}, where

bj(x:) = p(x¢ | q: = Sj). (10)

Thefeaturesareexpectedo follow a continuoudistribu-
tion andaremodeledwith mixturesof Gaussians.

In compactotation the parametesetof the1-D HMM is

A= (A,B). (11)
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If welet @ to beastatesequence, qo, . ..
hoodof anobsenationsequenceX is

, gr, thenthelikeli-

P(X[X) =Y P(X,Q|\) (12)
vQ
- ZHb(h Xt Ha(h 1,9t " (13)
vQ t=1

The calculationof this likelihood accordingto the direct def-
inition in (13) involvesa prohibitive numberof computations.
In practicethe forwardEbackward procedurds used[32]; it is
mathematicallyequivalent,but considerablymoreefbcient.

For the caseof the 1-D HMM, MAP adaptatiorof themeans
is [c.f. (8)]

)Zt 1 Plge = i| %) P(m} = k| x4)%

Zt 1 Pla =i|x;)P(mj = k|x;)
(14)

fi,i = apg; + (1 —

whereP(q: = i|x;) is theposteriomprobabilityof the state; at
row ¢t and P(mi = k| x,) is the posteriorprobability of its kth
Gaussian.

Comparedo the GMM approactdescribedn Sectionll-A,
the spatial constraintsare much more strict, mainly due to
the rigid preseration of horizontal spatial relations (e.g.,
horizontal positionsof the eyes). The vertical constraintsare
relaxed, thoughthey still enforcethe top-to-bottomsegmenta-
tion (e.g.,the eyeshave to be aborve the mouth). The nonrigid
constraintsallow for a degreeof vertical translationand some
vertical stretching(causedfor example,by animperfectface
localization).

C. Pseudo-2-CHMM

Emission probabilities of 1-D HMMs are typically rep-
resentedusing mixtures of GaussiansFor the caseof P2-D
HMM, the emissionprobabilitiesof the HMM (now referred
to as the Gnain HMMQ are estimatedthrough a secondary
HMM (referredto as an GmbeddedHMM Q. The statesof
the embeddedHMMs are in turn modeledby a mixture of
GaussiansThis approachwas usedfor the faceidentibcation
task in [13], [35] and the training processis describedin
detail in [28]. As shavn in Fig. 2, we choseto perform the
vertical segmentatiorof thefaceimageby themainHMM and
horizontal sggmentationby embeddedHMMs. We madethis
choicebecausahe main decompositiorof the faceis instinc-
tively from top to the bottom (forehead,eyes, nose,mouth).
Note that the oppositechoicehasbeenmadein [13], [35]. It
is importantto note that the sggmentationusing this HMM
topologyconstrainghe segmentationdoneby the main HMM
to bethe samefor all columns(if the mainHMM performsthe
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Fig. 2. P2-D HMM: the emissiondistributions of the vertical HMM are
estimatedby horizontalHMMs. ; representhe statesof the main HMM and
; representhe embeddedHMMs states.

vertical sgmentation)or all rows (if the mainHMM performs
the horizontalsggmentation).

Let us denotethe sequencef T' obsenation vectorsrepre-
sentingthe consecutie horizontalblocksrows of animageas
X = {x,},_,. Eachrow canitself berepresentedsasequence
of the B obsenration vectorsz, = {xt-,b}szl representinghe
consecutre blockscomposinghe row.

Thecorrespondingquatiorfor MAP adaptatiorof themeans
[c.f. (8) and(14)]is

~ML
Mkz]

a)

with (16),shavn atthebottomof thepagewhereP(q; = 7 | x:)
is the posteriorprobability of the state: of the main HMM,
P(r;‘?b = j|xup) is the posteriorprobability of the statej of
its embeddedHMM andP(mt , = k|x¢y) is the posteriorof
its kth Gaussian.

The degreeof spatialconstraintpresentn the P2-D HMM
approachcan be thoughtof as being somavherein between
the GMM andthe 1-D HMM approachesihile the GMM ap-
proachhasno spatialconstraintsandthe 1-D HMM hasrigid
horizontal constraints the P2-D HMM approachhasrelaxed
constraintsn bothdirections.However, the constraintstill en-
force the left-to-right segmentationof the embeddedHMMs
(e.g.,the left eye hasto be beforethe right eye), and top-to-
bottomseggmentation(e.g.,likein the1-D HMM approachthe
eyeshaveto beaborethemouth).Thenonrigidconstraintsllow
for a degreeof bothverticalandhorizontaltranslationsaswell
assomeverticalandhorizontalstretchingof the face.

fikij = apg, ;i + (1 — (15)

T
2i=1

~ML

P(q: =i|x) 25:11)

(riy = 3 [%e) P(my) = k| x00)%e

Hiij =

T
2im

Plg=i|x) Y, P

i : i (16)
(rip =17 |Xt,b)P(mt’7{, =k|X¢p)
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Ill. FACE LOCALIZATION

Facerecognitiorresultsin theliteratureareusuallypresented

assumingmanualfacelocalization (e.g., see[13], [27], [28],
[35]); in only relatively few publicationsperformancesvalua-
tion is found while usingautomaticfacelocalization(e.g.,[5],
[34]). While assumingnanual(i.e., perfect)localizationmakes
the resultsindependenbf the quality of the facelocalization
system,they are optimistically biasedcomparedo a real life
systemwherethefaceneedso beautomaticallylocated.There
is no guaranteg¢hatthe automaticfacelocalizationsystermwill
provide acorrectlylocatedface(i.e.,thefacemaybetranslated
and/oratanincorrectscale).In this paperwe presentesultsfor
both manuallyandimperfectlylocatedfaces.

For GnanualfacelocalizatiorOexperimentsyve usetheman-
ually annotatedeye centerpositions.For Gautomaticface lo-
calizatiorOexperimentswe usethe facedetecto? proposecby
FrSba and Ermstin [15]. The detectoremplgys local features
basedon the modipedcensudransform which represeneach
locationof theimageby abinarypatterncomputedroma3 x 3
pixel neighborhoodFacedetectionis carriedout by analyzing
all possiblevindowsin thegiven imageatdifferentscalespach
window is classbed as either containinga face or the back-
ground. The classbcation is performedby a cascadeclassi-
Per similar to the approachproposedy Viola andJonegq42];
training of the classberis accomplishedisinga versionof the
boostingalgorithm[14]. In our experimentsthe eye positions
areinferredfrom the positionandscaleof thewindow with the
bestscoreat the last stageof the classber. Note that this as-
sumeghatat mostonly onefaceis presenin eachimage.

If all the windows were classbed as containingthe back-
ground,we considerthat the given image doesnot containa
faceandwe performtheauthenticatiorusing,if available,other
imagessupportingheclaim.If all givenimagesaredeemedot
to containaface theclaimis consideredo have comefrom an
impostor

IV. PREPROCESSINGAND FEATURE EXTRACTION

Based on given eye positions, a grayscale 80x 64
(rows x columns)face window is croppedout of eachvalid
image(i.e.,animagewhichis deemedo containaface).When
usingmanuallyfoundeye positions gachfacewindow contains
the faceareafrom the eyebravs to the mouth; morewer, the
locationof theeyesis the samefor eachfacewindow (via geo-
metricnormalization) Fig. 1 shaovs anexamplefacewindow.

Histogramequalizatioris usedto normalizethefaceimages
photometricallyWe thenextract DCTmod2featuresfrom each
imageface[38]. We have foundthis combinationof histogram
equalizationand featureextractionto provide good resultsin
preliminaryexperimentsThefeatureextractionprocesss sum-
marizedasfollows. Thefacewindow isanalyzednablock-by-
block basis;eachblockis Np x Np (herewe use Np = 8)
and overlapsneighboringblocks by a conbgurableamountof
pixels3 Fig. 3illustratessuchablock-by-blockdecomposition.

2A recentsunwey of facelocalization/detectiomethodss given in [45].

3A similar overlappingapproactis usedin the processingf speecrsignals
[31], [33], [40].
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FEATURE
VECTORS

S
.
A

Fig.3. Conceptuakxampleof block-by-blockimageanalysis.

Eachblock is decomposedn termsof 2-D discretecosine
transform(DCT) basisfunctions[17]. A featurevectorfor a
block locatedatrow o andcolumnb is thenconstructeds

/ h v h v h v
X(a,b) = [A CoA CoA ClA ClA C2A 620364"'6]\/1_1]

wherec,, representshe nth DCT coebcient, while A’ ¢, and
Av¢, representhehorizontalandverticaldeltacoefcients re-
spectvely; the deltasarecomputedusingDCT coebcientsex-
tractedfrom neighboringblocks.Comparedo traditionalDCT
featureextraction[13], [27], thebrstthreeDCT coefrcientsare
replacedby their respectie deltasin orderto reducethe effects
of illuminationdirectionchangeswithoutlosingdiscriminatve
information.In this studywe useM = 15 (basedon [38]), re-
sultingin an18-dimensionafeaturevectorfor eachblock. The
degreeof overlaphasthreemain effects.

1) As thedeltacoebcientsarecomputedrom neighboring
blocks, the larger the overlap betweenthe blocks, the
smallerthespatialareausedto derive eachfeaturevector

2) With alarge overlap,the DCT coebcientsfrom a setof

(horizontally or vertically) consecutre blocks will not

vary abruptly

Whenusingalargeoverlap thepartsof eachfacearein ef-

fectample@atvariousdegreesf translationstesulting

in modelswhich shouldbe robust to minor translations
of thefaces.Thisis in additionto the translationrobust-
nessprovided by the GMM classber, wherethelocation
of eachblockhaslittle inBuenceBYy itself, GMMs built-in
robustnesonly works whenthe sizeof the translationis
equivalentto anintegral multiple of the block size.

3)

V. BANCA DATABASE AND EXPERIMENT PROTOCOLS

Themulti-lingual BANCA databas§?] wasdesignedo eval-
uatemulti-modalidentity authenticatiorwith variousacquisi-
tion devicesunderseveralscenariosThedatabasé comprised
of four separateorpora,eachcontaining52 subjectsthe cor
poraarenamedaftertheircountryof origin. Eachsubjectpartic-
ipatedin 12 recordingsessiongn differentconditionsandwith
different camerasEach of thesesessionsontainstwo video
recordings:onetrue claimantaccessand oneimpostorattack.
Five Grontal(notnecessarilgirectly frontal) faceimageshave
beenextractedfrom eachvideo recording.SessionslE4 con-
tainimagedor thecontmwlled condition,while session&E8 and
912, respectiely, containdegraded and advese conditions.
The latter two conditionsdiffer from the controlled condition
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Fig.4. Examplecorrectandincorrectveribcationfromthe BANCA database.
Top row containstraining images(from the controlled condition) while the
bottomrow containgtestimagesfrom degradedandadwerseconditions.

in termsof imagequality, lighting, backgroundand pose.See
Fig. 4 for anexampleof the differences.

According to the original experimentprotocols,there are
seven distinct corbgurationsthat specify which imagescan
be usedfor training and testing: Matched Controlled (Mc),
MatchedDegraded(Md), MatchedAdverse(Ma), Unmatched
Degraded(Ud), UnmatchedAdverse(Ua), Pooledtest(P), and
Grandtest(G). Tablel describeshe usageof differentsessions
in eachcorbguration.

We believe thatthemostrealisticcasesarewhenwe trainthe
systemin controlledconditionsandtestit in differentcondi-
tions; hencein this paperwe only performedexperimentswith
corbgurationsMc, Ud, Ua, and P. This limitation to four dif-
ferentscenarioshouldalsomale theresultseasierto interpret.

Accordingto theBANCA experimentprotocols experiments
shouldbe performedon eachcorpusindependentlyThe proto-
colsfurther dictatethatthe subjectsn eachcorpusareequally
splitinto the validationandtestsets.Subjectdn the validation
setareusedto optimizethe authenticatiorsystem(e.g.,to bnd
the optimal numberof Gaussiansandthe decisionthreshold),
while subjectsfrom the testsetareusedfor bnal performance
evaluation.Note thatthis amountsto usingonly 26 subjectsin
the bPnal stage.To increasehe numberof subjectswe merged
the EnglishandFrenchcorpora,resultingin atotal of 104 sub-
jects.In asimilarmannetto theoriginal protocols theresulting
populationwas thendividedinto two groupsof 52 subjects.

Authenticatiorsystemsnalke two typesof errors:aFalseAc-
ceptancgFA), which occurswhenthe systemacceptsanim-
postor or aFalseRejection(FR),whichoccurswhenthesystem
refusesatrueclaimant.The performanceés generallymeasured
in termsof FalseAcceptanceRate(FAR) and FalseRejection
Rate(FRR),debnedas

number of FAs

number of impostor accesses
number of FRs

number of true claimant accesses’

FAR =

(17)

FRR = (18)

The FAR andFRRareusuallyrelatedmeaninghatdecreasing
oneusuallyincreaseshe othetr
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TABLE |
USAGE OF THE SEVEN BANCA ProtocoLs(C: CLIENT, |: IMPOSTOR).
THE NUMBERS REFERTO THE ID OF EACH SESSION

To aid the interpretationof performance,the two error
measuresre often combinedusing the Half Total Error Rate
(HTER¥), debnedas

FAR(r, D) + FRR(r, D)

HTER(r,D) = .

(19)

whereFAR(r, D) andFRR(r, D) arethe FAR andFRR, re-
spectvely, for a decisionthresholdr anddatasetD. A partic-
ular caseof the HTER, known asthe EqualError Rate(EER),
occurswhenthe thresholdis adjustedsothatFAR = FRR on
aparticulardatasetD’ (which couldbedifferentfrom D).

In somesituationdt maybemoreimportantto have asystem
with a very small FAR, while in othersituationsa small FRR
might bemoreuseful.In orderto seeperformancavith respect
to the tradeof betweenthe FAR and FRR, recever operating
characteristic{ROC) and the detectionerror tradeof (DET)
cunves[26] are often used.However, it hasbeenrecentlyob-
sened that thesecurves canbe misleading[4] asthey do not
takeinto accounthat,in reallife, thethresholchasto beselected
a priori. In this paperwe usethe expectedperformancecurve
(EPC)[4], whichisin coherencevith theoriginal BANCA pro-
tocolsandcanbeinterpretecasanunbiased/ersionof the ROC
cune.

Letw € [0, 1] reRectthe tradeof betweerthe FAR andthe
FRR.In theEPCapproachan optimalthresholdropt is found
for variousvaluesof w asfollows:

Topt = arg mTin wFAR(T,Dya1iq)

+ (1 —w)FRR(7, Dya1i4) (20)
whereD,,144 IS the validation dataset. The HTER (using
Topt) isthencalculatedon thetestset(Dtest) andis plotted
asafunctionof w. For w = 0.5, theabove proceduréds equiva-
lentto bndingtheminimumEER onthevalidationset,andthen
calculatingtheHTER onthetestsetusingana priori threshold.

4TheHTER canbethoughtof asaspecialcaseof the DecisionCostFunction
(DCF) 3], [9].
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TABLE I
OPTIMAL PARAMETERS FOR SYSTEMS BASED ON GMM (STANDARD FEATURES), GMMEXT (EXTENDED FEATURES), 1-D HMM
AND P2-D HMM. ML: CLIENT MODELS TRAINED USING TRADITIONAL ML CRITERION; init: CLIENT MODELS TRAINED
USING ML INITIALIZED WITH A GENERIC MODEL; adapt CLIENT MODELS TRAINED USING MAP

VI.

For eachclient model, the training set was composedof
bve imagesextractedfrom the samevideo sequenceéWe artib-
cially increasedhis to tenimagesby mirroring eachoriginal
image. The genericmodel was trainedwith 571 faceimages
(extendedto 1142 by mirroring) from the Spanishcorpus
of BANCA (containingfacesdifferent from the English and
Frenchcorpora) thusmakingthegenericmodelindependentf
the subjectspresentin the client databaseDCTmod2features
were extracted using either a four or a seven pixel overlap;
experimentonthevalidationsetshavedthatanoverlapof four
pixelsis betterfor the GMM approachesvhile an overlap of
seven pixelsis preferredby the P2-DHMM approachFor the
1-D HMM approacha seven pixel overlapwas alsoused,but

EXPERIMENTSAND DISCUSSION

featurevectorsfrom the samerow of blockswereconcatenated Fig. 5. EPCperformanceof standardGMM-basedsystemtrainedvia MAP

to form alarge obsenation vector To keepthe dimensionality

of the resultantvector reasonablewe choseto concatenate
vectorsfrom every eighthblock (thuseliminating horizontally

overlappedblocks). This resultedin 126 dimensionalfeature

vectorsfor eachrectangulablock.

In order to optimize eachmodel, we usedthe validation
setto selectthe size of the model(e.g.,numberof statesand
Gaussians)as well as other hyper-parameterssuch as the
adaptationcoetcient «, and the decisionthresholdr. The
hyper-parametergierechoserno minimize the EER. The bnal
performanceof eachmodelwas thenfound on the testsetin
termsof HTER (and/orEPCswhereapplicable).

It hasbeenobsened that in applicationssuch as spealer
authentication[25], [33], MAP-basedtraining obtains best
performancevhenonly the meansareadaptedratherthanalso
adaptingthe covariancematricesand weights).Fig. 5 shavs
EPCsfor the standardGMM-basedsystemfor three cases:
1) all parameterareadapted?) meansandcovariancematrices
areadaptedand3) only meansareadaptedDatabasrotocol

adaptationThreeconbgurationsof MAP adaptatiorareshown.

P wasemployedin this evaluation.As adaptingonly themeans
provides the best performancewe have electedto use this
stratgyy for both GMM and HMM approaches.Hence for
the rest of this paper the MAP training strateyy will referto
the adaptationof the meansonly. Throughoutthe remainder
of this paper the following notationis used.GMM indicates
the GMM approachwith standardCTmod2featurevectors,
while GMMext indicatesthe GMM approachwith extended
DCTmod2featurevectors;modelstrainedusingthe traditional
ML criterionhave a ML sufbx; for ML traininginitialized with
agenericmodel,the sufbx isinit; for MAP training, the sufPx
is adapt

Tablell shows the optimal numberof statesand Gaussians
per statefor the HMM approachesaswell asthetotal number

SComputationalimitationsandtime constraintgreventedusfrom repeating
this experimentfor the HMM-basedapproaches.
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TABLE Il
HTER PERFORMANCEFOR () MANUAL FACE LOCALIZA TION, AND (b) AUTOMATIC FACE LOCALIZA TION, USING GMM (STANDARD FEATURES), GMMEXT
(EXTENDED FEATURES), 1-D HMM AND P2-DHMM. ML: CLIENT MODELS TRAINED USING TRADITIONAL ML CRITERION; init: CLIENT MODELS TRAINED
USING ML INITIALIZED WITH A GENERIC MODEL; adapt CLIENT MODELS TRAINED USING MAP. O OINDICATES THE BEST RESULT FOR A PROTOCOL,
WHILE BOLDFACE INDICATES THE BEST RESULT WITHIN A MODEL TYPE AND PROTOCOL. SEE THE TEXT FOR A NOTE ON THE RESULTS FROM [34]

of Gaussiangor all approachedt canbe obsened that MAP
training generallyallows the total numberof Gaussiango be
higher (thus modelingthe facesmore accurately) when com-
paredo thetwo ML-basedrainingparadigmsTheP2-DHMM
approachutilizesthe largestnumberof Gaussiandpollowedby
the GMMext approach.

For comparisorpurposeswe alsoevaluatethe performance
of a PCA-basedsystem,which in effect hasrigid constraints
betweenfaceparts.The classber usedfor the PCA systemis
somevhatsimilarto thelocalfeatureGMM approachThemain
differenceis that only two Gaussiansre utilized: onefor the
clientandoneto representhe genericmodel.Dueto the small
sizeof the client specbc training dataset,andsincePCA fea-
tureextractionresultsin onefeaturevectorperface,eachclient
model inherits the covariancematrix from the genericmodel
andthe meanof eachclient modelis the meanof the training
vectorsfor thatclient. A similar systemhasbeenusedin [36],
[39]. Featurevectorswith 160 dimensionaverefoundto pro-
vide optimal performancen the validationset.

In SectionVI-A, we presentheresultsfor manuafacelocal-
ization, while SectionVI-B containsresultsfor imperfectand
automaticfacelocalization.In SectionVI-C, we studythe ef-
fects of varying the numberof training imagesand bnally in
SectionVIED, we comparethe compleity of the local feature
approaches.

Notethattheresulttablespresentedn SectionsvI-A and-B
also containperformancedguresfor the two bestsystemsre-
portedin [34]. Thebrstsystenis basedncombinatiorof linear
discriminantanalysisand normalizedcorrelation (LDA/NC),
while the secondsystemis basedon an SVM classper. Like

the PCA-basedsystem theseLDA/NC and SVM systemsare
holistic in nature.lt mustbe notedthatin [34], only the Eng-
lish corpuswas usedanda differentautomatidfacelocalization
systemwas employed. As suchtheresultsfrom [34] arenot di-
rectly comparablebut areincludedasanexampleof theperfor
mancedegradatiorthatoccursvhenautomatidacelocalization
is utilized (comparedo usingmanuallylocatedfaces).

A. Manual FacelLocalization

Tablelll(a) shaws the resultsin termsof HTER for manual
facelocalization;Fig. 6 shovs the correspondindgePCs.When
the different training stratgies are compared MAP training
providesa clearperformancexdvantagen almostall the cases.
The only exceptionis the 1-D HMM approachfor which all
training approache®btain similar performanceML training
with initialization by a genericmodelgenerallydoesnot even-
tuate in better models comparedto traditional ML training
(wherek-meandnitialization is used).

Whenthe performancecrosdifferentmodelsis compared,
it canbe seenthatthe two HMM approache¢l-D and P2-D
HMM) obtain considerablybetter performancethan the two
GMM-basedapproachesComparingthe standardGMM and
the GMMext approachthe resultsshav that use of extended
featurevectorscanresultin betterperformancewhile this is
most pronouncedvhen using ML-basedtraining, the perfor
mancedifferencesaresmallwhenusingMAP training.

The1-D HMM outperformghe P2-DHMM approachwhen
ML trainingis utilized; this canbe explainedby the inherently
muchlarger numberof parametersisedin P2-DHMM (hence
requiringalargertrainingdataset).However, whenMAP train-
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Fig.6. EPCsfor manuaffacelocalization for theGMM, GMMext 1-D HMM
andP2-D HMM systemsusing threedifferentmethods:ML, init, and adapt
(seecaptionof Tablelll for moredetails).
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Fig. 7. Performancdor anincreasingamountof errorin eye locations.

ing is used,the small dataset problemis effectively circum-
ventedresultingin theP2-DHMM approactobtainingthebest
overall performance.

B. Imperfectand AutomaticLocalization

Prior to using the automatic face locator describedin
Sectionlll, we brst study how eachsystemis affectedby an
increasingamountof error in the position of the eyes. For
this setof experimentswve usedexactly the samemodelsasin
SectionVI-A (i.e., trainedwith manuallylocalizedfaces).The
eye positionswereartibcially perturbedusing

(21)
(22)

t
eye, = eye% + &

t
eye, = eye% + &

Whereeye§t andeye§t arethe ground-truth(original) coordi-

natesfor aneye. ¢ is arandomvariablewhich follows anormal
distribution suchthaté ~ AN(0,0?), whereo? = V - Deyes,

with Deyes beingtheEuclideardistancebetweerthetwo eyes.
V € [0,1] andcanbe interpretedasthe amountof introduced
errorin thefacelocation.

Resultsin Fig. 7 shav that GMM, GMMext and P2-D
HMM-based systemsare quite robust to imperfect face lo-
calization.In contrast,the PCA and 1-D HMM systemsare
signipcantly more sensitve, with their discrimination per
formancerapidly decreasingas V' is increasedWe attribute
this performancedegradationto the more constrainedspatial
relationbetweerfaceparts;while the1-D HMM systemallows
for somevertical displacementijt hasrigid constraintsn the
horizontaldirection;in the PCA-baseaystemtherelationsare
rigidly preseredalongbothaxes.

Tablelll(b) shavsthattheobsenationsfrom perturbatiorex-
perimentsarecornbPrmedwhenthe automatidacelocatoris uti-
lized. ThePCA systenis themostaffected followedby thel-D
HMM. In Tablelll(a) it was shavn thatwhenusingMAP-based
trainingandmanualfacelocalization,the 1-D HMM approach
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Fig.8. Performanceasa functionof thenumberof original trainingimages.
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outperformsthe twvo GMM-basedsystemshowever, for auto-

maticfacelocalization,the GMMext approactoutperformghe

1-D HMM system.We also note that the spatial constraints
presentn the GMMext approachdo not affect the robustness
of the system.The P2-D HMM systemagain obtainsthe best
overall performancewith minimal degradationin discrimina-
tion ability whencomparedo manuallylocatedfaces.

C. Numberof Training Images

Therelatively smallnumberof faceimagesavailableto train
eachclient modelcanbe a limiting factorin obtainingprecise
facemodels.In someapplications,suchassurwillance,there
maybe only onereferencémage(e.g.,a passporphotograph).
In the experimentsreportedin SectionsVI-A and VI-B, bve
imagesvereavailablefor eachclient;thenumberof imageswvas
artibcially increasedo tenby mirroring eachoriginalimage.In
this sectionwe evaluatethe effectsof decreasinghe numberof
original trainingimages.

Fig. 8 shaws the performanceas a function of the number
of original images(i.e., mirrored versionswere also utilized).
DatabasgrotocolP wasemployedin this evaluation.lrrespec-
tiveof thetrainingstrateyy andmodel thegreatesimprovement
generallyoccurswhentwo trainingimagesareutilized instead
of one;morecwer, discriminationperformanceendsto saturate
atthreeimages.Theexceptionis the MAP trainedP2-DHMM
approachyherethereis no clearbendst in utilizing morethan
oneimage.Overall, MAP training is the leastsensitve to the
numberof trainingimages.Last,the GMM and GMMext sys-
temsbendst themostfrom anincreasen thenumberof training
images.

D. Compleity of Models

Apartfrom theperformancethecompleity of agivenmodel
is also an importantconsiderationhere,by GcompleityOwe
meanthe numberof parameterso storefor eachclientaswell
asthetime requiredfor trainingandauthenticationlf we wish
to storeeachmodelon anelectroniccard(e.g.,anaccesgard),
thesizeof themodelbecomesnimportantissue We arespecif-
ically interestedin the numberof client spechc parameters,
meaningthatwe countonly parametersvhich aredifferentbe-
tweenthe clients.

TablelV shaws the compleity of eachlocal featuremodel
usedin our experiments(using hyper-parametersuned for
optimal discrimination performance such as the number of
Gaussians)Speckcally, we shov the numberof client specibc
parametersthe time taken to train the world model, the client
modeltraining time, andthe time requiredto authenticateone
claim (comprisedof bve images).The experimentsweredone
onaPentiumlV 3 GHz runningRedHat Linux 7.3. Thetimes
include preprocessingime; the valuesin braclets indicate
the time for authenticatioror training excluding stepssuchas
facelocalization,normalizationand featureextraction. While
the implementationof GMM and HMM-based systemswas
not speckcally optimizedin termsof speed,we believe the
presentedimings areindicative.
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TABLE IV
COMPLEXITY OF THE MODELS. TIMES ARE GIVEN IN TERMS OF SECONDS VALUES IN BRACKETS EXCLUDE PREPROCESSINGTIME
(e.g.,FACE LOCALIZATION, NORMALIZATION, FEATURE EXTRACTION)

Thenumberof clientspeckc parameterfor GMM-basedap-
proachess the sumof the parametergor the means,covari-
ancematricegbothdependenbn the dimensionalityof feature
vectorsjandweights;for theHMM-basedapproachesansition
probabilitiesarealsotakeninto accountWhenMAP trainingis
used,only the meansneedto be counted,sincethe other pa-
rametersare sharedby all clients; the sharedparametersan
be storedonly oncein the systemfor all clients(e.g.,thereis
no needto storethemin eachclient® electroniccard). This is
in contrastto ML-basedtraining, wherethereare no parame-
tersshareetweerclientmodels For example whenusingthe
GMM approactandanequalnumberof Gaussiangr bothML
andMAP training,the numberof client specc parametersor
MAP trainedmodelsis abouthalf of the numberrequiredfor
ML-basedtraining.

Trainingof thegenericmodelcanbedoneoff-line andhence
thetime requiredis not of greatimportancehowever, thetime
takento train eachclient modelaswell asthetime for oneau-
thenticationare quite important. There should not be a long
delay betweena userenrolling in the systemand being able
to usethe system;mostimportantly the authenticationtime
shouldnot be cumbersomein orderto aid the adoptionof the
authenticatiosystemTheGMM, GMMext and1-D HMM ap-
proachedave shorttrainingandauthenticatiotimesof around
threeandonesecondstespectiely. We notethatfor thesethree
approacheshe preprocessingtepsconsiderablypenalizethe
speedof the authentication.

WhenusingMAP trainedmodelsthe P2-DHMM approach
hasa considerablyhighertraining and authenticatiortime, at
approximatelyd min for training eachclient modeland20 sec-
ondsfor an authenticationWith currentcomputingresources,
this authenticatiortime can be consideredas being too long
for practical deployment purposesWhen using ML trained
models, the training and authenticationtime is signibcantly
reducedwhich is partly dueto the total numberof Gaussians
being smaller However, ML trained models obtain consid-
erably worse discriminationperformanceTable lli(b) shavs
thatthe MAP trained GMMext approachoutperformsthe ML
trainedP2-DHMM approachsuggestinghatin practicalterms
the GMMext approactobtainsthe besttradeof in termsof au-
thenticationtime, robustnessanddiscriminationperformance.

VII. CONCLUSIONAND FUTURE WORK

The Pndingsof this papercanbe summarizedsfollows.

¥

ThetraditionallyusedVL trainingapproacthasproblems
estimatingrobust modelparametersvhenthereis only a
few trainingimagesavailable.Using maximuma poste-
riori probability (MAP)-basedrainingresultsin consid-
erablymoreprecisemodels]eadingto higherdiscrimina-
tion performance.

Good performanceon manually locatedfacesdoesnot
necessarilyref3ect good performancein real life condi-
tions, where an automaticlocalization systemmust be
used.As automatidocalizationcannotguarantegerfect
facelocalization,any new face classbcation technique
must be designedirom the groundup to handleimper
fectly locatedfaces.

Systemghatutilize rigid spatialconstraintdetweerface
parts(suchasPCA and1-D HMM based)areeasilyaf-
fectedby facelocalizationerrors,which arecausedy an
automatidacelocator In contrastsystemsvhichhavere-
laxedconstraint§suchasGMM andP2-DHMM based),
arequiterobust.

While the 1-D HMM-basedapproachachieses promising
performancegor manually (i.e., perfectly) locatedfaces
andoutperformghe extendedGMM approachfor auto-
matically locatedfacesits performancelegradesconsid-
erablyandis worsethanthe extendedGMM approach.
Use of featurevectorswith embeddedositionalinfor-
mationsomevhatincreasesheperformancefthe GMM
approachwith no lossof robustnesgo errorsin facelo-
calization.Along with thegoodperformancef the P2-D
HMM approachthis indicatesthat spatialrelationsbe-
tweenfacepartscarry discriminative information.

The P2-D HMM approachis overall the most robust
and obtainsthe bestdiscriminationperformancewhen
comparedo the1-D HMM andGMM-basedapproaches.
However, it also the most computationally intensve
approach,making it impracticalfor applicationuse on
currenthardware.

The besttradeof in termsof compleity, robustnessand
discriminationperformancds achieved by the extended
GMM approach.
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Futureresearchncludesthe following avenues.

¥

Currently in the extendedGMM approachthe degree
of inBuenceof positionalinformationis not controlled;
higher performancemight be attainedif more weightis
placedon this information.A possibleindirectapproach
to accomplishthis is by placing an upperlimit (during
training)onthevariancedgor thedimensionsepresenting
positionalinformation.

We conjecturethat a major sourceof authenticatiorer
rors is the posemismatchbetweenthe training and test
facesAn initial investigationontransformingrontalface
modelsto represenhonfrontalviewsis givenin[37]. The
resultsare encouragingindicatingthereis roomfor im-
provementby reducingthe posemismatch.

The MAP trainedP2-D HMM systemcould be deliber
atelydetunede.g.,by reducingthe numberof Gaussians
in eachstate)in orderto reduceits compleity, andhence
reducethe time takento performanauthenticationThis
will probablycomeatthe costof alossin discrimination
performancethoughthe extentof this lossremainsto be
seen.Embeddingpositionalinformationinto the feature
vectorsmay mitigatethe loss.
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