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Abstract: Commercial-Off-The-Shelf (COTS) software is increasingly being suggested for
use in systems development, for reasons including cost, functionality, useability, testedness,
availability of support and upgrades. At the same time, standards for use of software in safety-
related systems are becoming increasingly stringent. This paper examines the issue of
providing safety assurance for systems involving COTS software, and surveys what
international standards say about the issue. The strengths and weaknesses of a number of
different approaches are discussed. The paper suggests that “whole life-cycle” costing
estimates, including estimates of the cost of developing and maintaining safety assurance, be
made prior to deciding whether to use COTS components in safety-related applications.

1 Introduction

11  Why COTS?

System developers are under increasing pressure to use Commercial-Off-The-Shelf (COTS)
software components: that is, software that was originally designed by someone else, for other
(possibly more general) purposes, and which is not intended to be internally modified by the
system developer. COTS software includes for example application packages, operating
systems, user-interface builders and graphics packages, software embedded in COTS
hardware components, and so on.

Arguments typically advanced for the use of COTS products are:

e Cost: COTS products are generally cheaper because of economies of scale, whereby
development and maintenance costs are amortised over a large user base;

¢ Functionality: COTS products may provide a high percentage of the desired
functionality, plus a lot more besides;

e Useability: operators and end users often feel more comfortable with user interfaces based
on or resembling ones they use at home or in the office;

e Testedness: because of the wide user base, the product has generally been thrashed pretty
hard, and where problems are found they often get reported and may get fixed in future
releases;

e Support: again because of the wide user base, training and in-service support are often
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available, perhaps even from multiple sources if the user base is sufficiently large;

¢ Future proof: as technology moves on, the product may also evolve to stay up to date and
to move to new platforms.

As attractive as these arguments seem at first sight, however, there are many traps to be wary
of, and some especially difficult — and expensive — problems to be overcome before using
COTS products in safety-related systems. By safety-related system we mean one whose
failure could have safety implications. This includes systems that control or include physical
devices, including those displaying information or advice to operators, which may cause
injury or death [Std5679].

This paper surveys the issues and the options available, and makes recommendations for
organisations considering using COTS software in safety-related systems. Although the paper
focuses on safety issues, many of the lessons extend to other properties of critical systems
where assurance of system dependability is a concern. It also applies to COTS-like
components, such as Non-Development Items (NDIs), Government Off-The-Shelf (GOTS)
products (also known as Government Furnished Equipment), and legacy systems. The term
Software of Unknown Pedigree (SOUP) has recently been coined to cover this more general
class of software. Many of the issues apply to hardware as well as software.

In what follows, we follow [McDermid98] in using COTS to refer to software components
which are readily available from commercial sources, for general applications and not easily
modified. (Access to source code is generally denied.) Typical characteristics of COTS
components are that a number of different configurations may be available, and upgrades may
occur either during system development or while it is in service, or both.

1.2 Overview of paper

Section 2 overviews the requirements of current and emerging safety standards for systems
involving COTS software. Section 3 examines the purported benefits of COTS software when
viewed from a safety perspective and outlines the fundamental requirements of safety
assurance for COTS components. Section 4 describes approaches for providing safety
assurance for systems with COTS components and outlines the approaches’ strengths and
weaknesses. Section 5 summarises our findings and makes recommendations for
organisations considering using COTS software in safety-related systems.

2 Safety assurance and standards

2.1 Recent developments in safety standards

The last couple of years have seen the emergence of new international safety standards for
systems involving software [Waben99]. These include

e The long-awaited release of international (and now Australian) standard IEC 61508

“Functional safety of electrical/electronic/programmable electronic safety-related
systems” [Std61508], which is likely to have a profound influence on civilian safety
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systems;

e New CENELEC standards in the railways sector, and emerging standard IEC 61511 in the
industrial control sector; and

* A new Australian defence standard, Def(Aust) 5679 “The procurement of computer-based
safety critical systems” [Std5679]

A new, substantially revised version of the US defence standard MIL_STAN 882 has been
released [Std882D], and debate is reopening about the aerospace standard DO-178B
[Std178B]. See Section 6 for a broader list of system safety standards; several good surveys
are available [Waben99, WWW].

It is difficult to generalise about all these new standards, but some general trends — and
common requirements — are becoming apparent. Most standards now require, in one form or
another, that a Safety Case be developed, which presents documented evidence that the
system is safe to operate. For software components, there generally needs to be an assessment
of the software’s required contribution to safety, in the form of a Safety Integrity Level
(SIL) that indicates how much the system relies on the software for safety [Lindsay97].

The standards typically recommend that certain activities (typically safety-oriented V&V
activities, but also important infrastructure activities such as configuration management) be
undertaken during development of safety-related software, and require that the rigor and
independence with which the activities are carried out be commensurate with the Safety
Integrity Level. (Note that the definition of SILs and the requirements for activities differ
from standard to standard.) This might be termed a process-oriented approach, and reflects the
degree of consensus currently available. Many commentators and evaluators would prefer to
see more product-oriented evidence, but consensus on exactly what — and how much — should
be required has been harder to reach.

Because of their focus on provision of assurance through development processes, however,
standards generally have less guidance to offer to system developers and safety evaluators
when it comes to COTS components. The rest of this section outlines what some of the
standards say in relation to COTS software. It turns out that there are limited practical options
available, and that while most standards allow concessions to be made, the preferred solution
is to require equivalent rigor for the assurance for COTS and bespoke items. In Section 3 we
return instead to fundamentals to develop some useful guidance for safety assurance of COTS
software.

22 IEC61508

IEC 61508 [Std61508] requires that, if standard or previously used components are to be
used, they shall be clearly identified and their suitability justified. Justification may be derived
from operation in a similar application or evidence of suitable verification and validation
procedures. However, the previous environment(s) should also be evaluated to establish that
any operational assumptions are satisfied by the new environment.

23 MIL-STD-882D
US system-safety defence standard MIL-STD 882D [Std882D] notes the difficulties presented
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