Suggested Solution

Question 1
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o John generates the digital signature by using a hash algorithm and encrypts it by using his own
private key.

o John combines his digital signature and the information that he wants to send to MusicPlus, then
uses the merchant’s public key to perform the second encryption.

e Since no one except the merchant should have the private key for the decryption, the encrypted
message cannot be read except MusicPlus.
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After the MusicPlus receives the encrypted message, the message will be decrypted by MusicPlus’s
private key.

o Then, MusicPlus decrypts John’s digital signature by his public key and obtain a hashcode.

o |f the merchant can successfully generate back the same hashcode from the received message, then
the creator of the message must be John since no one except John should have the private key.



Question 2
KDC: Distributes symmetric key for encryption (1 mark)
CA: Binds public key to particular entity (1 mark)

KDC Mechanism (4 marks):

Assumption: Jennifer and John want to communicate and both registered to the same KDC.
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Note:

1. Itis OK if you do not draw the figures, but you need to explain very clearly.
2. Without any verbal description: deduct 1.5 marks.




CA Mechanism (4 marks):
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Note:
1. Itis OK if you do not draw the figures, but you need to explain very clearly.
2. Without any verbal description: deduct 1.5 marks.




