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Outline

« Our major question in this lecture:
— How do computers communicate?

« Major elements that we will learn in this lecture:
— Layer model
— Port and Socket
— Routing the data
— Domain Name System
— Media Access Control Address
— Supernetting and Subnetting



Introduction (1 of 2)

« A computer system is very complex!

| want to send an email to
Mary using MS Outlook

| got an email from John!
am using Thunderbiro

* Send to where?

* What kind of data?

* From whom?

* From which application?
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Introduction (2 of 2)

« We need to divide the tasks = We need to have
standard!

— Unfortunately, there are many standard-setting organizations...
* ANSI (American National Standards Institute)
* ITU (International Telecommunications Union)
« |1SO (International Organization for Standardization)
» |EEE (Institute of Electrical and Electronics Engineers)
* EIA (Electronic Industries Association)

— “TCP/IP Protocol Suite” versus “OSl seven layer model”
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An Airplane Trip

Before we talk about how the data are sent via the

network...

— Let’s consider: How we take an airplane trip?

ticket (purchase)

baggage (check)

gates (load)

ticket (complain)

baggage (claim)

gates (unload)

runway (takeoff) airplane routing runway (land)
v
departure intermediate air-traffic arrival
airport control centers airport
>
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Computer Communication

* Internet as a layered architecture

Application

Transport

Network

Data Link

ol

Application

Transport

Network

Physical

Data Link

Message
Segment
Datagram

Frame

Your Computer

Via Different Routers

Target Computer

>
Message decompose > Message 1 Message 2 Message 3
Header Tran Message 1
Header Net Header Tran Message 1
Header Link | Header Net Header Tran Message 1

Question 1: Why we have to decompose the original message?

Question 2: Why we have to add “header” and “trailer’?

Message
segment
datagram

frame
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Different Standards

* Open Systems Interconnection (OSI)
model
— Suggested by ISO
— Contains 7 layers

* Internet Protocol Suite (a.k.a. TCP/IP)

— Define a set of protocols
— Contains 4 layers

« Although OSI has a more structural framework, we use

TCP/IP. This is because...("%

Application

Presentation

Session

Transport

Network

Link

Physical

Application

Transport

Network

Link & Physical
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How the Layers Communicate?

« Using Protocol

— Set of rules/agreements in telecommunication

« So that we can understand (encode/decode) the data by following
some standards.

— Example:
« HTTP, FTP, STMP, IP... (we will discuss them shortly)

 Note

— Same layer in different computers is communicated by using
some standard protocols

— Different layers do not need to communicate

« Layer A only needs to route the data to Layer B. Layer B does not
need to understand the data
— Difficult to understand? Try to think about the situation of an airplane
trip!
» E.g. The immigration department does not need to know where have you
bought the ticket.
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Internet Protocol Suite «y¢)

 Strictly speaking:
— When you try to exchange data via Internet Protocol Suite, you
need to specify protocol and port number in the application.
» A computer just like an airport.
« A port just like a gate in the airport.
* There are totally 65535 ports
— E.g. Access web page — 80; Send email — 25; ...
— For example, the format of URL (Uniform Resource Locator) is:

* Format:
— Protocol :// Host : Port / File
« Example:
— http :// www.google.com.hk : 80 / index.html
» try with different port number, e.g. 25
» Do you know why we never need to specify 807?

— You do not need to specify them because the application already

“completed” for you
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« Example:

Internet Protocol Suite (/s

— Request a web page
« www.itee.uq.edu.au/~infs3202

— From a user point of view:

Your
computer

1. You type: www.itee.ug.edu.au/~infs3200

N
>
pd
~
INFS3202/INFS7202 Web Information Systems - Windon e EES
- (B 202 ¥ x 735
o Fav
:
oy € "

server

— What is the underlying mechanism?
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http://www.itee.uq.edu.au/~infs3202
http://www.itee.uq.edu.au/~infs3200

Internet Protocol Suite @3/s)

The basic idea:

1. After you typed: www.itee.ug.edu.au/~infs3202

« Application layer determine your protocol and port

For web searching, by default, it is “http” (protocol) and “80” (port)

« Application layer decompose your message into several smaller ones:

Your
computer

http / 80 www.itee.uq edu.au/~infs

3202

« Each piece is then send to the transport layer
2. Transport layer:
 TCP (Transmission Control Protocol) add some information.

- http / 80

- www.itee.uq

- edu.au/~infs -3202

« Each piece is then send to the network layer

3. Network layer:
* |IP (Internet Protocol) add some information.

N1 - http / 80

N2 - www.itee.uq

N3 - edu.au/~infs

« Each piece is then send to the link layer

4. Link layer:

« Transmission begins. Each piece of data is regarded as a frame
Header information should be added, but is omitted in this example for clarity

N4 - 3202
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Internet Protocol Suite @/s)

« Due to a number of reasons, the frames received at the

sever side may be out of order.

1. Link layer:
It receives:

server

Each pieces is then sent to network layer.

:

N4 3202 N1 -

http / 80

N3 - edu.au/~infs

2. Network layer:

Ensure the information correct. Remove the header:

- 3202

- http / 80

- edu.au/~infs

Each piece is then send to the transport layer.
3. Transport layer:

Reorder the data. Ensure the information correct. Remove the header:

http / 80

www.itee.uq

edu.au/~infs

3202

Send to the application layer.
4. Application Layer:

Understand we should use HTTP to read the data
Check whether the port number is correct

If Yes, send you the request page.
If No, send you some error information.

- www.itee.uq
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Internet Protocol Suite /s

 |faframe is lost...

1. Link layer:
* ltreceives:
E-BZOZ N1 - http / 80 N2 - www.itee.uq

server

2. Network layer:
Ensure the information correct. Remove the header:

-3202 - http / 80 - www.itee.uq

3. Transport layer:
* Reorder the data

- http / 80 - www.itee.uq -3202

* ldentify a data is missing (H3). Request the missing data.
*  Send information to network layer:

4. Network layer
* Add some information and send to link layer:
N | Request 3 |
5. Link layer:
* Route back to your computer to request the missing information
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Internet Protocol Suite /s

Link layer:
. It receives:

| [ Requestis |

Your 2 Network layer:
computer «  Ensure the information correct. Remove the header:

3. Transport layer:

« ldentify it is a request of a missing data (H3). Pass the missing data to the

network data.
- edu.au/~infs

4. Network layer

* Add some information and send to link layer:

N3 - edu.au/~infs

5. Link layer:

* Route to the destination computer again.

The whole process continue until the transport layer at the server side

received all of the data, and then pass to the application layer in there.
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Application Layer and Transport Layer

« Application layer:
— Support network applications

 Internet, Email, Instant messaging (MSN, Skype), P2P file transfer
(BT), Network Game, Remote desktop, Internet telephony ...

« Web — HTTP (Hyper Text Transfer Protocol)
« Email — SMTP (Simple Mail Transfer Protocol)
» File Transfer — FTP (File Transfer Protocol)

« Transport layer
— Manage the received data

e TCP — Transmission Control Protocol
« UDP - User Datagram Protocol
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Network Layer 1/2)

* Network layer

— Route the data
* |P — Internet Protocol

— In order to route the data, we need two information:

» |P Address (like your home address)
— Logical address
— In the following form: XXx.XXX.XXX.XXX
— ldentify the physical location of the computer
» In UQ domain, all computers are: 130.102.XXX.XXX

» Media Access Control (MAC) Address (like your passport)
— Physical address
— The identity of the network card
» of coz, without a network card, you cannot online...
— ALL network card in the world have DIFFERENT MAC Address!!!
» |EEE standard — 224 combinations, i.e. 281474976710656
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Network Layer 2/2)

* Find your IP address and MAC address:

- Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it Far you,

I

en: |crnd e CAWINDOWS\system32\cmd. exe

Microzsoft Windows HAP [Verszion 5.1.26801
(C» Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settingsspocfungripoconfig ~all




Link and Physical Layer

« Link and Physical Layer:
— Data transfer between neighbouring network elements
— Bits on the wire
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More About IP Address and MAC Address

 How can we know the IP address of the target
computer? (e.g. www.google.com.au)
— Use DNS (Domain Name System)!

 How can we know the MAC address of the target
computer? (e.g. www.google.com.au)
— Use ARP (Address Resolution Protocol)!
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http://www.google.com.au/
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Domain Name System (DNYS)

e DNS
— |IP Address is too difficult to remember.f@

— We need meaningful name!

 Actually, when we type: www.google.com, our computer will map it
to the IP address: 64.233.189.104 automatically

— Try it out!
— How to do the mapping?
* In the past, the “hostnames to IP address” are mapped in a local file
using a large table

» As the Internet grows, it becomes impossible to keep all of the
information in any local file system. We need a systematic structure

— l.e. DNS
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DNS Structure

DNS has a hierarchical structure

— Three letters and two letters code:
* The last two letter codes was intended to indicate the country of
origin hosting the site
— They are defined in ISO 3166

— Have you ever think about why there is no “.us” site? (e.g. NO
Www.google.com.us)

« The component before the country code was intended to indicate
the type of organization

. . t
Code Traditional Meaning Roo
com Commercial
. hk LN ] aU

edu Educational / \
gov Government ed org
int International Organization / \
mil Military ug  eee qut
net Network related / \

- psy  eee itee
org Miscellaneous
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DNS in Action — Intranet

 Within the same network:

— You are using a computer in UQ
— You want to find the IP address of itee.uq.edu.au

1. Where is itee.ug.edu.au?

»
»
&
<

2. IP Address of itee.ug.edu.au
UQ server

(ug.edu.au)

itee.uqg.edu.au must be in the “host name / IP address” table

in the UQ server.

UQ is responsible to maintain this information!

(Just like a company, the CEO is responsible to maintain the
structure of his company)
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DNS in Action — Internet

* |n the case of Internet:
— You are using a computer in UQ
— You want to find the IP address of bee.qut.edu.au

1. Where is bee.qut.edu.au? .

UQ server
(ug.edu.au)

A

' ?
Waiting.................. . 2. Where s qut server? >
3. IP Address of qut server
UQ server
(ug.edu.au)

A

UQ server
(ug.edu.au)

. 4. Where is .bee?
6. IP Address of bee.qut.edu.au 5. IP Address of bee.qut.edu.au

edu server
(.edu.au)

QUT server
(qut.edu.au)
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Obtain the MAC Address — Intranet

Web server

3. lam! My MAC:
_AB_7D .

IP: 137.189.111.002
MAC: CC-49-DE-DO-AB-7D

1.1 want to talk to: l I Database server

137.189.111.002!!! - 2. Shout:

) \/W is 137.189.111.0027 .

4. Return the target P 137189111100 IP:  137.189.111.003
MAC Address  mac: E6-E9-00-17-BB-4B MAC:  1A-23-F9-CD-06-9B

IP: 137.189.111.001
MAC: 74-29-9C-E8-FF-55

IP: 137.189.111.004
MAC: 49-BD-D2-C7-56-2A
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Obtain the MAC Address — Internet

In the case of Internet:
— Obviously, you cannot “shout” to ALL computers in the world!
— What you need to do is:

— Ask the target router to make a “shout” to its own network.

1. What is the MAC address
of bee.qut.edu.au?

uQ server
(ug.edu.au)

. i 2
Waiting.................. 2. Whereis qut server? |
~ 3.IP Address of qut server
uUQ server edu server
(ug.edu.au) (.edu.au)

3. Can you help me to find
the MAC address of ........ 4. Make a shout..

7. MAC Address . < . 5. MAC Address

6. MAC Address
UQ server QUT server

(ug.edu.au) (.qut.edu.au)
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Note 1/2

* Obviously, all servers will cache the recent records of the
IP addresses and MAC addresses.

— So that we do not always need to make such a lengthy and
complicated process

« What | have shown in the previous slides are some
simplification of the real life situations.
— Itis far more complex to obtain the MAC address in the case of
Internet.

* The detailed mechanism would be in the area of Network
Communication, which is out of the scoop of this course.

— We are dealing with Web Information Systems, which has a higher
level of perspective of the whole situation.
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Note 2/2)

« Can we change the MAC address?

— Yes! Why not?
« Why do we need to change the MAC Address?
— A number of reasons...

— Then... How? @

» Hacking? Not really, but...
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Demo: Send Email - SMTP

 When you send email...

— C:Client (You) S: Server

. telnet mail.ug.edu.au 25

220 smtp3.uq.edu.au ESMTP Sendmail.........
HELO Gabriel

250 smtp3.uqg.edu.au Hello XXX .......

MAIL FROM: <xxx@ug.edu.au>

250 2.1.0 <xxx@ug.edu.au>... Sender ok
RCPT TO: <yyy@hotmail.com>

250 2.1.5 <yyy@hotmail.com>... Recipient ok
DATA

354 Please start mail input. (End with "." on a line by itself)
This iIs a testing email.

Just for some demonstration.

250 Mail queued for delivery
QUIT
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Supernetting (NAT)

« We do not have enough IP Address!

— IPv4 defines IP address as 32 bits long
« We can have only a limited number of IP address!

« Solution: Supernetting (a.k.a Network Address

Translation, NAT)!

— Having a large number of IP address for internal use, and only
ONE address for external (Internet) use

Private IP Address:

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255
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Subnetting

* Divide the network into several sub-network (e.g. itee
network, psy network, ...)
— For better resources management

— Setting up a subnet need to use “subnet mask”

« We are not interested in how to set up a subnet. Details may refer to
some courses related to Computer Networking.

192.168.20.1 - 192.168.20.255

L

//?lﬂg-

\ 192. 168 30.1-192.168.30.255
137.189.13.20 w
(Areal IP Address) ?i*

192.168.10.1 — 192.168.10.255
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Summary

* Internetis a layered model:

— Communicate via a particular Port in the Socket
« Application layer:
— HTTP, FTP, STMP
* Transport layer:
— TCP, UDP, SCTP
* Network layer:
— IP, ARP
* Link layer:
— PPP

 DNS, MAC address and Routing
« Subnetting and Supernetting (NAT)
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