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Internet Security

 What are the major security concern when you are using

Internet for shopping?

P.2




Major Worries

Worry 1

— | transmit my credit card information over the internet. Can
people other than the intended recipient read it?

Worry 2

— | agree to pay $200 for the good. Will this payment information
be captured and changed by someone on the internet?

Worry 3

— This company claims itself to be Company X. Is this the real
company X?

Worry 4

— | have make a payment to Company X. Will Company X deny of
receiving it later?
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Security Requirements

The first worry Dbelongs t
— Confidentiality

The second worry bel ongs
— Integrity

The third worry Dbel ongs t
— Authentication

The forth worry belongs t

— Non-Repudiation

o ...

o ...

o ...
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Confidentiality

General idea

— Makes sure that a message Is kept secret

— Only the intended recipient can read it

— Even if an intruder captures your information, he cannot read it

Techni que..
— Encryption / Cryptography
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Integrity

General idea

— Makes sure that if the content of the message is altered, the
receiver can detect it

— E.g. If the payment information is changed, the message is no
longer valid

Techni que..

— Digital signature
« Just like a signature! Unique!
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Authentication

General idea
— Verify the identity

— Ensure the involved parties cannot deny the occurrence of a
transaction

— E.g. Ensure that the company identity is being verified before a

transaction

Techni que...
— Digital certification
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Non-Repudiation

 General idea
— Originator of communication cannot deny it later

« Technique
— Ensure Integrity and Authentication are enforced
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Encryption

e General iIdea

G—P—G—P—C

Plain Encryption Cipher Decryption Plain
text Key text Key text

« Two kinds of encryption algorithms:
—Symmetric Algorithm (E.g. tripl
—Asymmetric Algorithm (E.g. trip
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Symmetric Algorithm @2

e In Symmetric Algorithm, the encryption key and
decryption key are the same.

« Also known as private key algorithm.

G—P LGP~

Plain Encryption Cipher Decryption Plain
text Key text Key text
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Symmetric Algorithm (/2

Substituting one thing for another
— monoalphabetic cipher: substitute one letter for another

plaintext: abcdefghijklmnopqrstuvwxyz
ciphertext: mnbvcxzasdfghjklpoiuytrewq

Plaintext: bob. i love you. alice

ciphertext: nkn. s gktc wky. mgsbc

« Advantages: fast, efficient, simple.

« Disadvantages: limited security, easy to decrypt, difficult
to distribute the keys.
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Asymmetric Algorithm

In Asymmetric Algorithm, the encryption key and
decryption key are the different.

— One of the key called public key.

— The other key called private key.

Also known as public key infrastructure
Advantages: Highly secure. Difficult to hack.
Disadvantages: Performance issue.
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Public Key and Private Key (1/4)

 How the system works:

— Everyone generates a pair of keys, and distribute the public key
to everyone but keeps the private keep to itself.

— One key if used for decryption, and the other key is used for
encryption.

 |f a public key is used for encryption, then the corresponding private
key is used for decryption.

 |f a private key is used for encryption, then the corresponding public
key is used for decryption.

— The algorithms are public domain knowledge

— The strength comes from the length of the key (128 bit key
encryption is computationally impossible to break)

P.13




Public Key and Private Key (2/4)

e Scenario 1:

G—P—G—P—-C

Plain Private Cipher Public Plain
text Encryption text Decryption text
Key Key

e Scenario 2:

G—P—G—P—C

Plain Public Cipher Private Plain
text Encryption text Decryption text
Key Key

e Which scenario iIs more useful?
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Public Key and Private Key /4

 To ensure secure communication, we need to have
BOTH scenario!
— Both are useful!
— Suppose Jennifer try to purchase something online:

Vo

Jenni f €
Public key

Some #$"% %" YU /
8 ) toxt — @& — HIY*(

Jennifer

Encrypted I Encrypted

Text 1 Text 2
Jenni fer’”sOnline Shop’ s
Private key Public key

S

=) Scnd
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Public Key and Private Key (4/4)

e Continue our previous example:
— At the online shop:

%"YU #$"%

Some :
HIY*( — @& ) text mmmm) Take some actions

Encrypted I Encrypted I
Text 2 Text 1

Online Shopgesini fer’s
Private key Public key

— By doing so, we can ensure that:
* Only the target online shop can read the message.

 The message received by the online shop should be sent by
Jennifer, because only she can encrypt the message.
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Summary

e A comparison

Public key system Private key system

Encryption key can be made publig Encryption key cannot be made public

Only the recipient has the private kegoth the sender and the receiver haye
the private key

Encryption is asymmetric Encryption is symmetric

No need to exchange keys before | Must exchange keys before
communication communication
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RSA — A Popular Asymmetric Algorithm (/s

An online demo:

http://islab.oreqgonstate.edu/koc/ece575/02Project/Mor/

General Idea:

In the RSA encryption method, messages are translated into
sequences of integers.

This can be done by translating each letter into an integer, as is
done with the Caesar cipher.

These integers are grouped together to form larger integers,
each representing a block of letters.

The encryption proceeds by transforming the integer M,
representing original message, to an integer C, representing the
encrypted message.
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RSA — A Popular Asymmetric Algorithm /s

 The major equation of RSA encryption is: C = M® mod n

 RSA encryption step-by-step:
1. Select 2 prime numbers, p and g
e« Eg..p=43,9=59
* Note: In practice, each number should be at least 100 digits long.
2. The value n in the equationis p x q
 E.g..n=43x59 =2537
3. Choose e (e<n) so that no common factor between e and n.
 E.g..e=13
4. The encryption key is: (e, n) = (13, 2537)
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RSA — A Popular Asymmetric Algorithm /5

o Suppose we have a message.
—“Start’
* |n ASCII code (http://www.asciitable.com/) , “ S I s 83.
— By using the encryption key (e, n) = (13, 2537):
e« C=Memodn
e C=(83)?mod (2537) = 2512
 Hence S is encoded with 2512. Similar for each digit.
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http://www.asciitable.com/

RSA — A Popular Asymmetric Algorithm /s

« The major equation of RSA decryption is: C = M4 mod n

 RSA decryption step-by-step:
1. Identify the value d such thate x d 1 1 is divisible by n
e E.g.:p=43,9=59, e =13, thend =937
2. The decryption key is (d, n) = (937, 2537)
 Recall that n =43 x 59 = 2537

e Suppose we received a message:
- “803"
— By using the decryption key (d, n) = (937, 2537):
e« C=MImod n
« C =(803)%7 mod (2537) = 104
el n ASCI Il c¢codSeo, “180043 "i sme“ahn’s. “ h”

P.21



RSA — A Popular Asymmetric Algorithm /s

 Note that:

— You either keep the encryption key secretly or keep the
decryption key secretly.

— Theoretically, it is impossible to guess the encryption key given
the decryption AND impossible to guess the decryption key
given the encryption key.

* The reason is that — in no situation will p and q be released.
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Digital Signature

» Digital signature is used to achieve non-repudiation in
the cyber-world

 Electronic counterpart of handwrite signatures
— Legally binding now
— Purpose
e The sender “sign” the message.
* The receiver knows the message is sent by the sender.
* The sender cannot deny she has sent the signed message.

— Based on public key encryption
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Digital Signature Mechanism

A message digest (or, a fingerprint) is generated
— It reveals nothing about the message and
—lts not computationally possib
generate the same digest
« The signer creates a "hash", unigue shortened version of
the message digest, and then uses his private key to

encrypt the hash
— The encrypted hash is the digital signature

£

7

([

Hash Algorithm
2 9o » | Hash Code | =—>

Plain text I Digital
Signature

F

Private Encryption Key > 24



Digital Signature Mechanism

e Mechanism

Jenni fer ' s
Private key

%@ Jenni fer’'s

Pubic key
Hash L &*(#H % \
| — i
8 — | ot | —

\
71|
e

Online Shop’s
Public key

=) Scnd

Encrypted
Text

Note: we do not need to encrypt the message now (more efficient)
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Digital Signature Mechanism

e Mechanism

Jenni fer's
Pubic key
%"YU

l | Hash
/ Compare to see if they are
e —) \ the same
Encrypted I \ S Some —) SR \

&*(#H

Text text

Online Shop’'s
Private key
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Note

If the message Is changed in any way, the hash result of
the changed message would be different

The digital signature and the clear text message will be
sent out

The recipient recreates the hash from the received

message, then uses the public key of the sender to
decrypt the hash included in the received message.

If two hash results same — right signer and right
message

A very good demo:
— http://nsfsecurity.pr.erau.edu/crypto/md5.html
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Some Issues

 Is digital signature alone enough?
— How do we know a public key is bind to a particular user?
— Where can we obtain the public keys?
— Who manage the public keys?

e Solution:

— Key Distribution Center (KDC)
 Manage shared keys

— Certification Authority (CA)
» Solve the identity problems
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Key Distribution Center (KDC)

In cryptography, a key distribution center (KDC) is part of
a cryptosystem intended to reduce the risks inherent in
exchanging keys.

KDC often operate in systems within which some users
may have permission to use certain services at some
times and not at others.

KDC is mainly used for distributing the symmetric key.

Question:

— How does KDC allow 2 persons using a shared symmetric secret
key to communicate with each other?
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Key Distribution Center (KDC) Mechanism 3

e Basic mechanism:

_ Think a ke register
é{:}g lllllllllll2:’> llllizllllllll} KDC

Jennifer

Think a key register
. —— EE—— KDC

John
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Key Distribution Center (KDC) Mechanism ¢/3

e Continue:

Jenni fer’s key

V o

8~ Req. $ @#% —) KDC —) ﬁ

Jennifer  Arequest wants Generate a new key
to talk with John called Session Key
John's key
% Jennifer's key Jennifer’s key
1 Key %@ % Key
ﬁ —) Info.

Session key = \A @#% — BL/
ﬁ / Jennifer \ ﬁ

Session key Session key
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Key Distribution Center (KDC) Mechanism /3

e Continue:

Y o
8—» e —>8i>ﬁ

Jennifer John Session key
Jennifer ﬁ John

Session key

— Now, Jennifer and John can communicate securely via the
session key to encrypt and decrypt the messages.
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Certification Authority (CA)

» Certification authority (CA): binds public key to particular

entity, E.
— E (e.g. person, router) registers its public key with CA.
—E provides “proof of i1 dentity?”

— CA creates certificate binding E to its public key.

—Certificate containing E s publ
CA
« CA says “this iIis E’'s public key?”

CA’"s private ke

Proof of identity %
I CA 1

%@/

Jennifer’”s public kepass

\ Digital
Certificate



e |n orderto

Digital
Certificate

Obtaining a Public Key

get the public key of Jennifer:

CA”s public key

ﬁ Cl)t?er
Nnro.
\ /7

N\ g

Jenni fer’'s Public

Key
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More About Digital Certificate

Internet Options

General | Security || Privacy | Content | Connections | Progrd

Certificates
Content Advisor
?l Ratings help you control the Internet content tha|  [Ntended purpose:
viewed on this computer. = = —
_ : Trusted Root Certification Authorities | Trusted Publishers | Untrusted Publishers i
| Enable.. |
. ] 2
Cortificates Issued To Issued By Expiratio... | Friendly Name Al
R T RICE S K R [=)aan Certificate Ser... AAA Certificate Services  1/01/2028  C-O-M-0-D-0
ﬁ AEA.ECDM Root CA  ABA.ECOM Root CA 10/07/2002  DST (ABA.ECOM..,
(=) ac Raiz Certicmar... AC Raiz Certicamara ... 3/04/2030  AC Raiz Certica. ..
| Cearssistate | certficates || Pl | | Eacrazone AC RAIZ DNIE 9/02/2036  DIRECCION GEN...
ﬁ-—CEF'.T ADVAMCED A-CERT ADVAMCED 24/10/2011  A-CERT ADVANC...
Sl Elacns ACNLE 15/05/2023  NLB Nova Ljublia...
% Autocgmplete sté:res previous Etries sd | | Eadminca-co-To1 AdminCA-CD-T01 25/01/20156  BIT AdminCA-CD...
: ?;‘r“;zupages i (&) Admin-Root-CA Admin-Root-CA 10/11/2021  BIT Admin-Root-CA
Feeds Agen::e Mationale d... Agence Mationale de ... 12082037 Agence Mational... s
E Feeds provide updated content from adl
| websites that can be read in Internet _ B
Explorer and other programs. [ Import... ] = e Advanced...
Certificate intended purposes

Close

OK ] [ Cancel

P.35




Some More Information

e Two classes of keys

— Short-term session keys
« Generated automatically and invisibly
« Used for a limited time only
» [For process control & access control
— Long-term keys
» Generated explicitly by the user
» For Authentication & Confidentiality
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Public Key Infrastructure

 PKlis a set of
— Hardware
— Software
— Policies and procedures
— People
— Legal framework
« Two popular types of PKI

— X.509 (Current version is V3)
— PGP
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