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Internet Security

•What are the major security concern when you are using 

Internet for shopping?
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Major Worries

•Worry 1

–I transmit my credit card information over the internet. Can 

people other than the intended recipient read it?

•Worry 2

–I agree to pay $200 for the good. Will this payment information 

be captured and changed by someone on the internet?

•Worry 3

–This company claims itself to be Company X. Is this the real 

company X?

•Worry 4

–I have make a payment to Company X. Will Company X deny of 

receiving it later?
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Security Requirements

•The first worry belongs to… 

–Confidentiality

•The second worry  belongs to…

–Integrity

•The third worry belongs to…

–Authentication

•The forth worry belongs to…

–Non-Repudiation
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Confidentiality

•General idea

–Makes sure that a message is kept secret

–Only the intended recipient can read it

–Even if an intruder captures your information, he cannot read it

•Technique…

–Encryption / Cryptography
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Integrity

•General idea

–Makes sure that if the content of the message is altered, the 

receiver can detect it

–E.g. If the payment information is changed, the message is no 

longer valid

•Technique…

–Digital signature

•Just like a signature! Unique!
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Authentication

•General idea

–Verify the identity

–Ensure the involved parties cannot deny the occurrence of a 

transaction

–E.g. Ensure that the company identity is being verified before a 

transaction

•Technique…

–Digital certification
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Non-Repudiation

•General idea

–Originator of communication cannot deny it later

•Technique

–Ensure Integrity and Authentication are enforced
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Encryption

•General idea

•Two kinds of encryption algorithms:

–Symmetric Algorithm (E.g. triple DES, AES, CAST…).

–Asymmetric Algorithm (E.g. triple RSA, DSA, ECC…)
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Symmetric Algorithm (1/2)

•In Symmetric Algorithm, the encryption key and 

decryption key are the same.

•Also known as private key algorithm.
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Symmetric Algorithm (2/2)

•Advantages: fast, efficient, simple.

•Disadvantages: limited security, easy to decrypt, difficult 

to distribute the keys.
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Substituting one thing for another

–monoalphabetic cipher: substitute one letter for another

plaintext:  abcdefghijklmnopqrstuvwxyz

ciphertext:  mnbvcxzasdfghjklpoiuytrewq

Plaintext: bob. i love you. alice

ciphertext: nkn. s gktc wky. mgsbc



Asymmetric Algorithm

•In Asymmetric Algorithm, the encryption key and 

decryption key are the different.

–One of the key called public key. 

–The other key called private key.

•Also known as public key infrastructure

•Advantages: Highly secure. Difficult to hack.

•Disadvantages: Performance issue. 

P. 12



Public Key and Private Key (1/4)

•How the system works:

–Everyone generates a pair of keys, and distribute the public key 

to everyone but keeps the private keep to itself.

–One key if used for decryption, and the other key is used for 

encryption.

•If a public key is used for encryption, then the corresponding private 

key is used for decryption.

•If a private key is used for encryption, then the corresponding public 

key is used for decryption.

–The algorithms are public domain knowledge

–The strength comes from the length of the key (128 bit key 

encryption is computationally impossible to break)
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Public Key and Private Key (2/4)

•Scenario 1:

•Scenario 2:

•Which scenario is more useful?
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Public Key and Private Key (3/4)

•To ensure secure communication, we need to have 

BOTH scenario!

–Both are useful!

–Suppose Jennifer try to purchase something online:

P. 15

Some

text

#$^%

@&!

Jennifer

Jennifer’s

Private key

Encrypted

Text 1

Online Shop’s

Public key

%^YU

HIY*(

Encrypted

Text 2

Send

Jennifer’s

Public key



Public Key and Private Key (4/4)

•Continue our previous example:

–At the online shop:

–By doing so, we can ensure that: 

•Only the target online shop can read the message.

•The message received by the online shop should be sent by 

Jennifer, because only she can encrypt the message.
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Summary

•A comparison
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Public key system Private key system

Encryption key can be made public Encryption key cannot be made public

Only the recipient has the private keyBoth the sender and the receiver have 

the private key

Encryption is asymmetric Encryption is symmetric

No need to exchange keys before 

communication

Must exchange keys before 

communication



RSA – A Popular Asymmetric Algorithm (1/5)

•An online demo:

–http://islab.oregonstate.edu/koc/ece575/02Project/Mor/

•General Idea:

–In the RSA encryption method, messages are translated into 

sequences of integers. 

–This can be done by translating each letter into an integer, as is 

done with the Caesar cipher. 

–These integers are grouped together to form larger integers, 

each representing a block of letters. 

–The encryption proceeds by transforming the integer M, 

representing original message, to an integer C, representing the 

encrypted message.
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RSA – A Popular Asymmetric Algorithm (2/5)

•The major equation of RSA encryption is: C = Me mod n

•RSA encryption step-by-step:

1. Select 2 prime numbers, p and q

•E.g.: p = 43, q = 59

•Note: In practice, each number should be at least 100 digits long.

2. The value n in the equation is p x q

• E.g.: n = 43 x 59 = 2537

3. Choose e (e<n) so that no common factor between e and n.

• E.g.: e = 13

4. The encryption key is: (e, n) = (13, 2537)
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RSA – A Popular Asymmetric Algorithm (3/5)

•Suppose we have a message: 

–“Start”

•In ASCII code (http://www.asciitable.com/), “S” is 83.

–By using the encryption key (e, n) = (13, 2537):

•C = Me mod n

•C = (83)12 mod (2537) = 2512

•Hence S is encoded with 2512. Similar for each digit.
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RSA – A Popular Asymmetric Algorithm (4/5)

•The major equation of RSA decryption is: C = Md mod n

•RSA decryption step-by-step:

1. Identify the value d such that e x d ï1 is divisible by n

•E.g.: p = 43, q = 59, e = 13, then d = 937

2. The decryption key is (d, n) = (937, 2537)

• Recall that n = 43 x 59 = 2537

•Suppose we received a message: 

–“803”

–By using the decryption key (d, n) = (937, 2537):

•C = Md mod n

•C = (803)937 mod (2537) = 104

•In ASCII code, 104 is “h”. So “803” means “h”.
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RSA – A Popular Asymmetric Algorithm (5/5)

•Note that:

–You either keep the encryption key secretly or keep the 

decryption key secretly.

–Theoretically, it is impossible to guess the encryption key given 

the decryption AND impossible to guess the decryption key 

given the encryption key.

•The reason is that –in no situation will p and q be released.

P. 22



Digital Signature

•Digital signature is used to achieve non-repudiation in 

the cyber-world

•Electronic counterpart of handwrite signatures

–Legally binding now

–Purpose

•The sender “sign” the message.

•The receiver knows the message is sent by the sender.

•The sender cannot deny she has sent the signed message.

–Based on public key encryption
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Digital Signature Mechanism

•A message digest (or, a fingerprint) is generated

–It reveals nothing about the message and 

–It’s not computationally possible to find another message that will 

generate the same digest

•The signer creates a "hash", unique shortened version of 

the message digest, and then uses his private key to 

encrypt the hash

–The encrypted hash is the digital signature

P. 24

Plain text

Hash Code
Hash Algorithm

Digital 

Signature

Private Encryption Key



Digital Signature Mechanism

•Mechanism
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Digital Signature Mechanism

•Mechanism
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Note

•If the message is changed in any way, the hash result of 

the changed message would be different

•The digital signature and the clear text message will be 

sent out

•The recipient recreates the hash from the received 

message, then uses the public key of the sender to 

decrypt the hash included in the received message.  

•If two hash results same –right signer and right 

message

•A very good demo:

–http://nsfsecurity.pr.erau.edu/crypto/md5.html
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Some Issues

•Is digital signature alone enough?

–How do we know a public key is bind to a particular user?

–Where can we obtain the public keys?

–Who manage the public keys?

•Solution:

–Key Distribution Center (KDC)

•Manage shared keys

–Certification Authority (CA)

•Solve the identity problems
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Key Distribution Center (KDC)

•In cryptography, a key distribution center (KDC) is part of 

a cryptosystem intended to reduce the risks inherent in 

exchanging keys. 

•KDC often operate in systems within which some users 

may have permission to use certain services at some 

times and not at others.

•KDC is mainly used for distributing the symmetric key.

•Question:

–How does KDC allow 2 persons using a shared symmetric secret 

key to communicate with each other? 
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Key Distribution Center (KDC) Mechanism (1/3)

•Basic mechanism:
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Key Distribution Center (KDC) Mechanism (2/3)

•Continue:
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Key Distribution Center (KDC) Mechanism (3/3)

•Continue:

–Now, Jennifer and John can communicate securely via the 

session key to encrypt and decrypt the messages.
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Certification Authority (CA)

•Certification authority (CA): binds public key to particular 

entity, E.

–E (e.g. person, router) registers its public key with CA.

–E provides “proof of identity” to CA. 

–CA creates certificate binding E to its public key.

–Certificate containing E’s public key digitally signed by a specific 

CA

•CA says “this is E’s public key”
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Obtaining a Public Key

•In order to get the public key of Jennifer:
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More About Digital Certificate
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Some More Information

•Two classes of keys

–Short-term session keys 

•Generated automatically and invisibly

•Used for a limited time only

•For process control & access control

–Long-term keys

•Generated explicitly by the user

•For Authentication & Confidentiality 
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Public Key Infrastructure

•PKI is a set of 

–Hardware

–Software

–Policies and procedures

–People

–Legal framework

•Two popular types of PKI

–X.509 (Current version is V3)

–PGP
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