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A Complete Formal Development using Cogito

Nicholas Hamilton Dan Hazel Peter Kearney
Owen Traynor Luke Wildman

Abstract

This paper gives an overview of a case study in fully formal development from
high level specification to executable code using the Cogito formal development
system. The case study demonstrates a significant advance in integrated support
for fully formal development.

Keywords Formal Methods, Formal Specification, Algorithm Refinement, Data
Refinement.

1 Introduction

Formal, mathematically based software development methods provide a basis for
achieving very high levels of assurance of the correctness of software. However,
while formal techniques have been used quite a lot for formal specification and
to a lesser extent for formal code verification, there are relatively few demonstra-
tions of fully formal machine checked developments from high level specification
to executable code.

This paper presents such a development for a small symbol table package,
using the Cogito formal development system [BKKT95]. Cogito’s formal devel-
opment language is based on the well known specification language 7 [Wor92]
with extensions for modular specification and development to code (see Section
2.1 for more details).

The development presented here comprises formal high-level specification,
formal validation of the specification, data refinement of high level data struc-
tures to low level data structures, algorithm refinement to imperative statements
and translation to Ada code.! All steps in the development are machine assisted
and verification requirements have been machine checked using the Ergo theo-
rem prover [UW95, UNT96].

This case study demonstrates a significant advance in support for fully formal
development from Z to executable code. More detailed comparisons with related
work are given in Section 5.

1 Ada’83 is targeted, but the subset of Ada which the system produces is common to Ada’83
and Ada’95.



2 Background: The Cogito System
2.1 The Cogito Methodology

The Cogito system consists of methods and tools for the formal development of
sequential systems from high level specification to executable code.

Cogito’s formal development language, called Sum, is based on the well
known specification language 7 [Wor92], with soundness assured by a mathe-
matical semantics in set theory. Sum extends 7 with facilities for: encapsu-
lation, parameterisation and instantiation, partitioning specifications, defining
state machines, combining state machines, stating preconditions explicitly, and
expressing implementations. These extensions enable Sum to support the en-
tire development process, whereas 7 has focussed on the specification phase of
development.

Development begins with a high level specification expressed as one or more
Sum modules. Specifications are formally validated to show the consistency of
the specification by proving certain standard proof obligations. Expected prop-
erties of the specification may also be proved as a form of validation. Animation
can also be used to ‘test’ the results of an abstract specification.

Development proceeds through one or more data refinement steps, in which
abstract data structures used in the initial specification are converted to data
structures suitable for implementation.

Next, algorithm refinement steps are undertaken to convert specifications
expressed as pre and post conditions into procedural programs. This process
proceeds step-wise, finally producing an implementation expressed in a subset
of Sum called the intermediate programming language (see Section 2.2).

Finally, the resulting intermediate language program can be automatically
translated to Ada.

The case study described here illustrates all these development steps, except
for the use of animation.?

2.2 The Sum Intermediate Language

Fully formal development in Cogito is targeted to an intermediate programming
language (IL), defined as a subset of Sum, which can be translated to a variety
of imperative languages. Currently, Cogito supports automatic translation to
Ada.

Space limitations preclude a full discussion of I types here. We give a brief
review of types actually used in the case study presented in this paper.

The computational types integer, natural, and natural_1 are defined as sub-
types of the theoretical (infinite) int type and are represented by a specific
(machine dependent) range of integers.

Machine oriented arithmetic operators are defined so that results are only
guaranteed to be defined when results are within range. (Thus they are partial

2The animator is a relatively recent addition to the toolkit. The current case study has
been animated using the tool. For more details on the animator see [HST97].



operations on int, the theoretical integer type). These operators are generally
denoted using a ¢ subscript. For example computational addition is denoted
+e.

Similarly, the computational boolean type and operators are available.

Constrained array types are represented in the IL by total functions from
finite, discrete types to IL types: the type array(I, R) of arrays with index
type I and range R is defined to be I — R. Array update is represented by a
restricted version of function override which does not extend its domain (since
this is not possible for arrays). The expression upd(a, i, v) denotes the function
(array) a updated at index i to the value v.

Procedural constructs are modelled in the intermediate language as predi-
cates relating before (unprimed) and after (primed) states. For example, the IL
has a multiple assignment operator :=. The meaning of the multiple assignment

assign z1,...2n := F1,...En

where E1,...FEn are independent of any primed variables, is that
l.zl' = E1A...zn" = En

2. For all variable pairs Y, Y’ in the current signature such that ¥ does not
appear on the left of the assignment, Y’ = V.

The sequencing operator ;; is defined using quantification over intermedi-
ate states. The while construct is defined by a fixed point construction over
predicates in the Sum semantics.

As in various refinement calculi (e.g., [Mor95]), Sum intermediate language
constructs can be intermixed with more general ‘non-I1.” Sum specification con-
structs.

3 The Case Study

We begin with an abstract specification SymtabA which describes a simple sym-
bol table as a map (ST') from symbols (SYM) to values (VAL). The state in-
variant is that the number of maps should not exceed the predetermined value
k. The table is initialised to the empty set in the init schema. There are then
two operation schemas: update which given the appropriate precondition adds
to the symbol table; and lookup which given an appropriate symbol finds the cor-
responding value. In Cogito, operation schemas (denoted by op schemaname)
implicitly include the state schema and a primed copy of the state schema. The
notation changes_only A asserts that for every state variable 2z which is not in
the set of state variables A, z = z’.



__symtabA[SYM; VAL; k : natural_1]
ST == SYM -+ VAL

_ state init
symtab : ST lrsymtab’ =1{}
#(dom symtab) < k
—op update _op lookup
s?: SYM s?: SYM
v?: VAL vl VAL
pre(# dom(symtab) < k pre(s? € dom symtab)
A s? & dom symtab) v! = symtab(s?)
symtab’ = symtab ® {s? — v?} changes_only{}

3.1 Validation Proof Obligations

A schema is modelled in Ergo as a pair [Sz'g | A] of a signature and a predicate.
Predicates are modelled as mappings from situations to boolean. A situation
maps identifiers to their values and types. Thus for each situation (dependent on
the context in which the schema is used) the predicate part yields a truth value
based on the current situation. Based on this modeling, the schema operators
A4, V,, etc. are supported, as well as the operator pre, which calculates the
precondition of a schema. In addition, the schema_derives (=) operator can
be used to specify proof requirements in the schema language. 51 =, 52 is true
if and only if 51 and 52 are type compatible and in all situations which satisfy
the predicate of S1 the predicate of 52 is also satisfied. See [BKKT96] for more
details of the modeling of Sum in Ergo.

As part of the Cogito methodology it is usual, as a form of validation, to dis-
charge two types of proof obligation for the initialisation and operation schemas.
These are generated automatically by Ergo when loading theories generated
from Sum theories, and then discharged using the Ergo interactive theorem
prover.

These proof obligations are

e The stated precondition Pre of schema Op implies the calculated precon-
dition. This is expressed in Ergo as: (Pre A, State) =, pre, (Op)

e The schema is satisfiable, i.e., there exist values for all of the variables
that satisfy the typing conditions and predicate part of the schema.

For instance, in the SymtabA specification the precondition proof obligation
for the lookup schema amounts to showing that for all values of symtab and s7?,
if s? is in the domain of symtab (as required by the explicit precondition), then
there exist values of the correct type of symtab’ and v! such that s? is in the
domain of symtab, v! = symtab(s?) and the state variables are unchanged (i.e.,
symtab = symtab’).



Each of the specifications SymtabA, SymtabC and SymtabD were validated in
this manner using Ergo. Proof lengths range from 1 to 250 proof steps entered
by the user. The actual number of proof steps was often several thousand, but
this number is reduced using automated tactics.

3.2 Data Refinement

The next development step is to data refine the specification to SymtabC in
which the abstract function ST is replaced by the more array like constructs
keys and wvals to record the symbol table.

__symtabC[SYM; VAL; k : natural_1]

_ state nit
keys:1..k — SYM lrhz'gh’ =0
vals: 1..k — VAL
high : 0 ..k

Vi,j:1..highe
i #j = keys(i) # keys(j)

_op update _op lookup
s?:SYM s?: SYM
v?: VAL vl: VAL
pre(high <k A pre(3i: 1.. high e keys(i) = s7?)
Vi:l.. highes?#keys(i)) | 3;:1.. highe -
high" = high + 1 (keys(i) = s? A vl = vals(i))
keys' = keys @ {high + 1+ s?} changes_only{}

vals' = vals ® {high + 1+ v?}

In data refinement a representation relation defines the formal relationship
between the abstract and concrete states. For instance, in the data refinement
between SymtabA and SymtabC the representation relation is expressed in the
SymtabA C module.

__symtabAC[SYM; VAL; k : natural_1]

import symtabA(SYM, VAL, k) as Abs
import symtabC(SYM, VAL, k) as Conc

__symtabReln
Abs.state
Conc.state

dom Abs.symtab = {ks : SYM |
di:1.. Conc.high e Conc.keys(i) = ks}
Vi:1..Conc.high @ Abs.symtab(Conc.keys(i)) = Conc.vals(i)




_updateReln _lookupReln

Abs.update Abs.lookup
Conc.update Conc.lookup
Abs.s? = Conc.s? Abs.s? = Conc.s?
Abs.v? = Conc.v? Abs.v! = Conc.v!

(— — data_refine(symtabAC_Abs, symtabA C_Conc,
[symtabA C_Abs.init ~ symtabAC_Conc.init,
symtabAC_Abs.update ~ symtabA C_Conc.update,
symtabA C_Abs.lookup ~ symtabA C_Conc.lookup],
symtabReln, [empty_schema, updateReln, lookup Reln]).

—-)

In this module SymtabA and SymtabC are imported as Abs and Conc respec-
tively. The relationship between the state variables in Abs and Conc is then
defined in the schema symtabReln. The data_refine directive specifies the data
refinement relationship beteen SymtabA and SymtabC and is used by the trans-
lator to create proof obligations.

To verify that a specification refines another, a number of types of proof
obligation are generated using the representation relation module. Formally, we
say operation OpA is data refined to operation OpC where OpC and OpA are
related by the relation R, when the following conditions hold:

e Precondition Weakened: pre (OpA) A, R =, pre (OpC),

e Postcondition Strengthened:
pre,(OpA) A, R A, OpC =, 3,(A.state’, OpA A, R'),

e Initialisation: C.init =, 3 (A.state’, A.init A, R’).

Automated tactics in Ergo discharge substantial parts of each of the obli-
gations. The lengths of the proofs for the SymtabA to SymtabC were typically
less than 100 lines, though the precondition proof for the lookup schema proved
relatively difficult and took 500 lines.

SymtabC'is then data refined to SymtabD in which the abstract types such
as 1..k are replaced by computational types 1.._k in preparation for algorithm
refinement. The refinement relation SymtabCD (not shown here) is expressed
as a specification similar to SymtabAC.

—_symtabD[SYM; VAL; k : natural_1]

_ state init
keys : array(1.. k, SYM) lrhigh’ =0
vals : array(l.. k, VAL)
high : 0.. k

Vi,j:1.. highe
.5 = keys(i)#. keys(j)




_op update _op lookup
s,s' 1 SYM s, s SYM
v,v' : VAL v,v' : VAL
pre(high < k A pre(3i: 1.. high e keys(i) = s)
Vi:l..highes# keys(i)) |Ji:1..highe
high' = high + 1 (keys(i) = s A v = vals(7))
keys' = keys @ {high + 1 — s} | changes_only{v}

vals' = vals @ {high + 1 — v}
changes_only{keys, vals, high}

3.3 Algorithm Refinement
The final refinement of SymtabD to IL is given in Module SymtabDaref.

—_symtabDaref[SYM; VAL; k : natural_1]
_ state
keys : array(1.. .k, SYM)
vals : array(l.. k, VAL)

high : 0.. k

Vi:l.. high; j:1.. highe
] = keys(i) keys(j)

_update
high, high' : 0.. .k

_init
high’ : 0.. k
keys' : array(1...k, SYM)
vals' : array(1.. k, VAL)

assign high := 0

_lookup
high, high' : 0. . k

keys, keys' : array(1.. .k, SYM)
s,8' : SYM

v,v': VAL

vals, vals’ : array(1.. .k, VAL)

keys, keys' : array(1..,k, SYM)
s,8' : SYM

v,v' : VAL

vals, vals’ : array(1.. k, VAL)

assign high, keys, vals :=
high +. 1,
upd(keys, high +. 1, s),
upd(vals, high +. 1, v)

var ind : 1.. k; ind' : 1.. k o
assign ind :=1;;
while keys(ind)#.s do
assign ind := ind +. 1 done ;;
assign v := vals(ind)

In algorithm refinement, the predicate in the body of an operation schema is
refined to a predicate defined by IL constructs. Refinement of predicates is in
the context of the signature of the operation being refined. The term A Cg;y B
means that the predicate A is refined to the predicate B in the context of the
signature Sig.

The following is the definition of refinement of the predicate A to the pred-
icate B in the context of signature Sig.

-1



aziom gen_ref _intro ===

pre, ([ Sig | A]) =, pre ([ Sig | B]) A,
pre, ([ Sig | A]) A, [Sig | B] = [Sig | A]
= A ESig B

We discuss here the algorithm refinement of the lookup schema. This involves
the construction of a while loop with the appropriate initialisation and loop
invariant.

pre( existsi : 1.. high @ keys(i) =s)
and existsi : 1.. high @ keys(i) =sandVv' =vals(s)
and changes_only{v}

L

varind,ind’ :1..ck @
pre( existsi : 1.. high @ keys(i) =s)
and existsi : 1.. high @ keys(i) =sandVv' =vals(s)
and changes_only{v}

L

varind,ind :1.ck @
keys'(ind') =s and ind’ < high’ and changes only{ind} .. assignv :=vals(ind)

C

varind,ind’ :1.ck @
existsy :ind .. high @ keys(y) =s
and existsy : ind' .. high' @ keys'(y) =<'
assignind:=1 ,, andchanges only{ind} and notc(keys'(s)/=cs .. assignv :=vas(ind)

L

while keys(ind) /=c sdo
existsy :ind .. high @ keys(y) =s
varind,ind:1.ck @ and existsy : ind' .. high' @ keys (y) =<
and changes_only{ind}
and high’ - ind’ < high - ind
assignind:=1 ., and 0 <= high’ - ind’ done .. assignv:=vals(ind)

1 1

L

ind,ind’ :1..ck ) :
varind,in cke while keys(ind) /=c sdo

assignind:=1 - assignind:=ind+c1 done -+ assignv :=vals(ind)

Figure 1: Algorithm Refinement of the Lookup Schema Predicate

In Figure 1 the steps of the algorithm refinement of the lookup schema are
shown (note that Sum’s machine-readable syntax is used). The top of the figure
begins with the body of the SymtabD lookup schema.

The first step is to introduce the local variables ind and ind’. These will
be used as our counter in the while loop to be introduced. This step uses the



following rule that can be derived from gen_ref_intro in the specific instance of
variable introduction :
aziom loc_var_intro === disjoint_sig(Sig, D) = F Cg;y var(D, F)

To use this rule and introduce a new variable we need to show that the
variable D is disjoint from the signature Sig (expressed by the proposition
disjoint_sig(Sig, D)).

The body within the scope of the declarations of ind and ind’ is then re-
fined to the sequential composition S2 ;; assign v := vals(ind) where 52 =
keys' (ind') and ind’ < high’ and changes_only{ind}.

The following rule allows such an introduction of program sequencing, refin-
ing the predicate A to B;; C relative to the signature Sig.
ariom seq_inlro ===

pre, ([ Sig | A]) =, pre, ([ Sig | B]) A,

pre ([ Sig | A]) A [Szg | B] =, schema_przme(pre ([Sig| C])) A

pre,([Sig | A]) A, [Sig | B];; [Sig| C]=, [Szg|4]
jAESng C

The next couple of steps are to refine 52 to an initialised while loop. This
involves establishing an initialisation: assign ind := 1, a loop invariant: 37 :
ind..high e keys(i) = s, a guard for the loop : keys(ind) # s, and a bound
decreasing function: high—ind, and applying a while introduction rule to obtain
the final result.

The proof obligations generated for the above typically took less than 100
lines each. There is plenty of room for improvement as further tactics for rea-
soning about intermediate language types are developed.

4 Translation to Ada

The translation from the intermediate programming language module symtab-
Daref to a safe subset of Ada is achieved using the Sum translator.

The symtabDaref module becomes a generic package with both a specifica-
tion and a package body. The translator generates generic packages for both
generic and non-generic modules. Generic instantiation in Ada can then be
used to support import-as in Sum. Additional non-generic packages are gener-
ated for non-generic modules to support direct importin Sum. The Ada package
specification contains declarations visible to any importing package.

generic
type SYM is private;
type VAL is private;
k: positive;

package gen_symtabDaref is
high : integer range 1 .. k;
keys : array(1l .. k) of SYM;
vals : array(1 .. ) of VAL;



—forall i : 1 ..c high;j:1 ..c high @i /=cj => keys(i) /=c keys(j)
procedure init;
procedure update(s : in out SYM; v:in out VAL);
procedure lookup(s : in out SYM; v:in out VAL);
end gen_symtabDaref;

The state invariant of the IL module, now preserved by each of the opera-
tions, is inserted as a comment for future reference.

IL operation schemas are translated to procedures in the package body. The
special operation Init becomes a procedure which is called by the package ini-
tialisation part. The only allowable statement for initialisation is a (multiple)
assignment.

In the other operations, variables other than the state variables (primed and
unprimed) become “in out” procedure parameters. As Sum input and output
variables have been data-refined to primed and unprimed counterparts these
also become “in out” parameters.

package body gen_symtabDaref is
procedure init is begin high := 0; end;
procedure update(s : in out SYM;v : in out VAL) is
begin
declare
high_temp: integer range 0 .. k;
keys_ind: integer range 1 .. k;
keys_temp: SYM;
vals_ind: integer range 1 .. k;
vals_temp: VAL;
begin
high_temp := high + 1;
keys_ind := high + 1;
keys_temp := s;
vals_ind := high + 1;
vals_temp := v;
high := high_temp;
keys(keys_ind) := keys_temp;

vals(vals_ind) := vals_temp;
end;
end;
procedure lookup(s : in out SYM; v : in out VAL) is
begin
declare
ind: integer range 1 .. k;
begin
ind := 1;
while (keys (ind) /= s) loop
ind := ind + 1;
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end loop;
v := vals (ind);
end ;
begin
init;
end;
end gen_symtabDaref;

In translating the whole array assignments of the IL. such as those occurring
in the update operation, one could either invent a function to implement the upd
function directly or perform the indexed array assignments in line. As the use
of a function to do array assignment may introduce inefficient memory usage we
have chosen the latter. This is possible because the IL does not support array
slices nor may repeated occurrences of the same array appear on the left-hand-
side.

In translating the array update when used in a multiple assignment, tem-
porary scalar variables keys_temp and wvals_temp of the array index and range
types must be introduced. The current approach to the translation of multi-
ple assignment is quite conservative. Subsequent analyses, such as data flow
analysis, of the expanded assignments could allow further optimisation.

In the lookup operation, the translator declares the variable ind representing
the Sum modeling of a variable by ind and ind”. The translations of the IL while
loop, and sequential composition are straightforward.

5 Discussion and Conclusions

The only other work on tool-supported formal development from Z of which we
are aware is the University of York work on the CADiZ Z proof system [TM95]
and the Zeta [JLM194] refinement method. The Cogito support described here
provides a better semantic integration of the implementation-level constructs
with the specification level semantics than that provided by Zeta, since in Cogito
intermediate programming language constructs are defined as part of the Sum
specification language whereas Zeta utilises a mixture of Ada and Z for formal
development.

Furthermore, Zeta does not utilise any modularisation constructs at the spec-
ification level so that the production of Ada packages is ad-hoc when compared
to Cogito, where an implementation level module structure can be defined as
part of the formal development and used as a basis for a well defined translation
from Sum modules to Ada packages.

The B specification language [Abr96] is not Z or Z-like, but the B method
supports model-oriented specification and development similar to that sup-
ported in Cogito. The Cogito system and the B-system are broadly compa-
rable, both supporting modular specification and refinement. In some respects
the Cogito module structuring facilities are more flexible than those in B and,
since Cogito extends Z, a broader range of specification structuring mechanisms

11



are available (such as the schema calculus). For a more detailed comparison see

[Wat97].
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