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Computer-Aided Development of a Real-Time

Program

Luke Wildman

Abstract

The refinement calculus is
established theory for formal develop-
ment of imperative program code and

a well-

is supported by a number of automated
tools. Via a detailed case study, this ar-
ticle shows how refinement theory and
tool support can be extended for a pro-
gram with real-time constraints. The ap-
proach adapts a timed variant of the re-
finement calculus and makes correspond-
ing enhancements to a theorem-prover
based refinement tool.

1 Introduction

The refinement calculus is a formal-
ism for systematically deriving programs
To
support this process, it uses a ‘wide-
spectrum’ modelling language that al-

from their specifications [16, 2].

lows specifications and executable code
fragments to coexist, and defines numer-
ous verified refinement rules that trans-
late requirements to code. Refinement
theory has now matured to the point
where a number of automated tools are
available to assist in its application [4,
22, 25]. However, the theory and these
tools are limited to satisfaction of func-
tional requirements only, and do not con-
sider desired timing properties.

Motivated by a (necessarily small)
case study, this article illustrates the ca-
pabilities of a new tool for refinement
of programs with hard real-time con-
straints. To support such programs, ex-
tensions to current refinement methods
are needed in several areas.

1. The modelling language must be ex-
tended to support an explicit repre-
sentation of the current time [23],
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and to use a trace-oriented seman-
tics that allows the timing of the
system’s interactions with its envi-
ronment to be described [15].

2. The semantics of the target pro-
gramming language must be ex-
tended to represent the timing over-
heads of implementing each lan-
guage construct [8], and new lan-
guage annotations are needed for ex-
plicitly stating timing properties [7].

3. New refinement rules that transform
real-time specifications into time-
annotated programs must be de-
vised and formally verified [9, 11].

4. Tool support for this new theory
must be developed. In practice, this
may involve extending and revising
the formalism [27].

Previous publications have described the
first three points in depth. Here we
concentrate on the last of these require-
ments, a practical instantiation of new
real-time refinement theory in an auto-
mated support tool.

Our starting point is the Program Re-
finement Tool (PRT), a theorem-prover
based tool that helps the programmer
apply refinement rules and discharge any
associated side conditions [5]. Our goal
is to extend PRT with real-time refine-
ment concepts based on those devised by
Hayes et al. [9, 11, 23].

2 Related work

As noted above, conventional methods
for refining specifications to program
code, and their support tools, do not
handle timing requirements. There are,



however, some experimental approaches
with aims similar to ours.

The Temporal Agent Model (TAM) is
a refinement calculus that allows real-
time requirements to be translated to
program-like designs [20]. It uses a trace
semantics for representing the history
of interactions between real-time system
components, and was a significant influ-
ence on the formalism used in this arti-
cle [23].

The Provably Correct Systems (Pro-
CoS) project also devised a refinement
procedure that starts from the trace-
based Duration Calculus and targets
occam-like programming language code
[19, 18]. The ProCoS methodology is
fundamentally different from ours, how-
ever, because it involves translating from
a Duration Calculus specification to the
regular expression-based SL language,
and from there to the occam-like PL lan-
guage. Our formalism seeks to under-
take refinements within a single wide-
spectrum model, rather than translating
between languages.

Hooman has also devised a real-time
specification and reasoning notation and
has shown how it can be used to under-
take program development [12]. Despite
some similarities, Hooman’s formalism
differs in appearance from ours because
it is based on Hoare triples, rather than
the predicate-transformer semantics nor-
mally used in refinement calculi.

Most importantly, however, none of
these methods offer significant tool sup-
port (although there is a prototype
theorem-prover implementation of the
Duration Calculus’ logic [21]).

In this article we confine ourselves to
the development of sequential program
code. Although there are real-time speci-
fication and refinement methods devoted
to the development of concurrent sys-
tems using, for instance, the Tempo-
ral Logic of Actions [1], timed action
systems [26], timed predicate transform-
ers [13], or timed process algebras [6],
these methods typically work at the level
of overall system design, whereas our in-
terest in this article is refinement to im-
perative code within a process.

3 Background

In this section we review the wide-
spectrum language supported in the re-
finement tool and introduce the motiva-
tional case study.

3.1 Specifying real-time re-

quirements

The starting point for program refine-
ment is a requirement expressed in a
wide-spectrum modelling language [16,
2]. Normally this language includes im-
perative programming statements for as-
signment (:=), sequential composition
(3), conditional choice (if - fi), itera-
tion (do- - -od), and scoped declarations
(var---). To these are added two non-
executable statements. An assumption,
{A}, states that predicate A is expected
to be true at this point. A specifica-
tion statement, Z:[R], specifies that we

must make predicate R true, by changing
only those variables listed in the frame Z.
(Elsewhere [16], the sequence consisting
of an assumption followed by a specifica-
tion, ‘{A}; Z:[R]’, is written as a single
statement, ‘Z:[A,R]’, but we do not need
this notation here.)

When interpreted in a real-time ap-
plication, this modelling language is as-
sumed to support two significant new
features [23, 9].

e There is a special variable 7, of
type Time, used to denote the cur-
rent time. An assumption {A} may
use this variable in its predicate.
Assumptions do not consume time.
However, a specification statement
Z:[R] implicitly allows time 7 to ad-
vance. Following refinement calcu-
lus convention [16], a specification
predicate may use 7y to denote the
time the statement begins, and 7 to
denote its finishing time. (See Ap-
pendix A.)

All system variables are represented
as timed traces, i.e., functions over
time. For instance, a real-valued
variable a 1s modelled as a total
function of type Time — R, and



its value at some time ¢ can be ac-
cessed through appropriate index-
ing as a(t). Furthermore, the timed
traces used by a specification are
classified into three groups: input
(controlled by this system’s environ-
ment), output (sent from this sys-
tem to its environment), and local
(used only within this system).

3.2 Case study: Divider

specification

As an example, we consider a case study
loosely inspired by that of Scholefield et
al. [20]. The requirement is to sample
two inputs a and b and produce as out-
put ¢ the result of dividing the first by
the second. However, whereas Schole-
field et al. merely introduced a single
timing deadline, we make the problem
more challenging by requiring that the
inputs are sampled, and the output dis-
played, within specific windows of time,
as shown in Figure 1. Both inputs ¢ and
b must be sampled between times ¢ and
u, during which they are expected not to
change their values. The output ¢ must
be displayed for at least the interval from
times v to w. To make a solution feasi-
ble, the whole system is expected to start
no later than time s.

To specify this requirement formally,
we represent inputs a and b and out-
put ¢ as timed traces of type Time — R.
(Since we are using total functions here,
the programmer would be obliged to re-
serve a range value to denote ‘undefined’
if a partial function was desired.) The
top-level specification is shown in Fig-
ure 2. Let £...n be the set of all times
between ¢ and n, inclusive. That is,
L...n={m: Time | £ < m < n}. Let
f(S) be the image of set S through func-
tion f. That is, f(S) = {f(s) | s € S}.

The specification in Figure 2 begins
with assumption (1) stating two proper-
ties that the program may rely on. The
first is that the time 7 when the sys-
tem starts executing is no later than s.
The second is that inputs a and b are ex-
pected to be unchanging or ‘stable’ be-
tween times ¢ and u. Stability of a timed-
trace variable x over a set of times 7' is

defined by stating that the trace function
has only one range value over all times
in T'. Let #S5 denote the size of set S.

stable(x,T) def

(1)) = 1
This definition is generalised to accept a
set of trace variables as its first argument
in the obvious way.

The assumption is followed by speci-
fication (2) which states that output ¢
is to be updated in such a way that its
value between times v and w equals the
result of dividing input a’s value at time
t by input b’s value at time ¢, provided
that the value of b was not zero. If b
at time ¢ equals zero, the output is left
unspecified.

3.3 A real-time
ming language

program-

As usual in refinement, our target pro-
gramming language is a distinguished
subset of the modelling language. The
definitions in Table 1 show that each pro-
gramming language statement on the left
is an abbreviation for a modelling lan-
guage construct on the right. Let S be
a statement, T a type, A a predicate,
v a local variable, u an input variable,
w an output variable, £ an expression,
B a boolean-valued expression, and D
a time-valued expression. Expressions
B, F and D may refer to local variables
only. Since variables and expressions on
the left-hand side appear in the final pro-
gram code, they do not explicitly index
timed traces, and they may not refer to
the time variable 7. The only exception
is assumption predicate A [7]. Where
variables and expressions appear with-
out indexing in the right-hand column
of Table 1, they are implicitly indexed
by time 7. See Appendix A for the for-
mal semantics of real-time specification
statements.

An idle statement changes no state
variables but 1t allows an arbitrary
amount of time to pass. An assert
statement is not executable, but allows
the programmer to document conditions
that are expected to be true, including
properties of the current time 7, and



sample display
latest inputs a and b output ¢
starting time — time
% % % % % >
s t u v w

Figure 1: Required timing for the ‘divider’ program.

{T < s Astable({a,b},t...u)};
e:[b(t) #0 = e(v.

-wl) = {a(t)/b(1)}]

Figure 2: Formal specification of ‘divider’ program.

trace properties of variables. In the def-
inition of an assignment statement, the
final value of v is the value of expres-
sion E evaluated at the starting time of
the statement 7. Since sequential com-
position consumes no time, its defini-
tion is the standard (untimed) one. The
semantics of an if statement incorpo-
rates explicit idle statements to model
the time taken to evaluate condition B
and branch to and from the appropri-
ate alternative [8]. The same approach is
used for a while statement, in order to
model expression evaluation and branch-
ing overheads associated with loop en-
try, exit and iteration. When a declare
block is used to introduce a local vari-
able v of type T, it is semantically in-
terpreted to be a timed-trace variable of
type Time — 1, and idle delays are
introduced to model potential run-time
allocation and deallocation of memory
space. A read statement finishes with
local variable v equal to some value of
input variable u sampled between times
79 and 7. A write statement finishes
with output variable w equal to the value
of expression £. Unlike the assignment
statement, expression F may be evalu-
ated at any time during execution of the
write because w cannot be free in E, so
the expression will remain unchanged. A
delay until statement changes no state
variables and finishes when the time 7 is
no earlier than the specified time D. The
complementary deadline statement re-
quires the time 7 to be no later than

the specified time D. This statement
is not executable (it takes no time) but
serves to document timing constraints
that must be verified through static anal-
ysis of the compiled code [7, 8].

3.4 Case study: Target pro-
gram

Returning to our example, the code frag-
ment in Figure 3 shows one way in which
the requirement in Figure 2 could be sat-
isfied using these language constructs.
We assume that inputs ¢ and b and out-
put ¢ have been declared in the surround-
ing scope. Functionally, the program
is straightforward. Tt declares two lo-
cal variables m and n, reads values into
them from inputs @ and b, and sets out-
put ¢ equal to the result of dividing m
by n. If n equals zero, the programmer
has chosen to set ¢ equal to the special
value ‘co’.

Less familiar though are the various
time-specific constructs. Statements (3)
and (4) are assertions that document the
programmer’s belief that this code frag-
ment will begin executing before time s
and that inputs a and b will not change
between times ¢t and u. Otherwise it
may be impossible to satisfy the tim-
ing requirements. Statement (6) is a
delay until that ensures that the in-
puts are not read before time ¢, and
statement (9) is a deadline that doc-
uments the need to complete sampling
the inputs no later than time wu, while



Statement Definition
idle : [true]
assert A {A}
v:i=F vi[v = E(m)]
St 5 Ss S35 .52
if Bthen if B — idle; S; ;idle
S [ =B — idle; So; idle
else fi
So
end if
while B loop do
S B — idle; Sjidle
end loop od;
idle
declare varv : Ttme — T o
v: T (idle; S;idle)
begin
S
end
read(u, v) vifv €u(ry...7|)]
write(w, F)) w: [w=F|
delayuntil D | :[D < 7]
deadline D ro=rAT< D]

Table 1: Semantic definitions for programming language statements.

they are known to be stable. The up-
date to output ¢ is followed by state-
ment (13) which is another deadline to
ensure that the output is produced by
time v. Statement (14) is a delay until
that stops the program from progress-
ing until time w. This ensures that ¢
is not overwritten too soon by any sub-
sequent code. (We assume that this pro-
gram fragment ‘owns’ output variable ¢
and that no other process may write to
it.) These timing statements are suffi-
cient to allow a static analysis tool to
identify and verify the timing constraints
on the final executable code generated by
the compiler [8, 7].

4 The real-time refine-
ment tool

The challenge now 1s to translate the re-
quirement in Figure 2 to the program in
Figure 3 using the theory of real-time
refinement [11, 9]. In the general case,
achieving such a translation accurately

and efficiently requires appropriate tool
support. In this section we show how
this particular refinement is performed
and use it to explain the capabilities of
our real-time refinement tool.

As noted above, we chose to extend
the Program Refinement Tool (PRT) [5]
to incorporate the new concepts and
rules associated with real-time refine-
PRT supports the goal-directed
program window inference [17] style
of refinement. It provides a multi-
interface, programmer-
definable tactics, and the ability to
record and replay proof scripts. PRT
is implemented in a theorem-proving

ment.

window user

environment so that the same concep-
tual model is used for both refinement
steps and proof of side conditions. As
explained below, making PRT suitable
for real-time applications required exten-
sions to its support for ‘contexts’ and
‘opening rules’ as well as implement-
ing the real-time refinement rules them-
selves.



assert 7 <5 ;
assert stable({a,b},t..

declare

) ;

m,n: R
begin
delay until? ;
read(a,m) ;
read(b,n) ;
deadline u ;
if n # 0 then
write(c,m/n)
else
write(c, 00)
end if ;
deadline v ;
delay until w

end

—-- wait until inputs are stable

-- finish reading inputs while stable

-- produce output early enough

-- leave output unchanged

-- assumed starting time (3)
-- assumed input behaviour (4)
(5)

Figure 3: The final ‘divider’ program.

4.1 Real-time contexts

PRT maintains a contexrt which consists
of three types of hypotheses that can be
used when discharging any proof obliga-
tions introduced by refinement steps.

e The lval context maintains knowl-
edge about the declaration and
scope of program variables and con-
stants.

e The pre context maintains knowl-
edge about the initial state of the
current program step or transition.

e The inv context maintains knowl-
edge known to hold in every pro-
gram state, e.g., types of variables.

To extend PRT for real-time refine-
ments, additional contextual informa-
tion was introduced to distinguish the
three classes of timed-trace variables
(input, local and output), any ‘nor-
mal’ (non timed-trace) variables (var),
and time-invariant constants (com).
Each of these new notations abbreviates

a number of basic hypotheses. For in-

stance, stating ‘output ¢ : IR’ in the con-
text is a shorthand for ‘lval ¢ : output’,
which tells us that ¢ is an output vari-
able, and ‘inv ¢ : Time — R’ which de-
fines the underlying type of ¢ [27]. Sim-
ilarly for input and local.

To apply the real-time refinement tool
to our case study, the programmer be-
gins by stating the following initial con-
text of known facts, which represent the
implicit environment in which the speci-
fication in Figure 2 is meant to be inter-
preted. They include the declarations of
external inputs and outputs and the rela-
tionship between the absolute-time con-
stants.

input a,b: R (1)
output ¢ : R

(i)
(iii)
Type Time 1s known to the tool and is

used in hypothesis (ii) to declare the sig-
nificant time constants. The assumed re-

con s,t,u,v,w: Time

invs<t<u<v<w

lationship between these constants is in-
troduced as invariant hypothesis (iii).



The tool has also been extended to al-
low time variable 7 to appear in real-time
specifications, in both plain and zero-
subscripted form. In this case study it
is the only variable that is not modelled
as a timed trace [23].

(iv)
(v)

These two facts apply to every state-
ment, and define how the statement may
refer to the time at which it starts, g,
and finishes, 7. (The finishing time 7 of
one statement is the same as the start-
ing time 7 of its successor.) The current
statement is free to choose how long it
takes, so hypothesis (v) declares finish-
ing time 7 to be a variable. However,
the time at which the current statement
is invoked is not under its control, so hy-
pothesis (iv) treats starting time 75 as a
given constant.

Normally the programmer does not
want to be distracted by explicitly in-

con 7y : Time

var 7 : Time

dexing all occurrences of timed-trace
variables, and such indexing never oc-
curs in the final programming language
code. To make indexing implicit, the
tool therefore supports a form of the ‘@’
substitution operator [14, 11]. For some
expression F containing references to a
timed-trace variable v, let E @7 denote
expression F with each unindexed occur-
rence of ‘v’ replaced by ‘v(7)’. The stan-
dard refinement calculus usually intro-
duces zero-subscripted variables to de-
note initial values [16]. Therefore, also
let F@(r,7) additionally replace any
unindexed, zero-subscripted timed-trace
variable ‘vg’ with ‘v(7)’. Supporting
these helpful abbreviations in the real-
time refinement tool makes its user in-
terface much closer to traditional refine-
ment calculus notation.

4.2 Real-time window open-
ing rules

In program window inference, opening
rules are used to change the current fo-
cus of interest by initiating separate de-
velopment of a particular specification
component [17]. In doing so, these rules

also make corresponding modifications
to the current context. Figure 4 shows
some of the opening rules implemented
by the real-time refinement tool. Let a
context be represented by three sets of
hypotheses, pre P, lval L and inv 1.
Let ‘C’ be the refinement relation, and a
boxed statement be the focus of interest.
Let sp(S, P) be the strongest postcondi-
tion derivable by execution of statement
S starting with precondition P [27]. Let
hide(z, H) be an operation which deletes
any hypotheses in list H that contain
free occurrences of identifer z. Let T be
the set of all local and output variables
currently in scope.

Each opening rule in Figure 4 is of the
following form.

Ci E T
Cy F Th

Such a rule states that if a ‘minor’ trans-
formation 77 is possible in context Cf,
then the corresponding ‘major’ transfor-
mation 75 is possible in context C3. No-
tice that context C7 is always some ex-
tension of context C9 and that transfor-
mation 7} is applied to the ‘focus’ com-
ponent of transformation 7. Such a
rule 1s used when the programmer wishes
to undertake overall transformation 75
by performing component transforma-
tion 77 on the current focus. The tool
automatically establishes the proof en-
vironment in which to perform the mi-
nor transformation 7} and, when this has
been successfully completed, instantiates
the result to achieve the major step T5.

Returning to our example, consider
the specification in Figure 2. By the
definition in Table 1, assumption (1)
does not require further development
since it is already equivalent to the two
assert statements (3) and (4) in Fig-
ure 3. However, to transform specifi-
cation (2) we use the refinement tool’s
point-and-click interface to highlight and
select this statement. The tool automat-
ically determines that Opening Rule A
from Figure 4 matches this situation and
applies it to the specification.

When focussing on a statement S



Opening Rule A (Focus after assumption)

pre P;inv I;lval L; pre AQr

S =

pre P;inv I; lval L

E {4};[S] c {4); 9

Opening Rule B (Focus on var block body) Let v’ be a fresh variable.

pre sp(idle, P[v'/v]); inv I[v'/v]; Ival L[v'/v]; local v : T

E[S]c s

pre P;inv I; lval L

F declarew: 7T beginend C declarewv: T begin S’ end

Opening Rule C (Focus on second component)

pre sp(Si, P);inv I; lval L

A=

pre P;inv I; lval L

F 51;551;55

Opening Rule D (Strengthen effect)

con 1g -

Time; pre hide(ry, P)[m/7]; pre o < 7

pre stable(T'\ Z, 7o ... 7); inv hide(ry, I); lval hide(r, L)

- & Ra(m,m)

pre P;inv I; lval L

E #[[R]] C #[R]

Opening Rule E (Focus on first alternative)

pre B@r; pre sp(idle, P);inv ; lval L

F s Cos

pre P;inv I; lval L

F if B then else S;end if C if B then else Sy end if

Figure 4: Real-time window opening rules.

following an assumption {A}, Opening
Rule A tells us that the new focus inher-
its the fact that predicate A is initially
true as part of its context. This knowl-
edge can then be used to help refine
statement S to S’. The top line in Open-
ing Rule A requires that it is possible to
refine S to S’ in a context consisting of

previous hypotheses P, I and L, plus a
new pre hypothesis A@7., The @ op-
erator is used when predicate A appears
outside of the assumption braces to allow
for the possibility that it included unin-
dexed references to timed-trace variables
when it appeared in assumption {A}.
When we focus on specification (2)



Refinement Rule 1 (Introduce var block)

lval v ¢ %

Ival v nfi R

inv non-empty(7)

inv pre-idle-invariant( R)
inv post-idle-invariant(R)

#:[R] C declarew: T beginwv, #:[R] end

Refinement Rule 2 (Introduce simple sequence) Let @) be a predicate.

Ival no-subscripts(Q)
Ival no-subscripts(R)

z:[Q] ; #:[R]

Z:[R] C

Refinement Rule 3 (Separate deadline)

inv D@7 € Time
Ival no-subscripts(D)

Z:[RAT< D] C #:[R]; deadline D

Refinement Rule 4 (Introduce conditional statement)

inv idle-stable(B)
inv pre-idle-invariant(R)
inv post-idle-invariant(R)

Z:[R] C if B then Z:[R] else #:[R] end if

Figure 5: Real-time refinement rules.

and apply this rule, the real-time refine-
ment tool extends the context in Sec-
tion 4.1 to include the following new hy-
potheses, derived from the two conjuncts
in assumption (1). Subsequent refine-
ment of specification (2) may now make
use of this knowledge.

pretT <s

pre stable({a,b},t.. .u)

(vi)
(vii)

In this case, neither conjunct is changed
by the @ operator appearing in the open-
ing rule. In the first, neither special vari-
able 7 nor constant s is a timed trace,
and in the second the timed traces a and
b are both explicitly indexed by abso-
lute times, as shown by the definition of
‘stable’ in Section 3.2.

The real-time refinement tool imple-
ments many such opening rules [27].
Most importantly, the tool automatically
maintains the context as each rule is ap-
plied, relieving the programmer of this
tedious and error-prone task.

4.3 Real-time refinement

rules

A formal refinement rule transforms the
current focus to a new focus provided
that any premises (side conditions) can
be proven in the current context. Fig-
ure 5 shows some of the real-time re-
finement rules implemented by the tool.
Predicate ‘v nfi E’ means that vari-
able v does not occur free in expres-



sion F, and predicate ‘non-empty(7T")’
means that type 7" has at least one ele-
ment. Predicates ‘pre-idle-invariant’ and
‘post-idle-invariant’ check that their ar-
gument remains true even when it is pre-
ceded by, or followed by, respectively, an
arbitrary idle delay [9, 27]. Similarly,
an ‘idle-stable’ expression is unaffected
by preceding or succeeding idle delays.
Predicate ‘no-subscripts’ checks that its
argument expression contains no occur-
rences of zero-subscripted variables.

Each rule in Figure 5 is of the following
form.

C
S1 C S,

Such a rule states that statement S; can
be transformed into statement Ss, in a
context satisfying the hypothesis list C'.

Returning to our case study, once we
have opened on specification (2), the tool
offers the programmer a list of applica-
ble refinement rules. By selecting Refine-
ment Rule 1 (Figure 5) we can transform
the specification to introduce a new local
variable. Provided that we can prove the
conditions above the line in this rule are
all true, we may perform the refinement
step shown below the line. The first
three conditions to be checked are stan-
dard. The new variable must not already
appear in the frame or the specifica-
tion predicate, and its type must not be
empty. The final two conditions are spe-
cific to the real-time refinement calculus.
They are necessary because placing a
specification statement inside a variable
block may introduce time delays due to
the implementation overheads of allocat-
ing and deallocating memory space for
the local variable, so we must check that
the specification predicate is still mean-
ingful when preceded and succeeded by
delays. The new variable is also added
to the frame of the original specification
statement, so that this statement may
modify its value.

Applying Refinement Rule 1 (twice) to
our current focus introduces the declare
block appearing as statement (5) in

10

Figure 3.

Specification (2)
L declare
m,n : R
begin
m,n,c:[b(t) £ 0=
c(v...w) =

{a(t)/b(1)}]

(15)

end

In this case the refinement tool uses syn-
tactic checks to automatically discharge
the proof obligations associated with this
step. Variables m and n do not ap-
pear anywhere in the original specifica-
tion. Also, because all appearances of
timed-trace variables in the specification
predicate are explicitly indexed with ab-
solute times, the predicate is inherently
invariant with respect to delays.

The real-time refinement tool imple-
ments such refinement rules for each tar-
get language construct. To assist the
programmer, the tool automatically de-
termines what proof obligations must be
satisfied for the rule to be applied, and
the context in which this proof must be
done. In many cases, such as the ex-
ample above, these obligations are dis-
charged automatically by in-built tac-
tics. Otherwise, an undischarged proof
obligation is recorded. This must be
satisfied before the refinement step can
be accepted. When the programmer de-
cides to discharge the obligation, the tool
creates an appropriate theorem-proving
environment in which to undertake the
proof.

In general, the annotations on the
premises 1n such refinement rules indi-
cate which classes of contextual informa-
tion may be used by the tool to discharge
them: lval, pre and inv hypotheses may
be used to discharge a pre obligation;
Ival and inv hypotheses may be used to
discharge an inv obligation; and lval hy-
potheses only may be used to discharge
an lval obligation. Premises annotated
by lval can be proven automatically.



4.4 Partitioning the pro-

gram

In this section we continue the case study
started above, illustrating the use of fur-
ther real-time opening and refinement
rules. Our overall strategy is to divide
the requirement into two parts, the first
to read the inputs, and the second to
write the output.

The next step is to focus on the spec-
ification statement within the variable
block. To do so, we use Opening Rule B
from Figure 4 [27]. This rule says that
focus S can be refined to statement S’
within a variable block, provided that §
can be refined to S’ in a context where v
is declared to be a local variable of type
T, and the prestate is that obtained from
P after an arbitrary idle delay. This de-
lay accounts for the fact that, although
we know P is true at the beginning of the
variable block, some time may elapse be-
fore the statement S within the block is
reached. An arbitrary name v’ is sub-
stituted for v throughout the context to
override any existing occurrences of v in-
herited from the surrounding scope.

When the tool is used to focus on spec-
ification (15) using this rule, the new
context it creates includes the follow-
ing new hypotheses. (Recall from Sec-
tion 4.1 that ‘local’ abbreviates both
inv and lval predicates.)

(viii)

(ix)

local m,n : R

pre (3r: Time o
r<sA
r<TA
stable(e,r...7))

Hypothesis (ix) replaces hypothesis (vi),
and is the result of calculating postcon-
dition sp(idle, 7 < s) [27]. It tells us
that output variable ¢ will remain sta-
ble from some point no later than time s
up to the time when specification state-
ment (15) is reached. However, in the
absence of more information about how
long memory allocation actually takes,
this condition (correctly) tells us little
about the absolute time at which state-
ment (15) starts executing. (Remember
that ‘7’ in precondition hypothesis (ix)
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is actually the starting time 7y of state-
‘r’ 1s the time the
declare block was reached.)

ment (15), whereas ‘7’

Interestingly, hypothesis (vii) remains
part of the context following this
step. This is because the expression
‘stable({a, b},t...u)’ does not rely on 7,
and is thus unaffected by the idle delay
used in calculating the strongest post-
condition. The expression refers to a
property between absolute times ¢ and
u, and is thus unaffected by changes to
the current time 7. This illustrates an
interesting aspect of specifying and rea-
soning with timed traces: we can refer to
variable values at any time, even in the
past or the future, and properties tied
to particular moments are unaffected by
the passage of time. Indeed, hypothe-
sis (vii) remains valid in all the steps be-
low.

In this new context, we can select
and apply Refinement Rule 2 from Fig-
ure H to start partitioning the specifi-
cation into sequential components [27].
Refinement Rule 2 tells us that we can
introduce a new sequential component
before the current specification state-
ment, provided that special variable
does not appear free in either predicate.
In effect, this ensures that the predicate
does not refer to the starting time 7q.
Where predicates appear in a refinement
rule outside their surrounding specifica-
tion statements, they may not refer to
the starting time of the statement.

The tool allows us to apply Refine-
ment Rule 2 to divide the current focus,
i.e., specification (15), into two parts.
The first is expected to read inputs a and
b into local variables m and n, and to
finish no later than time u. The second
must then produce the desired output c.

Specification (15)
Em,n,c:[m=a(t)A
n=bt)ANT < u];
m,n,c:[b(t) #0= (17)
ol ) = {a(t) /o(t)}]
Of course, the creative aspect of such a

refinement step is to devise the new pred-
icate for the first component. The tool

(16)

prompts the programmer to enter the



predicate, and automatically checks it
for both syntactic correctness, and to en-
sure that it uses only variables known in
the current context. (The tool does not
check type correctness, although type
consistency is enforced by the refinement
rules.) In this case, variables a and b
are known thanks to hypothesis (i), and
variables m and n were declared in hy-
pothesis (viii).

4.5 Reading the inputs

In this section we continue the case study
by developing the requirement for read-
ing the two input variables. This il-
lustrates the introduction of real-time
delay until and deadline statements.

The tool allows us to focus on specifi-
cation (16) and apply Refinement Rule 2
again. Focussing on the first compo-
nent of a sequential composition does not
change the context, since the first com-
ponent cannot gain knowledge from the

second [27].
Specification (16)
C:t<7];

m,n:[m = a(t) A
n=>b(t)AT < u

(18)
(19)

(For brevity, we have omitted trivial
steps that remove variables from the
frames of these two statements [11,
Law 5].) By the definition in Ta-
ble 1, specification (18) is equivalent to
delay until statement (6) in Figure 3.

We now want to focus on the second
component of this sequential composi-
To support this, the tool imple-
ments Opening Rule C shown in Fig-
ure 4 [27]. This rule tells us that to refine
the second component Sy of a sequential
composition, the refinement step must
be valid in a context where the prestate
is defined as the strongest postcondition
derivable from executing the first com-
ponent Sy in the prestate P of the whole
composition.

Focussing on specification (19) causes
the tool to apply Opening Rule C and
extend the current context with the fol-
lowing new hypothesis, among others.

(x)

tion.

pret<r
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It tells us that, by virtue of the preced-
ing statement, we know that the current
time 7 is no earlier than ¢ when specifi-
cation statement (19) is reached. (Recall
that ‘7’ in a pre context represents the
starting time of the current statement—
the ‘g’ notation appears only within
specification statement predicates.)

We now want to use this knowledge
to transform specification (19) so that
it is closer to our target programming
language definitions.
cussing not on the specification state-
ment itself, but on the predicate within
the statement. To support this, the tool
implements Opening Rule D. This pow-
erful rule tells us that we can focus on the
predicate R inside a specification state-
ment and transform it to predicate R’,
provided that R’ implies R in the ex-
tended context shown above the line.
Both predicates R and R’ must be ex-
plicitly annotated with the @ operator
when they appear outside of a specifica-
tion statement in case they make unin-
dexed use of trace variables. Similarly,

This involves fo-

calculation of the new context is compli-
cated because predicate R may contain
references to 79 when it is within a spec-
ification statement, but this identifier is
not meaningful when the predicate ap-
pears outside such a statement. There-
fore, the context above the line explic-
itly introduces 79 as a Time-valued con-
stant and hides existing references to this
identifier, if any. Also, to allow mean-
ingful interpretation of R outside of its
surrounding statement, the new context
introduces the expected relationship be-
tween 1y and 7, and the stability prop-
erty for those local and output variables
T that are not in the frame Z. (See Ap-
pendix A.) Although this rule appears
intimidating, the refinement tool applies
all of these updates automatically. The
programmer does not need to be aware
of the details above to use the rule suc-
cessfully.

Most importantly, Opening Rule D
illustrates how the refinement tool is
smoothly integrated into its theorem-
proving environment. The relationship
to be proven above the line is not refine-
ment, but implication. The programmer



thus works with the same concepts when
applying refinement transformations and
verifying properties.

When the tool applies Opening Rule D
to specification (19), it offers the op-
portunity to transform the predicate to
some stronger requirement. Anticipat-
ing the need to transform the predicate
so that read statements can be intro-
duced in our case study, we choose ‘m €
a(m...T) An € b(m...T) AT < o,
which introduces the need to prove the
following property.

m=at)An=>b)AT < u
E(mea(mn...T)A
n€b(rg...T) AT < u)

As per Opening Rule D, this is to
be done in an expanded context that
includes the following new hypothesis,
among others.

pret < g (xi)
Hypothesis (xi) was derived by the
tool from the preceding hypothesis (x).

Opening Rule D substitutes 7y for 7 in
any pre hypothesis P.

To prove this property, the program-
mer can use any of the hypotheses that
the tool has maintained so far. In par-
ticular, note that hypothesis (vii) tells us
that inputs @ and b are unchanged from
times ¢ to wu, that hypothesis (xi) tells
us that the starting time 7y 1s no earlier
than time ¢, and that the condition to be
proven explicitly states that the finishing
time 7 will be no greater than u. With
this knowledge, it is clear that if a and b
are sampled at any times between 15 and
7, then the values read will equal a(?)
and b(t), respectively. This is proven in-
teractively, using conventional theorem
proving techniques, by making use of
one of the tool’s stability theorems which
tells us that a sample drawn from any
time within a stable interval yields the
same value that the stable variable had
at the beginning of the interval. Once
we have done this, the tool allows us to
complete the following refinement step.
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Specification (19)
Cmn:[mea(rn...T)A
n€b(m...T) A
7 < u]

(20)

The final conjunct in specification (20)
is of a familiar form—it matches the def-
inition of a deadline statement in Ta-
ble 1. The refinement tool implements
Refinement Rule 3 in Figure 5 for just
such a situation [27]. This rule tells us
that given a specification that must be
completed by time D, the timing con-
straint can be separated out as a distinct
deadline statement. However this can
be done only if we can prove that ex-
pression D is of type Time, and that D
does not refer to special variable 7q.

The tool thus allows us to perform
the following refinement step that intro-
duces deadline statement (9) to our tar-
get program in Figure 3. The trivial
premises are both discharged automat-
ically.

Specification (20)
CEmyn:mea(mn...7T)A
neb(r...7)];
deadline u

(21)

The two conjuncts remaining in speci-
fication (21) both match the definition
of read statements in Table 1. Tt is
straightforward from this point to ap-
ply a generalised ‘introduce sequence’
refinement step [27], similar to Refine-
ment Rule 2 above, to partition spec-
ification (21) into two sequential spec-
ifications, perform some simple frame-
contraction steps, and thus yield read
statements (7) and (8) in Figure 3.

4.6 Producing the output

In this section we complete the case
study by refining the requirement for
writing the output variable. It illustrates
introduction of a conditional statement,
and further time-specific statements.
Firstly, we focus on specification (17),
causing the tool to again apply Open-
ing Rule C. To do this we must ‘back
out’ of the tree of refinement and proof
steps completed in Section 4.5. The tool



allows the programmer to do this by
‘closing’ each completed step and auto-
matically keeps track of the context as
this is done, effectively reverting it to
the state represented by hypotheses (i)
to (ix) above. However, by then fo-
cussing on specification (17), and step-
ping through the strongest postcondition
of the code developed in Section 4.5, we
cause the tool to introduce several new
hypotheses to the context.

preT<u
pre m(7) = a(t)
pre n(t) = b(t)

(xii)

(xiii)

Refinement Rule 2 can be applied to
divide the requirement even further. The
new first component aims to complete
the update to output ¢ no later than
time v. (Again, we omit trivial ‘contract
frame’ steps.)

Specification (17)
C e[ £ 0=
e = a(t)/H(0) A
7<)
c:[b(t) # 0=
el .. w) = {a(®)/B(t)}]

Focussing on specification (22) then
allows us to apply Refinement Rule 3
as follows to produce deadline state-
ment (13) in Figure 3.

(22)

(23)

Specification (22)
Celb(t) #0 =
c=a(t)/b(t)] ;

deadline v

(24)

Focussing on the predicate in speci-
fication (24) causes the tool to apply
Opening Rule D, and allows the pro-
grammer to strengthen the predicate in
two ways. By taking advantage of hy-
potheses (xii) and (xiii), plus the fact
that m and n are not in the frame of this
statement and are thus stable, we can re-
place occurrences of ‘a(t)’ with ‘m’ and
‘b(t)’ with ‘n’. The required proof in this
case is straightforward.

Specification (24)

Celn#0=c=m/n] (25)
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We introduce Refinement Rule 4 in
Figure 5 to allow refinement of any speci-
fication to a conditional statement. This
rule tells us that, regardless of the value
of boolean condition B, the choice will
satisfy the original requirement. The
specification predicate R must be invari-
ant with respect to preceding and suc-
ceeding idle delays, to allow for the time
taken to enter and exit the if construct.
Similarly, expression B must not be de-
pendent on the time at which it is eval-
uated. (This is trivially true because we
require that B refers to local variables
only.)

Using the tool to apply Refinement
Rule 4 to specification (25) yields if
statement (10) in Figure 3.

Specification (25)
C ifn # 0 then

e:ln#0=c=m/n] (26)
else

e:ln#0=c=m/n] (27)
end if

The premises are satisfied in this case be-
cause the boolean expression and specifi-
cation predicate both refer to local vari-
ables only, and are not dependent on the
absolute time at which they are evalu-
ated. Thus their values will not change
during any arbitrary idle delay. Again,
the tool automatically discharges these
obligations.

Opening Rule E in Figure 4 allows us
to focus on the first component in a con-
ditional statement. The context in which
statement S7 is to be refined allows for a
potential idle delay due to evaluating the
boolean expression. It is also extended
with a new hypothesis telling us that ex-
pression B must have been true for this
statement to have been selected. A sym-
metric rule allows us to focus on the sec-
ond alternative with ‘=B’ added to the
context instead.

Thus, focussing on specification (26)
using this rule introduces the following
hypothesis to the context.

pre n(t) #0
Hypothesis (xiv) can be used to dis-

(xiv)

charge the proof obligation associated



with applying Opening Rule D to under-
take the following refinement.

Specification (26)
C ¢:[c = m/n]

By definition, this gives us write state-
ment (11) in Figure 3.

Backing out of this part of the refine-
ment tree, and focussing on specifica-
tion (27), replaces hypothesis (xiv) in the
context with the following hypothesis.

pren(r) =0 (xv)
Combining  hypothesis  (xv)  with
the predicate in specification (27)

yields ‘true’. In effect, the programmer
is given complete freedom in deciding
how to update output ¢ when n equals
We use Opening Rule D to
perform the following refinement, which
yields write statement (12) in Figure 3.

Z€ro.

Specification (27)

C ¢ [c = o0

In this case, the proof obligation is
‘(e(r) = c0) = true’ and is thus imme-
diately satisfied.

To complete the refinement, we again
back up the refinement tree and use
Opening Rule C to focus on specifica-
tion (23). Doing so introduces the fol-
lowing hypotheses to the context.

pre T <v
pre (b(t) #0 =
o(r) = a(t)/b(t))

preb(t) =0=c¢(r) =

(xvi)

(xvii)

Adding this knowledge to the predicate
in specification (23) allows us to apply
Opening Rule D to enable the following
refinement step.

Specification (23)
C c: [stable(e, ... 7) A
w < 7]

(28)

The required proof is straightforward.
Hypothesis (xvii) tells us that output ¢
already has a satisfactory value at the
beginning, and hypothesis (xvi) tells us
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that this has been achieved no later than
time v. Therefore, to achieve the re-
quirement that ¢ has the desired value
from time v to time w, we merely need
to ensure that the value of ¢ remains un-
changed until at least time w. (It does
not matter if the program executes be-
yond time w because the original specifi-
cation in Figure 2 did not put a bound on
the final finishing time.) A trivial step to
remove ¢ from the frame [11, 10], which
implicitly makes it unchanging, allows us
to omit the stability predicate.

Specification (28)
C:fw<T]

This is equivalent to delay until state-
ment (14) in Figure 3 and completes the
formal derivation of the target program.

5 Conclusion

Via a detailed example, we have illus-
trated the capabilities of a new tool
for formal development of real-time pro-
grams. It combines real-time refinement
concepts with the program window in-
ference paradigm to provide a practical
basis for computer-aided development of
verified real-time software. Of course, as
with any refinement or theorem-proving
tool, finding the overall development or
proof strategy is the programmer’s re-
sponsibility. Nevertheless, by automat-
ically maintaining the myriad trivial de-
tails associated with rigorously applying
each refinement step, the tool eases the
burden on the programmer, and thus re-
duces the possibility of error.

Other, larger case studies have also
been undertaken using the tool, involv-
ing the introduction of iterative code,
subroutines and ‘auxiliary’ variables.
Admittedly these examples are still far
from industrial scale. Nevertheless, the
success in industry of other refinement
aids such as the B tool [3] gives us confi-
dence that our tool will be applicable in
such domains as it matures.

Future enhancements to the tool will
see the introduction of concise notations
for representing time intervals, and addi-



tional tactics for further automating dis-
charge of time-dependent proof obliga-
tions.
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A  Semantics of real-
time specification
statements

As noted in Section 3.1, it is necessary
to adopt a special interpretation of as-
sertions and specification statements in
real-time applications. Let wp(S, P) be
the weakest precondition for statement
S to achieve postcondition P. To allow
for the possibility that the predicate A
in a real-time assertion contains unin-
dexed occurrences of timed-trace vari-
ables, we make use of the ‘@ operator

(Section 4.1).
wp({A},P)=AQTAP
That is, an assertion only guarantees to

achieve P if P was already true (asser-
tions do not change the program state),



and the assertion predicate A is true at
the current time 7.

The semantics for a real-time speci-
fication statement also uses @ to allow
for the possibility that its predicate R
contains unindexed and zero-subscripted
timed-trace variables. Local and output
variables that do not appear in the frame
& are treated as unchanging [23]. Let T
be the set of all local and output vari-
ables currently in scope.

wp(&: [R], Q)

= (V7 : Time o

(o < TA
stable(T'\ Z,75...7) A
R@(r, 7)) = Q)[r/0]

This tells us that the only variable that
may actually change value is the spe-
cial time variable 7. In doing so it may
not go backwards. Trace ‘variables’ do
not actually change in the usual sense,
but instead each statement constrains
their ranges over a particular time in-
terval [23]. Expression I' \ & gives the
set of local and output trace variables
not influenced by this statement. It
is required that each such variable re-
mains stable (Section 4.1) in the inter-
val between times 7y and 7. Predicate
R can be used to specify some require-
ment on the variables in Z between these
two times (although there is no restric-
tion against referring to values outside
this time interval). When specification
statements of this form are composed in
sequence, the requirements on each con-
secutive time interval act in concert to
fully define the overall behaviour of each
trace variable [24].
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