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Reuse of verified design templates
through extended pattern matching

David Hemer Peter A. Lindsay

Abstract

CARE provides a framework for construction and verification of pro-
grams, based around the recording of reusable design knowledge in pa-
rameterized templates. This paper shows how pattern-matching can be
used to aid in the selection and application of design templates from a
reusable library. A general framework is presented which is independent
of the particular matching algorithm used at the level of mathematical
expressions. A prototype has been built which supports a large subset of
the Z mathematical language.

Keywords: formal methods, program development, refinement, soft-
ware verification, pattern matching

1 Introduction

1.1 Outline of CARE

Development of formally verified software is often seen as a difficult, time con-
suming task, requiring somewhat esoteric mathematical skills. The CARE ap-
proach [4, 9] attempts to address this problem by providing a library of reusable,
pre-proven design templates, which the software engineer can use to develop for-
mally verified programs.

CARE stands for Computer Assisted Refinement Engineering. CARE
provides a framework within which specification, programming and verification
knowledge can be recorded and reused with minimal need for re-proof. The
CARE project has been exploring the use of a library of design templates for
which most of the difficult parts of modelling and proof have been done once,
off-line, by suitably skilled experts. CARE tools then help the user build appli-
cations by selecting and instantiating pre-proven refinements to fit the problem
at hand, and generating and discharging correctness-of-fit proof obligations.
Other CARE tools synthesize compilable source code programs which can be
integrated with other system components and tested using common integration
testing techniques.



The CaRE method is generic and can be tailored for use with different speci-
fication languages, programming languages and theorem provers. In particular,
it can be used to construct verified software for programming languages which
themselves do not have a full formal semantics, by restricting use of target-
language code to formally specified library routines which have been verified
off-line using techniques appropriate to the target language.

CARE was developed through a collaboration between Telectronics Pacing
Systems and the Software Verification Research Centre. Telectronics develops
and manufactures software-driven medical devices such as implantable defibril-
lators. The company has long been motivated to investigate the use of formal
methods for the economical and timely development of provably correct soft-
ware. Specifically, Telectronics had used formal specifications in the develop-
ment of some of its products, but wanted a method and tools to help verify
code and to enable tracing of requirements from specifications through to code
and construction of product variants [2]. A grant from the Australian Govern-
ment enabled more extensive development of the i1deas and the construction of
a prototype tool-set to support the method.

The prototype tool-set has been populated with a large library of design
templates and primitive components for numbers, sets, lists, arrays and records.
We have used the CARE method on a number of medium-sized applications
including verification of the design of an event logger such as might be used in
an embedded device [8]. The tools themselves have been formally specified [3].

1.2 CARE programs

A CARE program consists of types, fragments and theorems. CARE types cor-
respond to data structures; fragments correspond roughly to functions and pro-
cedures in a procedural programming language; and theorems correspond to
definitions, lemmas and CARE proof obligations (explained below).

Each CARE program component has its own formal specification, which may
include constraints on how the component can be used. Program components
are classified as primitive or higher-level. In essence, primitive components are
those whose proof of correctness is outside the scope of CARE, while higher-level
components have associated proof obligations. More specifically:

Primitive components are supplied as part of the CARE library, and are not
written by the ordinary user. Primitive types and fragments are imple-
mented directly in the target programming language and provide access
to target language data structures and basic functionality. (B uses a sim-
ilar approach [7].) The specification of such a component describes the
component in terms of a mathematical model of the semantics of the tar-
get language and its compiler: a primitive type’s specification describes
the set of mathematical values corresponding to the associated data struc-
ture; a primitive fragment’s specification describes the associated target



code’s functionality. Primitive theorems are axioms; their statement 1is
their “specification”.

Higher-level components are constructed from other components. Higher-
level types and fragments express data refinements and algorithm designs
respectively, and are implemented in a special-purpose language with
a formally-defined mathematical semantics; using this semantics, CARE
tools generate proof obligations which show that the component’s im-
plementation is correct with respect to its specification (see §3.2 below).
Higher-level theorems (lemmas) are “implemented” by proofs.

CARE differs from most other formal software development methods by support-
ing incremental working — top-down, bottom-up or in a mixture of styles. During
development a CARE program may contain components which have specifica-
tions but which do not yet have implementations. A complete CARE program
is one in which all components are implemented.

1.3 This paper

This paper explains the CARE approach and illustrates some of the main con-
cepts. §2 below introduces the CARE integrated specification and implementa-
tion language. §3 outlines how verified programs are developed using CARE. §4
discusses matching at the level of mathematical expressions, §5 extends it to
CARE program components, and §6 extends it to whole design templates. §7
illustrates how matching can be used to develop verified programs from a library
of pre-verified design templates. §8 discusses ways of improving the effectiveness
of library searches by modifying the matching function to take advantage of the
semantics of CARE constructs. The examples all use Z-like naming conventions.

2 The CARE language

This section describes the CARE language in more detail. In the rest of this
paper, CARE values and types are written in typewriter font and mathematical
expressions are written in italics.

2.1 Mathematical definitions

The mathematical theory part of a CARE program consists of: signatures and
axiomatic definitions of constants, functions and predicates; declarations of
“generic” (not-further-defined) sorts and definitions of other sorts; and lem-
mas, with or without their proofs. For example, Fig. 1 shows the definition of
a function append which appends a value onto the head of a list, and a lemma
for calculating the range of an appended list.



Theory definition of function aeppend.
append : Elem x seq Elem — seq FElem;
Vh: Elem; t:seq Elem o append(h,t) = {(h) ",
Vs :seq Elem o #£s # 0 = append(head(s), tail(s)) = s.

Lemma ran_of_append.
Ve:X; s:seqX eran(append(e,s)) = (rans) U {e}

Figure 1: Example theory components.

2.2 Types

A CARE type declaration consists of a name, a specification and an implementa-
tion. The specification is an expression denoting the sort of mathematical values
that objects of the type can take. For example, Fig. 4 contains specifications of
CARE types for natural numbers, elements and sequences of elements.

Primitive types are implemented by some target language data structure. A
higher-level type (the refined type) is implemented in terms of one or more other
types (the corresponding concrete types) by data refinement; the specification
describes the relationship between values of the refined type and their concrete
representations (the refinement relation), an optional condition restricting the
values that the refined type may take (the constraint), and an optional condition
restricting the values the concrete types may take (the invariant). An example
refined type is given in Fig. 5.

2.3 Fragment specifications

There are two kinds of fragments: simple and branching. Simple fragments cor-
respond roughly to functions in a procedural programming language; they take
inputs and return outputs.! Branching fragments differ from simple fragments
by also allowing branching of control during execution. A non-standard feature
of the CARE language is that branching fragments can return different numbers
and kinds of outputs on different branches.

The number and type of inputs taken by a fragment is fixed. The speci-
fication of a simple fragment consists of a name, an optional precondition, a
list of outputs and their types, and the required input/output relationship (or
postcondition). For example, Fig. 3 gives specifications of the simple fragments
nil, car and cdr for manipulating lists, using LISP-like naming conventions.

The specification of a branching fragment consists of its name, an optional
precondition and a sequence of guarded branches. Each branch contains a fest,

L1CARE has been extended to handle state-changing operations (not treated here).



a description of the outputs and their types, an optional postcondition, and
a report, which identifies the branch. (The test in the last branch is true by
default.) Fig. 4 gives examples of specifications of branching fragments search
and decompose. Note that the number and type of outputs on each branch is
fixed but may differ from branch to branch. For example, the search(s,e)
fragment has two cases: when e occurs in s, it reports found and returns an
index i at which e can be found; otherwise it simply reports notfound with no
outputs. The guard of a branch is its test conjoined with the negations of the
tests of the preceding branches. For example the guard of the nonempty branch
of decompose(s) is = (#s = 0).

Note that fragment specifications may be under-determined, in the sense that
more than one output may satisfy the postcondition for any given input: e.g.
iin search(s,e). In practice however, the postcondition is often an equation
defining the output variables directly as a function of the input variables.

2.4 Fragment implementations

Primitive fragments are implemented by giving code segments in the target
language. Higher-level fragments are implemented in terms of calls to other
fragments. The CARE implementation language supports the following simple
design constructs: assignment of values to local variables, fragment calls, se-
quencing, branching of control, and data refinement transformations. An abort
statement is also provided, for use in branches which will never be executed.

Recursive calls and mutual recursion are allowed, provided the recursion
eventually terminates. To establish termination, the CARE user supplies a well-
founded variant function (or variant for short) whose value decreases on recur-
sive calls and is bounded below. Fig. 4 contains example implementations, for
branching fragments search and searchhux.

3 Construction of verified software with CARE

3.1 CARE programs

A CARE program consists of a collection of theories, types and fragments. Com-
ponents may be specified but not yet implemented. A program is said to be
complete if all components in the program have been implemented (and in par-
ticular, all proof obligations and lemmas have been proven); otherwise it is said
to be partial.

3.2 Proof obligations

For each higher-level fragment in the program, a CARE tool generates proof obli-
gations that check that the fragment’s implementation satisfies its specification.
The proof obligations for fragments fall into four categories:
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