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Version and configuration management
of formal theories

Peter A. Lindsay Owen Traynor

Abstract

This paper reports the results of an investigation of the problems of
version management of systems of objects which themselves are under ver-
sion control, and where there are complex consistency and completeness
requirements. The issues are illustrated on a case study concerning man-
agement of a formal theory which consists of theorems and their proofs.
Conclusions are drawn about a framework for fine-grained configuration
management for formal methods of software development.

1 Introduction

1.1 Software Configuration Management (SCM)

Managing and controlling change is a critical part of software engineering. Soft-
ware components typically pass through many different versions during both
the initial development of a system and the ongoing maintenance of the system
once deployed. In its most general form, Software Configuration Management
concerns the control of all development artifacts throughout the system life-
cycle, to preserve the definition of versions of components and the relationships
among them [8].

As well as providing the framework within which developers work to con-
struct consistent system “builds”, SCM provides the mechanisms needed to
demonstrate traceability between the built system, the design, the requirements
documents, and other tools and artifacts of a development (such as compilers
and test reports). SCM provides the means for recording and controlling the
“configuration” of versions of documents associated with software development,
including inter- and intra-document dependencies. Regulatory and standards
authorities have long recognised the importance of reliable SCM mechanisms,
especially in the development of high integrity software systems [5, 13].

An important supporting technology for SCM is version control, which con-
cerns storage and retrieval of different versions of development components.
Most version control systems attempt to maintain a record of the changes
(“deltas”) between different versions of components. This provides the basis



for tracing the evolution of a system through its lifetime. The majority of
software development companies currently use version control facilities such as
RCS [20] or SCCS [16] to manage their documents and software, but such fa-
cilities operate at an inadequately coarse level of granularity (typically, whole
documents or whole modules) and fall far short of users’ desires.

1.2 SCM for Formal Methods

Formal Methods of software development have particular needs in relation to
SCM. Formal Methods are based on the use of mathematically precise defi-
nitions of development components and their relationships, together with the
use of mathematical analysis techniques — including theorem proving — for es-
tablishing correctness. The fact that individual development components have
mathematical meaning makes it possible to formally verify that desired rela-
tionships hold within and between development components. In contrast to
traditional development methods, cross-development configuration consistency
can be defined precisely and at fine levels of granularity [18].

One of the main practical problems currently hindering the uptake of Formal
Methods, however, is the sheer number and complexity of its artifacts. For
example, proofs are typically orders of magnitude larger than the programs
they prove. By separating management of dependencies between formal entities
from their construction, fine-grained SCM has much to offer Formal Methods,
especially in the area of management of change. Most Formal Development
Support Environments (FDSEs) currently do not provide specialised support
for configuration management.

Direct adoption of standard approaches to SCM are not sufficient, however.
Software configuration and version management for traditional software engi-
neering focus on the requirements associated with the management of things
like source code, object code, etc. In the context of formal development, the
artifacts are more complex and more numerous and there is wider variety of
dependencies between these artifacts. The concept of an automated “build”
management system (upon which these traditional systems rely) is inappropri-
ate for a FDSE, since the activities that bring configurations into consistent
states cannot be fully automated.

The ARC-funded Fine-Grained Configuration Management (FGCM) project
at the SVRC is establishing a framework for fine-grained configuration manage-
ment. The framework builds on a programme of work carried out by PhD
student Kelvin Ross under the supervision of the first author, investigating the
application of SCM techniques to formal development [17, 18]. The aim of
the framework is to allow developers to support their correctness claims with
evidence that, not only have the individual components of a system been devel-
oped correctly, but that the combination and integration of these components
has been done in a consistent manner and that the final result is derived from
consistent, complete and up-to-date development components. The framework



is intended to apply not only to specifications, designs and programs, but also
to fine-grained development components such as the specification components,
reviews, change requests, refinements, design decisions, test sets, theories and
proofs that are generated as part of the development process.

Early versions of the framework have concentrated on traceability and ver-
sion management [12] for a number of reasons. First, we noted that it is often
desirable to be able to store multiple versions of development artifacts — for ex-
ample, in order to support team working, where different components of a sys-
tem are developed largely independently and then brought back together [15].
Another reason is because of regulatory requirements: for example, one of the
companies with which we have collaborated in the past is required to be able to
reconstruct all development artifacts (including system software, analysis and
test results) associated with the release of every one of its implantable medical
devices.

As well as being able to trace the development of systems, we would like
to be able to trace (in isolation as far as possible) the development history of
individual fine-grained artifacts. For example, in critical system development it
is important to be able to trace the evolution of individual safety requirements
right through the design to final implementation [13]. Another example is the
ability to trace (and reconstruct) artifacts which have been reused in different
developments, such as components from standard libraries.

Other projects are looking at version management of structured objects (e.g.
Goodstep [19], Merlin [14], UQ* [10, 21]) and have proposed generic approaches,
with a good deal of success. However, the configuration consistency and com-
pleteness conditions they consider are not sophisticated enough to meet the
above requirements.

1.3 High integrity software engineering

We consider the definition of a coherent framework, within which configuration
and version management can be carried out, as an important prerequisite in the
development of trusted and cost-effective environments for the development of
critical software. The processes that define the development activities in such
trusted environments must be based on sound underlying technology and mod-
els that allow the impact of any development step (in terms of the consistency
of the relationships between the underlying artifacts) to be accurately assessed.
Existing FDSEs use relatively untrusted standard version-management technol-
ogy 1n the development of critical systems; this is clearly a weak link since these
technologies have no coherent formal basis for consistency checking.

The need for careful control of the development process must be balanced
against the need for flexibility. Users will not accept a development process that
is overly constraining. Similarly, it is vitally important for encouraging indus-
trial uptake that Formal Methods be adaptable to different situations, project



structures and so on, without sacrificing the trustworthiness of the environ-
ments.

The approach taken here is to define configuration consistency models (or
configuration models, for short) which define the key configuration items, the
relationships between them, and the consistency and completeness conditions
desired for the configuration. In our approach, configuration models would form
the core part of FDSEs, with development processes defined relative to the core
models. This means that the consistency and completeness of a development
could be established largely independently of the development process applied,
giving flexibility and trustworthiness in the one framework.

It is worth noting at this point that we consider version management as an
integral part of the configuration management activity. Whereas it is common
to have some form of configuration management without a version management
system, version management systems rely critically on a configuration manage-
ment framework for defining the collections of versions which denote a specific
configuration.

1.4 The problem and its motivation

The approach will be illustrated here on version management of a formal theory,
consisting of theorems and their proofs. This is an area of particular concern to
FDSEs such as the B-Tool [1], Cogito [3] and mural [9], in which formal specifica-
tions have corresponding formal theories in which consequences of the specifica-
tion are deduced. Version management is of critical importance in such systems
because specifications — and hence the associated theories — often change, yet
the soundness of deductions depends on the specification and associated theory
being in step with one another.

For some time, version control (at the theory level) has been used in theorem
proving; when a change 1s made to a given theory, the old version is stored and
the system is rebuilt with the new version. At the SVRC, we use CVS [4] for
this task in the context of the Ergo theorem prover used with the Cogito system.

Similarly, most interactive theorem proving systems have some notion of
configuration management at fine levels of granularity. For example, the Ergo
theorem prover will warn the user if a circularity has been introduced during
proof construction. This form of dependency management is a good illustration
of the (simple) use of fine-grained configuration management principles. How-
ever, we are not aware of any theorem-proving systems which use notions of
version control at this level of granularity.

The motivation for considering fine-grained version control of formal theories
has come from a number of sources. Our experience in deploying complex
theory structures for use in actual formal development, and our use of theorem
provers (without fine-grained version control) to support the formal development
activity, have illustrated the need for finer levels of configuration and version
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