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Abstract

Quartz is a formal software development method
for concurrent real-time systems, currently be-
ing devised by the Software Verification Re-
search Centre. It is a program refinement the-
ory that supporis systematic production of ver-
ified real-time code from a formal specification.
Its model encompasses a broad range of devel-
opment steps from abstracit requirements spec-
ification, through high-level language programs,
down to executable assembler code with verified
timing behaviour. This article illusirates the
method via a detailed case study.

Keywords and phrases: real time, formal meth-
ods, software engineering

Introduction

Quartz is a development method for verified
real-time software, currently being devised by
the Software Verification Research Centre. Tt
aims to be

e a formal program development method
based on the ‘refinement’ approach,

e applicable to construction of concurrent
systems with ‘hard’ real-time constraints,
and

e capable of operating at a broad range of
abstraction levels.

This article introduces the major features of
the emerging Quartz method via a detailed case
study.

Background

Motivation. Hard real-time systems are
those in which timing behaviour is as important
Producing the right
answer at the wrong time is as bad as producing

as functional behaviour.

the wrong answer! Furthermore, real-time sys-
tems are often safety critical. Their ‘real-world’
price of failure can be very high, so formal ver-
ification of their properties is often mandated.

Satisfying such timing requirements demands
a great deal of rigour from system developers.
Real-time software is thus expensive to man-
ufacture to the degree of timing predictability
needed. We consider formal methods to be a
way of improving the accuracy and efficiency
with which such software can be produced, by
treating verification as an integral part of soft-
ware development.

Existing formal techniques have treated as-
pects of the overall problem but the results re-
main disjointed. Many formal specification and
programming language notations have been pro-
posed for real-time systems yet few development
approaches link the two. Verification and anal-
ysis methods have been proposed for real-time
program code but the methods are made very
complex by the need to know low-level details
of the target environment. The Quartz project
is integrating and extending this past work.

Enabling technologies. The Quartz method
is made possible by a number of recent advances.

e Specification languages such as 7 [17] have
proven sufficiently flexible for describing



Modelling concurrency

Several similar models have recently emerged for formally modelling concurrent behaviour:
action systems [2], the Temporal Logic of Actions [1] and UNITY [4]. Each uses an interleav-
ing model to conservatively build on the experience gained with sequential refinement and
verification methods.

In this article we use action system notation. An action system can be represented as a

loop,
{Init}

do
Action;

od

with an initial state definition followed by one or more actions. Each action is of the form
Guard — Body

with a guard that determines under what conditions the action may occur and a body which
defines its effect.

Traditionally such a loop is viewed as a sequential system, but it can also model interleaved
concurrent behaviour because no ordering is imposed on independent actions. An advantage
of the approach is that the same system description can map to a number of different
implementations, such as a straightforward sequential one, or a concurrent implementation
with shared variable communication, or a parallel implementation with message-passing
communication.

The pre/post semantics traditionally used for sequential refinement are inadequate for sys-
tems that interact repeatedly with their environment. Refinements in action systems that
change guards or add/remove actions are therefore defined with respect to all traces (se-
quences of global state changes) that the system may generate [2]. Refinement of individual
action bodies may be done using conventional refinement laws [11].

behaviour at many levels of abstraction.
Agreed-upon notations for expressing con-
currency and timing are still lacking, how-
ever.

‘Refinement’ methods offer formal rules for
deriving a high-level language (HLL) pro-
gram from its specification; program de-
velopment and verification thus proceed in
lockstep [11]. To date these techniques have
been limited to sequential, untimed pro-
grams, but new rules are appearing for con-
current systems (see box).

Techniques have been suggested for ‘pre-
dicting’ the real-time behaviour of HLL pro-
grams from their source code [5]. However,
the accuracy of such methods is limited by

the known timing properties of the target
compiler, architecture and operating sys-
tem.

Recent proposals have extended HLL pro-
gram refinement steps with real-time proof
obligations [6, 14]. Again, however, these
obligations cannot be fully discharged with-
out considerable knowledge of the target
execution environment.

Recent work treats the compilation process
itself as program refinement [12]. This work
has to date been limited to the sequential,
untimed case.

It has been shown that the real-time be-
haviour of modern computer architectures



can be formally described and automated
proofs of assembler level programs can be
undertaken using such a model [7].

Features from all of these results are being inte-
grated into the Quartz method.

The Quartz method

Figure 1 gives a broad overview of the Quartz
method (the example illustrated is described in
depth in the next section). Quartz encompasses
the range of real-time software development ac-
tivities from requirements specification, through
high-level language code development, down to
generation of executable assembler code.

1. Development begins with a formal descrip-
tion of both functional and timing require-
A real-time specification says not
only what to do, but when to do it. In
this case the remainder of integer division
by 60 must be computed with a worst-case
execution time of 130 time units.

ments.

2. The programmer uses formal rules to de-
rive program code, and its timing con-
straints, from the specification. Reason-
ableness checks can be applied to the tim-
ing constraints as they are produced in
order to determine, as early as possible,
whether development is proceeding in the
right direction. In this case an iterative
program is developed and, by observing
that the maximum possible number of iter-
ations n is 60, the programmer has recog-
nised that there are at most 2 time units
available for each iteration; the timing is
tight but not impossible!

3. The resulting HLL code is accompanied by
detailed timing constraints discovered dur-
ing code development. Such constraints
must be retained until formally discharged.
Typically this requires detailed knowledge
of the execution environment available only
at compile time. In this case, for instance,
we know that the time taken to evaluate
the loop guard g, execute the subtraction
statement in the loop s, and return to the
beginning of the loop r, cannot exceed 2
time units. It is impossible to say whether

this constraint can be satisfied or not with-
out knowing what object code will be gen-
erated for the loop.

4. Program compilation takes place using
code generation rules proven to respect
stated timing constraints. Timing obliga-
tions are fully discharged against a precise
model of the target machine and the pro-
grammer is alerted to unsatisfiable timing
constraints. In this case the code optimisa-
tion strategy has produced only two state-
ments for each iteration, subtract and brgte,
by placing the loop test after the loop body.
Each of these instructions takes 1 time unit,
so the timing constraint discussed above
can be formally discharged.

5. The final assembler code has predictable
real-time behaviour proven to conform with
that of the original requirements specifica-
tion. In the example illustrated, the worst
case calculated timing for this code is 127
time units, thus satisfying the original re-

(Quartz is not

limited to just worst-case timing, however.)

quirements specification.

The Quartz method is ‘integrated’ in the
sense that the same formal modelling technique
is used to define the semantics of the system
at all levels of abstraction. Furthermore, the
formal rules for HLL program development, and
for defining the compilation process, are merely
special cases of the general real-time refinement
techniques (see box).

The specific target languages currently being

used for Quartz research are

e the specification language Z, extended with
concurrency and timing constructs, for re-
quirements specification,

e a predictable subset of Ada 95, augmented
with timing constraints, as the target high-
level language, and

e assembler code for the MIPS R3000 RISC

processor as the final executable code.

7 1s also used as the formal modelling language
for defining the Quartz development rules.

The Quartz formalism defines semantics-
preserving translation rules that ensure timing
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Figure 1: Overview of the Quartz method




behaviour is respected. How these rules are
applied is largely up to the developer, how-
Timing obligations may be discharged
in either a top-down or bottom-up manner [6].
That is, the programmer may choose to impose
timing requirements on system components as
the design develops, or to use low-level timing
primitives to discover the timing behaviour of

already-completed components.

ever.

Case study

This section illustrates how the Quartz method-
ology would be applied. It shows what the ma-
jor steps would be during development of a small
embedded program. Here notations currently
found in the literature are used for the purposes
of illustration. A distinct syntax for the Quartz
method may be defined at a later date.

Requirements. The goalis to develop an em-
bedded program that is proven to process data
from sporadic inputs quickly enough so that no
inputs are lost.

Values in the range 0 to 3600 appear at ir-
regular intervals, with a minimum separation of
135 milliseconds, in variable ‘n’. (These val-
ues represent the number of seconds that have
elapsed in the current ‘wall time’ hour.)

The system must divide each number by 60
and place the remainder in variable ‘ou?’. (This
produces a value in the range 0 to 60. Variable
out will be used to display the number of sec-
onds that have elapsed in the current minute.)
In order to keep up with the worst-case input
frequency each output must be available in un-
der 135 milliseconds.

This is shown diagrammatically in Figure 2.
Following the appearance of each input value
the next input will not appear for at least 135
millseconds, and there must be an appropriate
output in strictly less than this time.

The program is expected to execute on a pro-
cessor where load and store instructions each
take 2 milliseconds and other instructions each
take 1 millisecond. (Elsewhere we have shown
how to handle more realistic timing primitives,
including those with ‘uncertain’ timing [6].)
Furthermore, to avoid too easy a solution, the

target machine has no multiplication or division
capabilities.

Formal specification. Let us declare the in-
coming and outgoing values to be numbers in
the ranges

secsPastHour == 0 .. 3600
and
secsPastMin == 0..60 ,

respectively. Also, a linear, discrete notion of
time is sufficient for this example so we let nat-
ural numbers, i.e.,

absTime == N |

represent milliseconds of absolute time.

One way to formally represent the require-
ment is shown in Figure 3. It is a Z [17] specifi-
cation representing the system via the histories,
or traces, of values appearing in the in and out
variables, and the times at which the values ap-
pear, inT and outT (see box).

Schema FEnviron defines the incoming data
stream. It describes a sequence inHist of val-
ues in and their arrival times inT. The predi-
cate formalises our expectation that all distinct
inputs are separated by at least 135 time units.

In such an environment our goal is to then
develop a program which will generate values
as defined by schema System. It introduces a
sequence outHist of outgoing values out, where
each value is made available for consumption by
time outT. The predicate has two parts. The
first says that the size of the history of incom-
ing values can exceed that of the outgoing values
by at most one, at any time. The second part
defines the desired link between the input and
output values. It says that each output value
must appear within 135 time units of the cor-
responding input and that each output value is
the remainder of dividing the input value by 60.

This is a highly abstract specification. Tt
says nothing about how long it takes to produce
the incoming values or to consume the outgoing
ones (or even if they are consumed!). Nor does
it say anything about how to process the incom-
ing data—it merely notes what values are to be
produced and deadlines by which they must be
available.



Real-time refinement rules

Program development in Quartz uses semantics-preserving ‘refinement’ rules. In the past
such rules, whether for converting specifications to HLL code [11], or HLL code to assem-
bler [12], have preserved functional behaviour only. Quartz extends them so that specified
real-time behaviour is maintained as well [6].

The Quartz refinement relation C is founded in a notion of ‘timed’ traces.

timed timed timed timed
traces = = = traces == traces == traces
ll ll ll
stat.e Co...C stat.e Co...C stat.e
machine = = machine = = machine
ll ll
HLL assembler
program — = code

Development proceeds from abstract trace-level descriptions at the top left, to executable
code at the bottom right, although the particular path taken is up to the programmer. A
mapping = is defined between timed trace descriptions and equivalent timed, concurrent
state machines, represented in this article as action systems. At these levels the definitions
and rules are generic; they apply to a wide range of target languages. The specific target
languages of interest are introduced when a system description at the level of common
structured programming constructs, such as assignment, sequence, iteration and choice, is
mapped to a high-level language program code, or one built from simple operations on
‘memory’ and ‘register’ arrays maps to an assembler program.

These semantics deliberately blur the distinction between ‘specifications’, ‘high-level lan-
guage programs’ and ‘assembler code’. The generic model and proof methods are the same
at all levels. Specific development rules must be derived from the generic theory to allow
particular target HLL and assembler constructs to be efficiently introduced into a design,
however.

. > 135 .
[ |
| |
I < 135 I
==
| | :
| | |
n n : n - =
|
\ \ : \
out out out - =

Figure 2: Desired timing behaviour.




—_ System

Environ; outHist : seq Out
#inHist € FoutHist .. #outHist + 1

Vz : domoutHist e (0 < outHist(z).outT — inHist(z).inT < 135
A outHist(z).out = inHist(z).in mod 60)

where

Environ = [inHist : seq In |

In = [in : secsPastHour; inT : absTime |

Out = [ out : secsPastMin; outT : absTime |

Vaz,y:dominHist |z > y e inHist(z).inT > inHist(y).inT + 135

Figure 3: History-based description.

Overall design. From such a history-oriented
description we can devise an overall system de-
sign that achieves this behaviour. We illustrate

this with action system notation.

Figure 4 is a state-machine representation of
the above specification. It describes a system
of atomic actions that obeys the description in
Figure 3. Initially the two time variables are
asserted to be zero. Future behaviour is then
defined via two distinct actions.

In the first, which can occur only when there
are no unprocessed inputs, some new input
value is produced at least 135 time units since its
predecessor. (In Z schemata, a ‘primed’ variable
name, e.g., ‘out’’, denotes a final value, and an
unprimed one an initial value. The ‘AIn’ nota-
tion tells us that in and inT" can change, within
the constraints defined by their declared types
in In. Notation ‘ZQut’ says that none of the
variables in schema Out change.)

The second action, which may occur only
when the most recent input has not yet resulted
in a corresponding output, calculates the new
value, and does so within 135 time units from
the moment when the most recent input was
produced.

The system description in Figure 4 says noth-

ing about how synchronisation between the in-
put and output actions is to be achieved. The

guards merely denote conditions that must hold
for the actions to occur. The behaviour could
be achieved by a sequential interleaving of input
and output actions, or by two appropriately syn-
chronised concurrent actions. Concurrency and
communication constructs in the final program
are introduced as part of this mapping.

At this level of abstraction program-like con-
structs such as ‘do..od’ are logical only. They
belong to the Quartz model, not to the target
programming language, and thus incur no run-
time overheads. The particular notation used
here mixes Z schemata with guarded command
language constructs [17].

Furthermore, the Input and Ouiput abstrac-
tions do not necessarily define an execution-time
‘duration’ for actions that implement them.
The time variables mark deadlines by which
significant ‘events’ (externally-observable state
changes) take place, not the passage of time.
Thus the difference between inT and inT" in the
first action does not suggest that an implemen-
tation of this action must consume more than
135 milliseconds of cpuU time, merely that an im-
plementation must perform state changes that
are observable at times inT and inT".

At this point
each action can be ‘refined’ to sequential HLL

Program code development.



Modelling time

In the Quartz model ‘time’ is represented through auxilary specification variables [8]. This
simplifies the formal development rules considerably because new verification techniques are
not needed for reasoning about time [1]. Although founded in an atomic-action specification
formalism, the Quartz model allows time-consuming, overlapping, and even pre-emptive,
actions to be modelled. Actions occur ‘instantaneously’ in the underlying model but to the
specifier they appear to consume time because they mark ‘resources’, such as shared variables
or a shared processor, as inacessible by any other action for their specified duration.

Care is taken in the underlying model to ensure that time variables adequately represent
physical reality. For instance, constraints ensure that only one action can access a shared
resource at a time, invariants guarantee that time cannot go backwards, and concrete code
cannot directly access logical time variables.

The specifier can mix timing and functional variables in system descriptions. Thus situa-
tions where the real-time and functional behaviour are inter-related can be described, e.g.,
when the execution time is dependent on the input data, or when the program changes its

behaviour in response to a deadline expiring.

code. Figure 5 shows a particular specifica-
tion of the Quiput behaviour. It anticipates a
‘shared variable’ mapping of the system in Fig-
ure 4 to a physical configuration in which the
QOutput action is capable of executing without
interruption, no more than 5 milliseconds from
the availability of each input. This slight de-
lay accounts for the synchronisation overhead
between the Input and Quiput actions. Un-
der these circumstances the rest of the time
remaining before the QOutput deadline can be
treated as the acceptable worst-case execution
time for the implementation. This is repre-
sented in Remainder by expressing the dura-
tion of the action, i.e., its finishing time minus
its starting time, as being less than 130 millisec-
onds.

Time variable now is here used to denote the
passage of available processor time. Tt is linked
to the two local time markers inT and outT,
always being the larger of the two when an ob-
servable event occurs. Figure 5 also constrains
A Time so that now cannot go backwards.

Development of a HLL program from this
specification proceeds by application of ‘real-
time refinement’ rules [6]. Knowing that the
target machine has no multiplication capabil-
ity, the programmer decides to calculate the re-
mainder via repeated subtraction. Anticipating
the iterative code, the first step undertaken is

to split the problem into two sequential compo-
nents as shown in Figure 6. The first component
is intended to establish the loop invariant, while
the second represents the loop itself. (The final,
primed, state of the first component becomes
the initial, unprimed, state of the second.)

Any such development step carries with it a
real-time proof obligation, in this case requiring
that the sum of the execution times for the two
components is compatible with the overall exe-
cution time specified in Remainder. Anxious to
check timing feasibility, and knowing that loads
and stores each take two time units on the target
architecture, the programmer has assumed that
the ultimate implementation of In:t will involve
loading the value of in into a register and then
storing this value into location out. Therefore a
decision was made to specify the execution time
of Init as exactly 4 time units, and hence the
Loop action must execute in less than 126 time
units if the combined behaviours are to satisfy
Remainder.

In fact, this was an unwise move by the pro-
grammer. It prematurely introduced detailed
machine-level assumptions and, more seriously,
overly constrains future development of the ac-
tions. An implementation of Init is now obliged
to take exactly 4 time units, preventing poten-
tial optimisations that might have performed
the action in less time. For example, if it could



{inT =0 A owtT = 0}

do
__Input
Aln; Z0ut

inT" > inT + 135

T < outlT —

— Qutput
ZIn; AOQut

outT < inT —| out' = in mod 60
inT < outT' < T 4+ 135

od

Figure 4: Development of System as two distinct actions.

___Remainder

EIn; AOut; ATime

out’ = in mod 60
now' < now + 130

where

Time = [now : absTime; In; Out | now = mazx(inT, outT)]

ATime = [ Time; Time' | now’ > now |

Figure 5: Development of Quiput as a specification with duration.

_Inat __ Loop
=In; AOut; ATime EIn; AOut; ATime
out’ = in i | out’ = out mod 60
now' = now + 4 now' < now + 126

Figure 6: A development of Remainder by introducing sequential composition (the timing re-

quirement on Init is overspecified).



be proven that the value of out was already
equal to in at this point in the program then
Although the
timing requirement in Figure 6 is not ‘wrong’,
choosing now’ < now + 4 would have given the
compiler greater freedom. This illustrates the
inevitable tension between the desire to perform
timing feasibility checks early, in order to avoid
spending time on ‘dead-end’ developments, and
the need to leave timing constraints as loose as
possible, in order to give the greatest amount
of freedom for code rearrangement at either the
HLL or assembler levels.

Init need take no time at all!

The initialisation action, which merely sets
out to equal in, can be easily mapped to the HLL
program shown in Figure 7 (see box). The pro-
gram code itself is accompanied by the program-
mer’s specified timing behaviour, in the form of
an undischarged proof obligation.

Development of the Loop action is more chal-
lenging. Proving real-time properties of itera-
tive code typically involves identifying a ‘timed’
loop invariant [6], as shown in Figure 8. Here
the programmer has introduced two temporary
logical constants out0) and now( with values
fixed to the initial values of the corresponding
variables when the loop began [11]. The loop
itself is re-expressed as an action that main-
tains invariant invl, and terminates with the
final value of out strictly less than 60.

The invariant defines the functional require-
ment by stating that out 1s always less than the
value of out0 by some whole multiple of 60. In
the final state, when out is less than 60 and
this invariant is true, then ouf must equal the
remainder of dividing out0 by 60. In order to
make progress towards termination, while main-
taining the invariant, out must decrease by at
least 60 with each iteration and, knowing that
the maximum value of in is 3600, the program-
mer can tell that in the worst case there will be
60 iterations.

The second conjunct of invariant invL defines
the maximum time that can have elapsed, since
now(, as a function of n and two time constants.
These constants denote the timing overheads as-
sociated with entering and exiting a loop state-
ment. Unlike the iteration construct used in
Figure 4, a programming language loop will in-
cur real time penalties in its implementation.

10

The two times mentioned here are the initial
overhead of reaching the loop guard for the first
time ¢, and the final overhead of evaluating the
(false) guard and exiting the loop f. In this in-
stance the programmer has wisely chosen not to
guess what values these overheads will eventu-
ally have, but has left them as symbolic con-
stants.

The real-time and functional behaviours are
inextricably linked. The invariant states that
the timing behaviour is proportional to ‘n’ times
the overhead of each loop, where n is determined
by the program variables.

Given the maximum execution time for Loop
of 126 milliseconds, and knowing that there may
be up to 60 iterations, the programmer has
stated that the overall timing requirement can
be satisfied if the loop entry and exit overheads
do not exceed 6 time units and each iteration
takes at most 2 time units. By defining this tim-
ing invariant the programmer has partitioned
the timing requirement even further, choosing a
particular method of satisfying Loop, and can
undertake some ‘reasonableness’ checks on the
specified timing behaviour, even without know-
ing the actual values associated with the con-
stants. Since no negative values are required to
meet the goal, the programmer is given some
confidence that the timing obligation is satis-
fiable. However, there is not yet a guarantee
that the particular combination of target lan-
guages, compiler and machine can meet this re-
quirement.

A specification in such a form can be readily
translated into equivalent HLL code as shown
in Figure 9 [6]. Two new invariants are eas-
ily calculated, using the overall loop invariant
and allowing for the time ¢ required to evaluate
the (true) guard and reach the loop body, and
the time r to return from the end of the loop
body to re-evaluate the guard. Invariant invB
is always true at the moment the loop body is
about to begin executing, because the guard has
been evaluated one more time than the body it-
self has executed. Invariant invF is true at the
end of the body, when the guard and body have
been executed the same number of times, but
the overhead of returning to the guard has yet
to be encountered. (The timing invariant is still
expressed relative to now0, when Loop2 began,



out :=1n A [ATime | now' = now + 4] ;

Figure 7: High-level language description of Init.

Modelling code

For each target language construct a mapping must be formally defined between the con-
struct and its corresponding meaning in the Quartz model. High-level language and as-
sembler statements are thus defined through their effect on functional and time-related
specification variables.

Unfortunately, contemporary programming languages and architectures were not designed
with predictable timing in mind. Quartz therefore acknowledges that the timing behaviour
of some primitive actions must ultimately contain a degree of uncertainty. This is done by
assigning sets of possible execution times to primitive actions. This allows both minimum
and maximum execution times to be modelled.

The run-time overheads associated with each language construct must be defined with suf-
ficient accuracy to minimise the spread of timing estimates. The extent to which this is
practical involves an application-specific trade-off between the degree of precision to which
we model the effect of the target architecture on language constructs [15], and the acceptable
spread of timing estimates in proven results. Typically, any imprecision in timing estimates
for primitives rapidly accumulates, particularly in iterative code, making proof of timing
properties progressively more difficult.

Features of the target architecture strongly influence the assembler language model, via their
impact on timing predictability. In particular, the RiSC architectures currently popular for
implementing real-time systems have features such as instruction pipelines, memory caches
and interrupts that must all be formally modelled [15].

con out() = out e
con now() = now e

i, f :absTime|i+f<6e

—Loop2
invl; invl’; Eln

out’ < 60

where

invl = [In; Qut; Time |3 n :Ne (out + n*60 = outl
A now < nowl +i+n*2+ f)]

Figure 8: Development of Loop using a real-time invariant.
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dg,r:absTime|g+r <20

while out > 60 loop
— Subtract
mvB; mmvk'; ZEin

out’ = out — 60

end loop;

where

invB = [In; Out; Time|3n : N e (out + n 60 = out)

invE = [In; Out; Time |In : N e (out + n * 60 = out

/\nowgnowo-l—i-l-n*Q-l-g)]

Anow < nowl+i+n*2—r)]

Figure 9: Development of Loop2 by introducing a while loop.

out 1= out — 60 A [ATime | now’ < now +(2—(g+7r))];

Figure 10: High-level language description of Subtract.

so the initial overhead 7 must be included.)

The loop body can then be mapped to the
target programming language as shown in Fig-
ure 10. The specific timing requirement was de-
vised from the ‘difference’ between the two in-
variants in Figure 9. If the duration of the loop
body is as specified then these timing invariants
are guaranteed to be respected. Here the pro-
grammer has stated that each iteration takes
the same amount of time, a decision not neces-
sarily required by the invariants. Obviously this
timing requirement on the loop body is very de-
manding!

Figure 11 collects the above steps together
and shows the final HLL program developed from
the specification in Figure 5, in an Ada-like
syntax. Notice that the executable statements
on the left are accompanied by, as yet, undis-
charged timing requirements discovered during
the course of the development on the right. The
time variables, e.g., now, and the temporary
constants, e.g.,; out0, are logical and serve to
define proof obligations only. No object code

12

will be generated for them. The two assign-
ment statements have defined durations, while
the loop invariants serve to define the allowable
overheads of implementing the while construct.

Assembler code development. Develop-
ment of executable assembler code from the HLL
program in Figure 11 also proceeds by system-
atic application of Quartz development rules.
This section illustrates the major steps involved
in such a compilation process.

Consider the HLL statement in Figure 7. Tt
says that the memory location corresponding to
program variable out is to be updated with the
value of variable in, and that this is to be done
in four time units. A ‘data refinement’ [17] can
thus be performed to map this statement to its
intended effect on physical memory. Let mem-
ory be defined as a mapping from addresses to
values, as follows:

Memory = [mem : address — value | .

The HLL statement can then be expressed as



out :=1n

while out > 60 loop
out := out — 60

end loop

A[ATime | now' = now + 4] ;

con outl) = out; now0d = now e
di,f,g,r:absTime|i+f<6Ag+r<2e

A[ATime; invB; invE" | now' < now+ (2—(g+71))];
A[ATime; invl; invl!];

Figure 11: High-level language program (left) and calculated timing requirements (right).

mem(oloc) := mem(iloc) A [ATime | now' = now + 4]

Figure 12: Development of Init in terms of its effect on memory.

shown in Figure 12, where oloc and loc are con-
stants representing the memory addresses allo-
cated for variables out and in respectively. It
states that the values in all memory locations
are unchanged, except that the value at address
oloc must be updated to be the same as that at
tloc.

Further data refinements introduce other
machine-specific features. An array of CPU reg-
isters

Regs = [ reg : regnum — value |

is added next. Figure 13 shows how the update
to memory can be achieved via two actions in
sequence. The first places the value of memory
location iloc into register 1, and the second then
places the value in register 1 into memory loca-
tion oloc. The timing requirement is divided
evenly between the two actions.

The assembler-level development of Init is
completed by introducing the program counter,

PC = [pc : address |,

which, if incremented by each action, allows the
description in Figure 13 to be mapped into ex-
ecutable assembler code as shown in Figure 14.

Formally these two assembler instructions are
defined in the Quartz model as shown in Fig-
ure 15. Obviously the degree of complexity has
increased dramatically as the level of abstrac-
tion has lowered, even for the simple target ma-
chine assumed for this case study. Accurately
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modelling a real machine, with features such
as pipelining, caching, interrupts, etc. is possi-
ble [15], but managing the resulting detail poses
a formidable challenge. Appropriate tool sup-
port will be important to achieve adequate pro-
ductivity in practice.

Development of the while loop follows sim-
Fig-

ure 16 shows an intermediate description of the

ilarly, using the same data refinements.

loop, in the Quartz modelling language, follow-
ing introduction of the memory and register ab-
stractions. This complex description is mid-
way between the HLL program and assembler
code. It has machine-level concepts, such as reg-
isters, not found in a HLL program. It is not yet
mappable to executable assembler code, how-
ever, because the updates to now are still not
uniquely determined and the program counter
has yet to be introduced.

In Figure 11 the variable out was accessed
during every loop iteration. Rather than re-
peatedly moving its value to and from memory,
an optimisation has been performed so that the
value is kept in register 1 throughout execution
of the loop body. This was done when introduc-
ing the register-level abstraction via ‘encoding’
and ‘decoding’ actions added before and after
the loop respectively. Before the loop the value
in memory location oloc is placed in register 1
and after the loop the value in register 1 is stored
in location oloc. Within the loop itself the data



reg(1) := mem(iloc) A [ ATime | now’ = now +2];
mem (oloc) := reg(1) A [ATime | now’ = now + 2]

Figure 13: Development of Init using registers.

load iloc 1

store 1 oloc

Figure 14: Assembler code developed from /Init.

refinement thus replaces references to ‘out’ with
‘reg(1)’.
recognised as a ‘loop-constant expression’ [16]
and is therefore ‘loaded’ into register 2 in the
first action only.

Similarly, the constant ‘60’ has been

The while construct has been replaced by its
underlying do..od model with explicit opera-
tions to model the timing overheads of the com-
piled code. The action system model thus serves
to model both top-level concurrency and low-
level assembler execution! The stated durations
ensure that the programmer’s invariants from
Figure 11 are maintained. The operation im-
mediately after the loop in Figure 16 denotes
the overhead of evaluating the false guard for
the last time—this overhead must be taken into
account when determining the loop finalisation
time f.

Development of the loop is completed by in-
troducing the program counter abstraction and
using it to represent the effect of iteration on
control flow. The description in Figure 17 does
this, for a particular compilation strategy in
which the guard test is placed immediately after
the loop body.

The first three of the four actions manipu-
late the program counter in order to explicitly
achieve the desired loop. The first initially sets
the program counter to be test, the address at
which the code for testing the guard is to be
placed. The second evaluates the loop guard. If
the guard is true it sets the program counter to
body, where the code for the loop body is to be
found. If the guard is false the program counter
is set to the loop exit address ezit. The third
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action is the loop body itself which ends by set-
ting the program counter so that the guard will
be evaluated again.

In this compilation strategy there is no over-
head associated with returning from the end of
the loop body to the guard test, so

r=20

and references to it could be omitted from Fig-
ure 17.

Development of the third action in Figure 17,
i.e., the loop body, can be finished straightfor-
wardly. Its specified timing behaviour can be
strengthened by adding now’ = now + 1. Let-
ting test = body + 1, it then maps to a subtract
instruction in the target assembler language:

subtract 1 2.

This step has further constrained the over-
heads associated with each iteration so that

g+r<l.

Therefore the second action in Figure 17 has to
execute in one time unit or less. Again the tim-
ing goal is very demanding, but not impossible!

These inter-relationships between time con-
stants highlight a formidable challenge in the
development of real-time programs. Parts of
the system whose functional behaviour is inde-
pendent may still affect one another’s timing
behaviour, thus significantly complicating the
program development process. Here the loop
test and body cannot be refined in isolation be-
cause their individual timing behaviours both



[EMem; ATime; ARegs; APC | now' — now = 2
A reg’ = reg @ {I+ mem(iloc)}
A pc’ = pe+1];
[AMem; ATime; ZRegs; APC | now' — now = 2
A mem’ = mem @ {oloc — reg(1)}
A pc’ = pe+1]

Figure 15: Underlying assembler-level model of Init.

(reg(1) := mem(oloc) ; reg(2) :=60) A [ATime | now' < now +1];
do reg(l) > reg(2) —
[EMem; ZRegs; ATime | now' < now + g];
reg(1) := reg(1) = reg(2) A[ ATime | now’ < now + (2 (g +r)]
[EMem; ZRegs; ATime | now' < now + r|
od;

[EMem; ERegs; ATime | now’ < now + g];
mem(oloc) :=reg(1) A [ ATime | now’ < now + (f — ¢)] ;

Figure 16: Development of the while loop.

Jtest, body, exit : addr | pc < body < test < exit o

[EMem; ATime; ARegs; APC | reg’ = reg @ {++ mem(oloc), 2+ 60}
A pc' = test A now' < now + i ];
do
pc = test — [EMem; ATime; ZRegs; APC|
now' < now + ¢
A (((reg(1) = reg(2)) A pc’ = body) V
((reg(1) < reg(2)) A pc' = exit))]
I
pc = body — [EMem; ATime; ARegs; APC|
now’ < now+ (2 —g)
A reg’ = reg & {1 (reg(1l) — reg(2))}
A pc’ = test |
od;

[AMem; ATime; ZRegs; APC | mem’ = mem & {oloc — reg(1)}
A pe = exit A now' < now + (f — g)];

Figure 17: Assembler-level model of the while construct.
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contribute to satisfaction of the overall timing
goal. The formally documented constraints re-
quired by the Quartz discipline at least make
these relationships explicit.

(Interestingly, if we had not adopted the pol-
icy of keeping ‘out’ in a register then the loop
body would have developed as shown below:

load oloc 1
subtract 1 2

store 1 oloc .

Since this code takes 2 + 1 4+ 2 = 5 time units
the only way to meet the timing requirement in
Figure 10 would have been for at least one of
g or r to be negative! This impossibility would
have made it obvious that the compilation was
following the wrong path, even without compil-
ing the remainder of the code.)

The timing requirement of the second action
in Figure 17, testing the loop guard, can be
strengthened by choosing

g=1.

Letting ezit = test + 1 then allows the action to
be immediately mapped to a conditional branch
in our target instruction set:

brgte 1 2 body .

To complete the compilation the first and last
actions in Figure 17 must be developed fur-
ther. The last one, i.e., the ‘decoding’ action,
can have its timing post-condition strengthened
with now’ = now—+2. A refinement to define the
change in the program counter as pc’ = pc + 1
then yields a mapping to a store instruction:

store 1 oloc .
This step gives a value of
f=24+g9g=2+1=3

for the loop exit overhead introduced in Figure 8
when the time ¢ needed to evaluate the guard
for the last time is included. This in turn defines
the maximum allowable value for ¢z, the time to
reach the loop guard on the first occasion, as 2
(because i + f < 6 is required).

The last compilation task is thus to develop
to assembler the first action in Figure 17. Given
that ¢ < 2 we face a dilemma because there are
three actions to perform, loading the value at
location oloc into register 1, loading the con-
stant 60 into register 2, and branching to loca-
tion test. Implementing this as a memory load,
followed by a load absolute, and a branch, i.e.,

load oloc 1
loadabs 60 2

branch test

would take 24141 = 4 time units and thus vio-
late the timing requirement. Furthermore, there
is no optimisation of our development steps from
Figure 16 onwards that will help recover the
necessary time. No redundant instructions have
been generated.

The solution will be to introduce a necessary
pre-condition stating that (at least) the first of
these values is already in a register when the
loop begins. By adding

reg(1) = mem(oloc)

to the pre-condition of the first action in Fig-
ure 16, it will then be unnecessary to load this
memory value and we need to generate only

loadabs 60 2

branch test
for the schema, giving a final value of
1 =2

and satisfying the last of the programmer’s tim-
ing requirements.

Since a pre-condition cannot be arbitrarily
strengthened, this must be done by a program
transformation rule, which checks that the post-
condition of the preceding action satisfies this
new condition. In this case the behaviour intro-
duced in Figure 13 does indeed have the neces-
sary post-condition

reg’(1) = mem/(oloc) |

so the transformation step is valid.

Finally, collecting the above steps together
(and eliminating the logical constant declara-
tions and existential quantifiers, all of which

16



body:
test:

exit:

load iloc 1
store 1 oloc
loadabs 60 2
branch test
subtract 1 2
brgte 1 2 body

store 1 oloc

Figure 18: Time-verified assembler code

are now redundant or instantiated, respectively)
gives the final, time-verified assember-level de-
scription which can be displayed in a familiar
notation as shown in Figure 18. (Unlike the
code in Figure 1, the second instruction here is
redundant but cannot be removed due to the
programmer’s overspecification stating that the
first assignment statement in Figure 11 must
take ezactly 4 time units.)

All of the timing obligations from the HLL
program in Figure 11 have been proven for this
assembler code and hence, so has the timing
behaviour in the specification from Figure 5.
Furthermore, in the context of the environment
defined by Figure 4, this code will achieve the
user’s original requirement from Figure 3.

Related work

A number of contemporary projects have goals
that match, or complement, those of Quartz.

The University of York is producing a method
for development of real-time systems [14]. Tt is
based on a single wide-spectrum language, TAM,
which mixes specification and real-time HLL pro-
gramming concepts. It has an associated refine-
ment calculus and proof theory. This work is
well advanced and the results to date are im-
pressive. However, the approach does not model
the compilation process and is thus forced to
make assumptions about the execution time of
HLL constructs.

Cambridge’s safemos project [3] involves
development of real-time HLL programs from
state-transition based specifications. The mean-
ing of these programs is given by a translation to
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sequences of machine instructions, interpreted
as if executing on an idealised stack machine.
To solve the need to know low-level information
in order to reason about real-time behaviour at
the HLL program level it uses automated tools
to derive “behavioural abstractions” of the be-
haviour. The methodology, still under develop-
ment, intends to emphasise “conventional veri-
fication plus a verified compiler” coupled with
“pure machine code verification”.

The EsPRIT ProCoS II project is also treat-
ing compilation of real-time HLL programs for-
mally via a set of translation theorems [10]. An
occam-like programming language is augmented
with constructs for expressing timing require-
ments such as worst-case execution times, time-
out alternatives and acceptable clock inaccura-
cies. Machine code programs are represented
as sequences of instructions and their meaning
defined via their interpretation on a model ma-
chine. This project does not target an already
existing programming language, nor has it yet
modelled the timing behaviour of a real ma-
chine.

Augmented high-level language compilers are
an obvious way of automating the discharge of
timing obligations, relieving programmers from
the burden of ‘cycle counting’. A number of
compilers and tools that can predict timing
behaviour [13] have been proposed, some of
which rearrange code in order to improve per-
formance [9].

Indeed, performance-enhancing heuristics for
guiding real-time software development are a
valuable adjunct to the ‘raw’ Quartz develop-
ment rules. There is still a great deal of cre-



ativity involved in undertaking formal program
developments, despite the existence of formal
rules. Such heuristics have been discussed in
the literature [16], although mainly for ‘soft’,
rather than hard, real-time goals.

Conclusion

The Quartz project began in April 1994. Tt
is producing a methodology that encompasses
real-time requirements specification, design of
high-level language programs and generation of
time-verified assembler code. It treats time as a
first-class concept, given importance in the de-
velopment process equal to that of functional
behaviour. By modelling the entire software de-
velopment process within a unified framework 1t
simplifies and increases the precision of timing
proofs.

The case study above involved a considerable
degree of complexity to develop what ultimately
proved to be a small program. Nevertheless,
while small, the example was far from trivial.
Iterative code typically involves subtle reason-
ing about loop invariants. In this case we have
shown how time is smoothly integrated into this
reasoning.

Furthermore, most of the steps were emi-
nently suited to automated support.

e A ‘refinement tool’ or automated theorem
prover could assist with application of the
HLL program development rules.

The theory for translation of timed HLL
programs to assembler code could be used
either to verify an existing compiler or to
derive a new, verified real-time compilation
strategy.

It would be unusual to undertake development
of verified real-time software entirely by hand in
practice! Future work will hopefully see the de-
velopment of such tools from the Quartz theory.
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