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tVeri�
ation and validation (V&V) of 
on
urrent 
omponents is a
hallenging task. There is no "silver bullet" for all V&V problems.It is therefore important to determine appropriate V&V solutions forparti
ular 
ontexts. Empiri
al evaluations 
an be a sour
e of informa-tion regarding parti
ular V&V te
hnologies, but the studies are notuseful on their own. Information from empiri
al studies needs to bepresented in a format that 
lassi�es empiri
al and pra
ti
al knowledgeof V&V te
hnologies and thus be
omes a repository for pra
titioners.The purpose of this resear
h is to devise a 
hara
terisation s
hema:a systemati
 approa
h to building up empiri
al and pra
ti
al knowl-edge regarding the parti
ular 
ontexts and 
ost-e�e
tiveness of V&Vte
hnologies for 
on
urrent 
omponents. The s
hema itself will not be
omplete at the end of this resear
h; it will have to 
ontinue to evolvebased on pra
titioner needs and therefore it must be tailored for easeof use and ease of modi�
ation. Additionally, methodology needs to bedevised for the 
ontinued development and evaluation of the s
hema.1 Introdu
tionVeri�
ation 
he
ks whether a 
omputer program 
onforms to its spe
i�
a-tion whilst validation 
he
ks if it meets the requirements/expe
tations ofthe 
lient; together they are often referred to as V&V [80℄. In this report,the term �V&V te
hnologies� is used as a generi
 term referring to V&Vte
hniques, tools and methods (this is a variation of the generi
 terminology1



software engineering te
hnology introdu
ed by Birk [12℄). V&V te
hnologiesmay be dynami
 (involving exe
ution of the program) or stati
 (not involvingthe exe
ution of the program). This resear
h fo
uses on the V&V of 
on-
urrent programs. A 
on
urrent program spe
i�es two or more pro
esses (orthreads) that 
ooperate in performing a task and ea
h of those pro
esses isa sequential program that exe
utes a sequen
e of statements [3℄. Pro
esses
ooperate through 
ommuni
ation using shared variables or message passing.Con
urrent programs are inherently more 
omplex than sequential programsbe
ause they are non-deterministi
 and therefore do not always return thesame output. Spe
i�
 
on
urren
y defe
ts (se
tion 2.1.1) further 
ompli
atethe V&V of 
on
urrent programs. These defe
ts in
lude interferen
e, an in-terleaving of threads that results in in
orre
t updates to the state of a sharedobje
t, and deadlo
k, a situation in whi
h there are no eligible a
tions to beperformed by the program [63℄.The fo
us of this resear
h is the V&V of software 
omponents ratherthan software systems or programs. A software 
omponent, as de�ned bySzyperski [81℄, is a unit of 
omposition with 
ontra
tually spe
i�ed interfa
esand expli
it 
ontext dependen
ies. It 
an be built from a set of atomi

omponents. There are many V&V te
hnologies spe
i�
 to this 
ontext of
on
urrent 
omponents (se
tion 2.1.2). They 
an be stati
 or dynami
. Somefo
us on spe
i�
 defe
ts su
h as interferen
e whilst others fo
us on deadlo
ks.Due to this diversity it is important to know when a V&V te
hnology shouldbe used.Empiri
al resear
h in software engineering has the promising ability togive pra
titioners the knowledge of 
ontexts in whi
h a parti
ular V&V te
h-nology is most 
ost-e�e
tive. Empiri
al resear
h on V&V te
hnologies, de-spite its immaturity [11, 41℄, is one of the most a
tive areas of empiri
alsoftware engineering [79℄. The �rst empiri
al studies, whi
h date ba
k about25 years, are 
on
erned with the 
omparison of V&V te
hnologies. Compar-ison studies have sin
e been repli
ated and performed in various 
ontexts.Although these studies do not report that one parti
ular V&V te
hnology is
learly the most e�e
tive, they do 
ontinually re
ognise the 
omplementarynature of the te
hnologies and stress the importan
e of their 
ombination.Most empiri
al studies of V&V te
hnologies have thus-far been applied tosequential programs, therefore at present there is a large gap in empiri
ismof V&V te
hnologies in the spe
i�
 
ontext of 
on
urren
y. There are severalte
hnologies available for the V&V of 
on
urrent 
omponents, but their em-piri
al evaluation is sparse, therefore there is no eviden
e supporting when2



they should be applied.One su
h V&V approa
h is the TestCon method [60℄ whi
h has beendeveloped for the V&V of 
on
urrent Java 
omponents by fo
using on 
on-
urren
y failures. It 
ombines 
on
urren
y spe
i�
 
ode inspe
tion steps withautomated stati
 analysis tools [4, 37℄ and a dynami
 analysis tool [59℄. Anoverview of the TestCon method is found in se
tion 2.1.3 of the RelatedWork.As part of the pra
ti
al work 
ompleted for this resear
h to date, the stati
analysis 
omponents of the method were evaluated through a 
omparisonof 
ode walk-through and automated stati
 analysis tools with and with-out the appli
ation of the TestCon method steps. The study (summarisedin se
tion 3), although preliminary, did present some results that supportthe 
ost-e�e
tiveness of 
ombining automated stati
 analysis tools with 
odeinspe
tion.The TestCon method presents one approa
h to deal with V&V in 
on
ur-ren
y, but it is essential to develop a repository of knowledge for pra
titionersthat 
an be used to �nd 
ost-e�e
tive V&V solutions for their parti
ular 
on-texts. This repository of knowledge has to be a

essible to both pra
titionersand resear
hers. It is most 
learly depi
ted as a 
hara
terisation s
hema: asystemati
 approa
h to building up knowledge of V&V appli
ation throughevaluation. A s
hema relies on an iterative approa
h of gaining informationfrom empiri
al evaluation and pra
titioner experien
e and using this infor-mation to 
lassify V&V te
hnologies to the parti
ular 
ontexts in whi
h theyhave been found most 
ost-e�e
tive. Su
h a s
hema is being developed forV&V te
hnologies [83℄ and fo
uses on test 
ase sele
tion (one aspe
t of oneV&V te
hnology), but it needs to be expanded to deal with the parti
ularissues of 
on
urrent 
omponents.The remainder of this report is broken down into three se
tions. Se
tion2 is an overview of literature in the �elds of V&V for 
on
urrent Java 
om-ponents and empiri
al evaluation of V&V te
hnologies. Se
tion 3 presentsthe pra
ti
al work 
ompleted for this proje
t to date. Se
tion 4 re�e
ts onthe tasks and plan required to 
omplete the resear
h proje
t.2 Related WorkThis review draws from the initial draft of the related work 
hapter of thethesis (available on request). The 
hapter 
ontains a 
omplete analysis ofresear
h in empiri
al software engineering (in
luding guidelines, measure-3



ments, body of knowledge and examination of empiri
al software engineeringin pra
ti
e) as well as V&V issues for 
on
urrent 
omponents, 
urrent V&Vte
hnologies in software engineering and empiri
al evaluation of V&V te
h-nologies. The fo
us of the abbreviated review below is on the resear
h neededin the development of a s
hema for the systemati
 use of V&V te
hnologiesfor 
on
urrent Java 
omponents. Therefore the review 
ontains resear
h in
on
urren
y defe
ts and the V&V te
hnologies themselves to gain a perspe
-tive on the needs and 
hallenges in this 
ontext. Se
ondly, resear
h is pursuedin the area of empiri
al software engineering to devise ways of evaluating the
ontents of the s
hema and determining when spe
i�
 V&V te
hnologies aremost 
ost-e�e
tive in order to foster the s
hema's development.2.1 V&V Issues for Con
urrent Components2.1.1 Defe
tsDefe
ts of 
on
urrent Java 
omponents are examined either as bugs (erro-neous patterns of 
ode) or failures (o

urren
e of in
orre
t program behaviourwhi
h is the result of a 
on
urren
y fault in 
ode). Far
hi et al. [27℄ do
ument
ommon 
on
urren
y bugs and 
lassify them into three groups:1. an erroneous assumption that a 
ode segment is prote
ted from a

essby multiple threads2. an erroneous assumption that interleavings will not o

ur3. blo
king or dead thread bug patternThis 
lassi�
ation was used in the development of a ben
hmark 
onsistingof mutant 
on
urrent Java 
omponents. A ben
hmark allows resear
hers to
ompare any novel V&V te
hnology to existing V&V te
hnology, by run-ning them on the same set of programs and then 
omparing their 
ost-e�e
tiveness. It is important to keep in mind that a ben
hmark should bevalidated for 
ompleteness before it is used in empiri
al evaluations [47℄.Con
urren
y failures have been 
lassi�ed for 
on
urrent Java 
omponentsthrough the use of a petri-net model [58℄. Five transitions (spe
i�
 to Java)were observed:1. a thread requesting an obje
t lo
k4



2. a thread lo
king an obje
t3. a thread waiting on an obje
t4. a thread releasing an obje
t lo
k5. thread noti�
ationIf any of these 5 transitions fail to �re or �re erroneously they 
an lead to 
on-
urren
y failures su
h as interferen
e or deadlo
k. An examination of thesetransitions led to the development of the TestCon method that 
ombinesV&V te
hnologies to 
over all failures (see se
tion 2.1.3). An understandingof 
on
urren
y bugs and failures 
an aid in the evaluation of V&V te
hnolo-gies when defe
ts need to be seeded in 
omponents used in empiri
al studies.Defe
ts 
hange as Java evolves. For example, in Java 5.0, some 
on
ur-ren
y defe
ts have been resolved (su
h as double-
he
ked lo
king [5℄) whilstnovel defe
ts may appear due to new ways of ensuring syn
hronisation asprovided by the java.util.
on
urrent 
onstru
ts [29, 53℄. V&V te
hnologiestherefore have to evolve as well and it is then important to know if they aregeneral or spe
i�
 to a parti
ular version of Java based upon the defe
ts theyare able to dete
t.2.1.2 V&V Te
hnologiesThere are a number of diverse te
hnologies available for the V&V of 
on
ur-rent 
omponents, often spe
i�
ally designed to deal with 
on
urren
y defe
ts.ConAn [59℄ is a tool that adapts Hansen's [31℄ approa
h of the systemati
testing of monitors to perform dynami
 analysis on 
on
urrent Java 
ompo-nents through deterministi
 exe
ution. ConAn has re
ently been extendedto handle interrupts, timed waits [84℄ and non-deterministi
 inputs and out-puts [85℄. There are other dynami
 tools available that fo
us on deterministi
testing (JaDA [9℄) and 
he
ks for atomi
ity (Atomizer [28℄). ConTest [23℄ isa tool for non-deterministi
 testing that 
an improve the dete
tion of 
on
ur-ren
y faults through instrumentation of the 
omponent under test. It usesheuristi
s to seed a 
omponent with delays 
ausing primitives that 
an resultin interleavings that 
an lead to interferen
e.Code inspe
tion has been tailored to 
on
urren
y through the develop-ment of 
on
urrent desk 
he
king [33℄. The pro
ess is designed to lower the5



number of possible interleavings that are 
he
ked through the use of a sele
-tion pro
ess applied by a group of inspe
tors and 
an be made less tediousthrough the use of tools that support the review pro
ess and perform au-tomated stati
 analysis. Automated stati
 analysis tools su
h as FindBugs[36, 37℄, Jlint [4℄ and E_Jlin [30℄ are run on byte
ode to dete
t �bug� patterns[1℄ that 
an lead to 
on
urren
y defe
ts. These tools are not guaranteed todete
t (or report) all 
on
urren
y defe
ts and they are prone to reportingfalse positives (erroneously reporting the existen
e of a defe
t).TCGen [46℄ is a tool that automates test 
ase generation for ADA withthe testing 
riteria: edge 
overage, loop 
overage, intera
tion 
overage aswell as ordered sequen
e testing. Further work on test 
ase generation isbeing done through the use of model 
he
kers. As model 
he
king be
omesmore automated, its use is be
oming easier to adopt in industry. Formalspe
i�
ations of 
omponents 
an be translated to model-
he
kers su
h asthe Labelled Transition System Analyzer (LTSA) [63℄ that 
an subsequently
he
k them. On the other hand, Java PathFinder [32℄ 
an translate Javaprograms to models for veri�
ation, but the pro
ess is still not 
ompletelytrivial as it involves the use of assertions and the resulting error tra
es arein Promela as opposed to Java. Assertions 
an improve the testing pro
essby 
he
king if 
ertain pre-
onditions and post-
onditions are true prior tomethod 
alls. In Java, this involves using the keyword assert followed by aboolean expression that is believed to be true when the assertion exe
utes[38℄. If the assert statement throws an error, the assumption believed of amethod or statement is in
orre
t. Assertions have been su

essfully used inthe testing of C [73℄, C++ [24℄ and Java programs [16℄, but it is not trivialto de�ne appropriate boolean statements.2.1.3 The TestCon Method: Combining V&V Approa
hesAs one 
an as
ertain from the brief overview in se
tion 2.1.2, V&V of 
on-
urrent 
omponents 
an be improved by 
ombining methods. For example,ConTest is a tool that is run several times on a test suite 
ombined with adefe
t dete
tor su
h as a ra
e-dete
tion tool to report on potential problems.An evaluation of FindBugs, Jlint and E_Jlin [30℄ reported that these toolsdete
t di�erent 
lasses of faults, suggesting that they are 
omplementary andshould be used together to 
over a larger number of faults than when appliedalone.The TestCon method [56, 60℄, 
ombines automated stati
 analysis, 
ode6



inspe
tion and dynami
 analysis using the ConAn tool. It 
onsists of thefollowing nine steps:Step 1: Exe
ute FindBugs. Review reports of in
onsistent syn
hronizationbug patterns. Use step 2 to determine if any bug pattern dete
ted by Find-Bugs is an a
tual error. FindBugs may also fail to identify a syn
hronisationfault.Step 2: In
onsistent Syn
hronization. Ensure all shared variables are pro-te
ted by syn
hronised blo
ks. Ea
h a

ess to a shared variable should besyn
hronised on the same obje
t. Stati
 shared variables should be syn
hro-nised on a stati
 lo
k.Step 3: Lo
k Referen
es. Ensure that lo
k referen
es are not reassigned.Step 4: En
apsulate shared variables. Shared variables that have pa
kageor publi
 s
ope 
an be a

essed outside the 
omponent; ensure that they areproperly en
apsulated to prevent outside a

ess.Step 5: Exe
ute Jlint. Review Jlint reports of deadlo
k bug patterns. Usestep 6 to determine if the bug pattern dete
ted by Jlint is an a
tual error.Step 6: Lo
k Graphs. For 
omponents with 2 or more lo
ks, build a lo
kgraph. Create a node for ea
h distin
t node used to syn
hronise a blo
k. Forea
h pair of nested syn
hronised blo
ks, draw a dire
ted edge from the outerlo
k to the inner lo
k. A 
y
le 
on�rms the possibility of a deadly embra
e.Step 7: Noti�
ations. Browse the FindBugs report for the No (notifyinstead of notifyAll) bug pattern. Che
k for appropriate use of notifyand notifyAll (notify wakes up at most one thread whereas notifyAllwakes up all threads).Step 8: Condition Syn
hronisations. Browse the FindBugs report for bugpatterns that involve 
alls to wait(). Examine the wait loop in a syn
hronisedblo
k. Determine if it has the desired syn
hronisation 
ondition.Step 9: ConAn. Use the ConAn tool to test the fun
tional behaviourof the 
omponent and 
all 
ompletion times. To use the tool one must �rstidentify test 
onditions, then 
onstru
t test sequen
es, exe
ute the test driverand �nally analyse the tool's report.Steps 1-4 mostly fo
us on defe
ts that lead to interferen
e, steps 5-6fo
us on deadly embra
e defe
ts and the remaining steps fo
us on fun
tionrequirements and 
orre
t pro
ess syn
hronisation.In pra
ti
e, most testing approa
hes involve some kind of methodologythat 
ombines V&V te
hnologies; integration of di�erent formats and sour
esof te
hnologies is 
ommon to methods for various purposes [35℄. The 
hal-lenge is to develop an approa
h that employs the most 
ost-e�e
tive te
hnolo-7



gies for a parti
ular set of 
ir
umstan
es. Su
h information 
an be gainedthrough empiri
al and pra
ti
al evaluation of the te
hnologies in various 
on-texts and determining the best 
ombinations for those 
ontexts.2.2 Empiri
al Resear
h in V&V2.2.1 Comparison and Combination of V&V Te
hnologiesThe �rst 
omparison studies of V&V te
hnologies date ba
k to the 1970swith Hetzel [34℄ and Myers [66℄. In the latter, Myers 
ompared the e�e
tive-ness of 
ode inspe
tion versus testing and found that neither approa
h wassigni�
antly better. This led to the postulation of the Hetzel-Myers law [25℄:�A 
ombination of di�erent V&V methods outperforms any single methodalone�. It is important to note that there are ex
eptions to this postula-tion, despite the fa
t that Endres and Romba
h refer to it as a law. Thelaw is supported by the �ndings of the repli
ated studies of Basili and Selby[7℄, Kamsties and Lott [45℄, Wood et al. [87℄, and Juristo and Vegas [44℄.Theses studies ran 
omparisons of stru
tural testing, fun
tional testing and
ode inspe
tion; in some spe
i�
 instan
es 
ode inspe
tion outperformed theother te
hniques, but the �ndings were not statisti
ally signi�
ant. Inter-estingly ea
h te
hnique dis
overed di�erent kinds of faults, thus providingmore eviden
e for the bene�ts of 
omplimentary V&V te
hnologies. Empir-i
al studies by Selby [76℄ and Wood et al. [87℄ evaluated the 
ombination ofV&V te
hnologies and provided further support for the Hetzel-Myers law.2.2.2 Empiri
al Resear
h of V&V in Con
urren
yAlthough empiri
al analysis is not new to V&V in software engineering,there are few experiments being 
ondu
ted on V&V te
hnologies used todete
t 
on
urren
y failures. A 
ase study was performed on a debuggingtool for 
on
urrent programs [68℄ and an empiri
al evaluation was 
ondu
tedon deadlo
k dete
tion te
hnologies for Ada programs [20℄. Promising re-sults were observed in some re
ent 
ase studies su
h as: (1) ConstrainedSpe
i�
ation-based (CSPE) testing for 
on
urrent programs was empiri
allyevaluated using faults produ
ed by mutant generators [15℄, (2) a mutation-based 
ase study was 
arried out on the TestCon method [57℄ to presentits 
omplete failure-dete
tion 
apabilities, and (3) a 
ase study was run onAtomizer, a dynami
 
he
ker for atomi
ity, on 12 ben
hmark programs [28℄.8



None of these studies a
tually observed how the V&V te
hnologies were ap-plied by pra
titioners; (1) and (3) did not take into 
onsideration how V&Vte
hnologies 
ould be 
ombined and the possible 
ost-e�e
tiveness improve-ments due to the 
ombinations. Thus far, 
ombinations of V&V te
hnologiesfor 
on
urrent programs have been explored and advo
ated through analysis[88℄. The empiri
al analysis of a 
ombination of V&V te
hnologies remainslimited to eviden
e based on V&V te
hnologies for sequential programs.2.2.3 Challenges of Empiri
al Software EngineeringSoftware engineering is 
ontinuing to mature as a dis
ipline and therefore inaddition to theoreti
al resear
h, the �eld has been expanding into empiri-
al resear
h. Sin
e V&V te
hnologies in software engineering are 
onstantlyevolving there must be ways to evaluate how 
ost-e�e
tive these te
hnologiesare. Empiri
al resear
h has the ability to give 
on�den
e in existing and newapproa
hes [11, 8℄; unfortunately it is not often adopted. To date, empiri
alsoftware engineering has been rather limited as only 1.9% of the publishedarti
les studied between 1993 and 2002 in
lude 
ontrolled experiments [78℄and many of these arti
les do not in
lude sound statisti
al analysis or re�e
thigh external validity [41℄. The reasons for this la
k of empiri
al resear
hin
lude the high 
osts of experimentation, the di�
ulty in applying the tra-ditional s
ienti�
 method in the software engineering 
ontext, the inability toextrapolate results into situations outside the experiment [69℄ and 
on
ernsthat empiri
al resear
h 
an slow the development of te
hnology [40℄. An-other major di�
ulty is the 
onne
tion between software engineering and itspra
titioners. In many ways, studies in this dis
ipline depend on the so
ialand psy
hologi
al aspe
ts of the users of V&V te
hnologies and the variabil-ity of their skills and experien
e has an in�uen
e on experimental results[14, 40, 8, 72, 21℄. Additionally, empiri
ism is often unpopular in softwareengineering, be
ause resear
hers strive to dis
over and develop their own the-ories; they are not interested in 
on�rming other people's results [69℄. Also,they do not take advantage of empiri
al studies to dire
t resear
h [70℄.Many of the di�
ulties asso
iated with empiri
al software engineering 
anbe resolved through the use of guidelines as well as appropriate experimentaldesign and it is well worth the e�ort. A software engineering pro
ess (su
has a V&V te
hnology) 
annot be trusted to work e�e
tively based solely onintuition [40, 8, 25, 70, 90℄; the user of the V&V te
hnology should haveempiri
al eviden
e that the te
hnology will work and therefore use it with9




on�den
e and knowledge of its fun
tionality [40, 6℄. Experimentation is nota new 
on
ept to software engineers sin
e V&V te
hnologies have been empir-i
ally evaluated for 25 years [42℄ and experimentation has be
ome an almoststandard addition to resear
h papers [70℄, but the empiri
al methodologyneeds to be improved [11, 13, 10℄. Guidelines have been and are 
ontinuallybeing developed in order to assist experimental design and data analysis;they in�uen
e aspe
ts su
h as the measurements 
olle
ted throughout theexperiment [50℄ and the statisti
al analysis used to examine these measure-ments [51℄. The desired out
ome of this re�ned methodology is to be ableto use empiri
al evaluation to (more 
on�dently) extrapolate results into thereal world (industry) through repli
ation and meta-analysis [54, 48, 71℄ andto develop a body of knowledge for V&V te
hnologies in software engineering[43℄. Repli
ated studies, although unpopular due to their la
k of the possi-bility of dis
overy, are the major sour
e of eviden
e in s
ien
e [54℄. Singlestudies do not 
arry enough information to support or refute a theory. Infa
t repli
ated studies 
an expose errors in su
h studies that 
hallenge thevalidity of the original results. Repli
ation 
an be supported through the useof laboratory pa
kages [62℄ and infrastru
ture [22℄ of experimental obje
ts.The greatest asset of s
ienti�
 knowledge, that is, knowledge whi
h hasundergone experimentation to prove its fa
tuality, is that it 
an also be pre-di
tive and applied in new situations [40℄. Most importantly informationgained from empiri
al evaluations and theoreti
al resear
h needs to be usefulto pra
titioners [75℄.2.2.4 Applying Empiri
al Knowledge of V&V Te
hnologiesAs 
lassi�
ation of faults and failures led to the development of V&V meth-ods (su
h as TestCon [60℄, and heuristi
s for ConTest [27℄) and repositoriesthat evaluate them (su
h as the 
on
urrent 
omponent ben
hmark [26℄), so
lassi�
ation of the V&V te
hnologies themselves 
an be used to determinetheir 
ost-e�e
tive appli
ation in pra
ti
e. Vegas [82℄ proposed a test 
asesele
tion strategy s
hema that 
lassi�es the strategies based on operationaland ta
ti
al aspe
ts. Ta
ti
al aspe
ts in
lude the goals of the test 
ases of aparti
ular te
hnique, whilst operational aspe
ts of a te
hnique are 
on
ernedwith the 
onditions of its fun
tionality. This 
hara
terization s
hema fortest 
ase sele
tion strategies 
an be used to determine whi
h strategy (or
ombination of strategies) is best suited for a parti
ular situation (an ap-proa
h advo
ated by Brin
h Hansen [31℄) more e�e
tively than the use of10



textbooks 
ontaining information on test 
ase sele
tion strategies [83℄. Su
hinformation, as well as the theoreti
al analysis of V&V te
hnologies and their
ombination [55℄ 
an help de�ne a paradigm that 
an be used to 
ustomiseV&V te
hnologies for spe
i�
 
ontexts to ensure the most 
ost-e�e
tive re-sults. There is a gap in V&V te
hnologies for 
on
urrent Java 
omponentsin the 
hara
terization s
hema, therefore part of this resear
h proje
t planis to extend the s
hema to this 
ontext. Ideally, pra
titioners will be able todetermine what te
hnologies are most e�e
tive for their parti
ular 
ontext byusing validated empiri
al information en
apsulated in 
ontextual narratives[77℄.3 Pra
ti
al WorkThis summarised a

ount of a 
ontrolled experiment fo
using on the TestConmethod assumes familiarity with basi
 empiri
al terminology. The presen-tation follows the reporting guidelines for 
ontrolled experiments devised byJedlits
hka and Pfahl [39℄ (where appli
able). Se
tion 3.1 details the moti-vation, aims and goals of the study. Se
tion 3.2 do
uments the related work.Se
tion 3.3 presents the experimental design, hypotheses, data 
olle
tion aswell as the obje
ts and subje
ts of the study. Se
tion 3.4 do
uments theexe
ution of the experiment. Se
tion 3.5 
ombines the analysis and inter-pretation. Se
tion 3.6 dis
usses the limitations of the study. Se
tion 3.7
on
ludes this se
tion and re�e
ts on future work. A te
hni
al report (avail-able on request) 
ontains detailed information on the design and hypotheses,experimental entities, measures, power analysis, and experimental operation.3.1 Motivation3.1.1 Problem StatementThe TestCon method 
ombines 
ode inspe
tion, automated stati
 analysisand dynami
 analysis in nine steps (se
tion 2.1.3) [60℄. The fo
us of thestudy is on the �rst eight steps of the method, whi
h do not in
lude dynami
analysis through the use of the ConAn tool. The use of the ConAn tooldepends highly on the number and quality of test 
ases produ
ed by itsusers [57℄ and therefore depends more on the skills and abilities of the usersthan the �rst eight steps and the automated stati
 analysis tools [36, 4℄.Sin
e the TestCon method is a 
ombination of V&V te
hnologies, it is the11



purpose of this study to observe whether the 
ombinations of defe
t dete
tionte
hnologies for the V&V of 
on
urrent 
omponents are more e�e
tive thanusing the te
hnologies separately.The reason for adding automation to the method is partially to improveits e�
ien
y and the study 
an eli
it if e�
ien
y is indeed improved, butintrodu
ing automated stati
 analysis tools also adds the issues of be
omingfamiliar with the tool and learning to 
orre
tly analyse its output. Analysisusing Jlint and FindBugs 
an result in false positives and users must be ableto re
ognise the di�eren
e between an a
tual defe
t and a false positive. Auser may also be
ome too dependent on the automated stati
 analysis tooland may not re
ognise defe
ts that are missed by the tools.The study also allows us to measure population varian
e whi
h is neededto a

urately estimate the sample size required to run repli
ated or similarexperiments in the future with statisti
ally signi�
ant results. Estimating thee�e
t size 
an be done by dividing the observed mean di�eren
e expe
ted bythe observed standard deviation [19℄. Then the sample size 
an be derivedfrom a power analysis, signi�
an
e level and the estimated e�e
t size.3.1.2 Resear
h Obje
tiveFollowing the template set out by the GQM [8℄ method, the resear
h obje
-tive of this study is: Analyse ad-ho
 and systemati
 V&V te
hnologies aswell as automated stati
 analysis tools applied by novi
es for the purpose of
omparison with respe
t to their 
ost-e�e
tiveness from the point of view ofthe resear
her and pra
titioner in the 
ontext of 
on
urrent Java 
omponents.3.1.3 ContextThe experiment was run with parti
ipants enrolled in the Con
urrent andReal-Time Systems 
ourse (3rd year 
ourse) at The University of Queensland.Ea
h parti
ipant was given an individual training session on a parti
ularV&V te
hnique and/or tool and asked to dete
t defe
ts in four 
on
urrentJava 
omponents (detailed in se
tion 3.3.4). Ea
h parti
ipant was given amaximum of 60 minutes to apply the V&V method.
12



3.2 Related Work3.2.1 Investigated Te
hnologyThe fo
us of evaluation in this study is the TestCon method (detailed inse
tion 2.1.3 of the Related Work), as well as the automated stati
 analysistools Jlint [4℄ and FindBugs [37℄ that are part of the method.3.2.2 Des
ription of Alternative SolutionsThere are many alternative V&V te
hnologies for 
on
urrent Java 
ompo-nents and they are detailed in se
tion 2.1.2 of the Related Work.3.2.3 Related ExperimentsSeveral empiri
al studies of V&V te
hnologies have 
ompared stru
tural test-ing, fun
tional testing and 
ode inspe
tion for sequential programs [7, 45, 65,34, 87, 44℄. This 
omparison study fo
uses on the major issues addressedby Selby [76℄ regarding the 
ombination of V&V te
hnologies, in a di�erent
ontext: 
on
urrent programs and automated stati
 analysis tools 
ombinedwith 
ode inspe
tion. Automated stati
 analysis tools have been previouslyevaluated as predi
tors of �eld failures [67℄.Previous ventures into the empiri
al analysis of the TestCon method[2, 17℄ have fo
used on observing one subje
t's appli
ation of the methodsteps, but empiri
al eviden
e for TestCon's e�e
tiveness and e�
ien
y needsto show whether a population of subje
ts is going to use the method with
onsistent results. Additional empiri
al resear
h in the 
ontext of 
on
urrent
omponents is do
umented in se
tion 2.2.2 of the Related Work.3.3 Experimental Design3.3.1 Goals, Hypotheses, Parameters, and VariablesApplying the Goal Question Metri
 paradigm [7, 25, 40℄, the following goalsof the study and their 
orresponding metri
s have been de�ned:1. Compare the e�e
tiveness of the V&V te
hnologies with respe
t to theper
entage of seeded defe
ts dete
ted by ea
h method.2. Compare the e�e
tiveness of the V&V te
hnologies with respe
t to theper
entage of false positives dete
ted by ea
h method.13



3. Compare the e�
ien
y of the V&V te
hnologies with respe
t to their
orresponding seeded defe
t dete
tion rates.The hypotheses of the study re�e
t the 2-Way ANOVA design (des
ribedin the following se
tion). This design is re�e
ted in the separation of thehypotheses into intera
tion and two fa
tors based on the outline presentedby Juristo and Moreno [40℄. Ea
h null hypothesis is denoted H0ij , whilstea
h alternative hypothesis is denoted as H1ij . The i 
orresponds to the goalidenti�ed and j is a 
ounter in the 
ase that more than one hypothesis isformulated per goal. This notation of hypotheses is re
ommended by thereporting guidelines for 
ontrolled experimentation in software engineering[39℄.The template for ea
h set of hypotheses and its 
orresponding metri
s isde�ned as:Intera
tion: Tool Use and TestCon
H0i0: There is no intera
tion between tool use/no tool use and the method(TestCon/Control) in whi
h it is applied.
H1i0: There is an intera
tion between tool use/no tool use and the method(TestCon/Control) in whi
h it is applied.Fa
tor 1: Automated stati
 analysis tools vs. 
ode inspe
tion withouttools
H0i1: There is no di�eren
e in the <metri
> of the stati
 analysis tooland 
ode inspe
tion treatments.
H1i1: The <metri
> of the stati
 analysis tool treatments is di�erentfrom that of the 
ode inspe
tion treatments.Fa
tor 2: Control vs. TestCon appli
ation of tools/
ode inspe
tion
H0i2: There is no di�eren
e in the <metri
> of the TestCon treatmentsand 
ontrol treatments.
H1i2: The <metri
> of the TestCon treatments is di�erent from that ofthe 
ontrol treatments.The metri
s 
orresponding to the three goals of the study are indire
tmeasures [50℄ de�ned as follows:Per
entage of seeded defe
ts dete
ted, PA:
PA = a

s(a = number of seeded defe
ts dete
ted, s = total defe
ts seeded)Per
entage of defe
ts reported that were false positives, PF:
PF = f

g 14



(f = number of defe
ts reported that were false positives, g = total numberof defe
ts reported)Defe
t dete
tion rate for seeded defe
ts, RA:
RA =a

t(a = number of seeded defe
ts dete
ted, t = time required to apply theV&V te
hnology)The goal of determining the e�e
tiveness of a V&V te
hnology is a
hievedthrough the measure of seeded defe
ts dete
ted. A V&V te
hnology is meantto dete
t defe
ts so that they 
an be resolved prior to the 
omponent beingused. The more defe
ts a te
hnology is likely to dete
t, the more e�e
tive itis. E�e
tiveness of a V&V te
hnology also depends on the number of falsepositives it dete
ts. A V&V te
hnology is more e�e
tive when it reportsfewer false positives so that time is not spent on resolving issues that arenot defe
ts. Similarly, a V&V te
hnology is more e�
ient than another if it
an dete
t defe
ts in less time. E�
ien
y is related to the 
ost of applying aV&V te
hnology; an ine�
ient te
hnology is 
ostly to apply.Motivation and self-per
eived mastery of the V&V te
hnologies were alsore
orded throughout the experiment. Motivation was measured by the sub-je
t's response on a data 
olle
tion form based on an ordinal s
ale from 0to 5. The motivation s
ale and question is the same as that in the experi-mental pa
kage presented by Lott [62, 61℄. Mastery of the treatment V&Vte
hnology was measured through the subje
t's response on a data 
olle
-tion form based on an ordinal s
ale and question from Lott's experimentalpa
kage. Kamsties and Lott [45℄ examined these 
hara
teristi
s in order tosee if better results in the appli
ation of 
ertain V&V te
hnologies were dueto the motivation for taking part in the study or the mastery of the V&Vte
hnologies of the parti
ipants, as opposed to the bene�ts of applying thete
hnology. The following hypotheses 
orrespond to the goals related to themotivation and mastery of the te
hnology:4. Determine if dete
tion e�e
tiveness depends on the motivation of theparti
ipant to take part in the study.
H04: The parti
ipant's motivation has no 
orrelation with their perfor-man
e (in terms of the per
entage of seeded defe
ts dete
ted).
H14: The parti
ipant's motivation is 
orrelated with their performan
e.5. Determine if the dete
tion e�e
tiveness depends on the parti
ipant'sself-per
eived mastery of the treatment.
H05: The parti
ipant's mastery of the V&V te
hnology has no 
orrelationwith their performan
e. 15



Table 1: Summary of Experimental Design.Te
hnology/Type Control TestConCode Inspe
tion 4 subje
ts 4 subje
tsTool Use 4 subje
ts 4 subje
ts
H15: The parti
ipant's mastery of the V&V te
hnology is 
orrelated withtheir performan
e.3.3.2 Experiment DesignAs depi
ted in Table 1, ea
h individual taking part in the study appliedthe tools and the parti
ular 
ode inspe
tion te
hnique through the followingtreatments:1. 
ode inspe
tion without the steps of TestCon2. 
ode inspe
tion with the steps of TestCon3. tool use without the steps of TestCon4. tool use with the 
ode inspe
tion steps of TestConThe treatments with the steps of TestCon refer to defe
t dete
tion appliedfollowing a number of de�ned steps either solely related to the use of auto-mated stati
 analysis tools or 
ode inspe
tion. The treatments without thesteps of TestCon are ad-ho
.Therefore the main e�e
ts due to the V&V task (tool use vs. 
ode inspe
-tion) and the main e�e
ts due to the V&V method (
ontrol vs. TestCon) 
anbe assessed. Note that treatment 4 only has the steps of TestCon that areasso
iated with the automated stati
 analysis tools so that the tool use 
anbe 
ompared without the additional steps of 
ode inspe
tion. It 
an thereforebe observed whether using the tools with 
ode inspe
tion steps is more e�e
-tive than using the tools alone without additional steps. The TestCon steps(see Se
tion 2.1.3) shared by treatments 2 and 4 are step 2 (in treatment 4this step in
luded both steps 1 and 2 of the TestCon method), step 6 (intreatment 4 this step in
luded both steps 5 and 6 of the TestCon method),and steps 7 and 8. The order of appli
ation of the steps is also di�erent forthese steps in treatments 2 and 4 (treatment 2 order: 2, 6, 7, 8; treatment 416



order: 2, 7, 8, 6) so that the steps are ordered based on using FindBugs �rstand then Jlint.A power analysis was 
ondu
ted to determine the appropriate sample sizefor the experiment. Based on Cohen's [19℄ sample size analysis, hypothesistesting of ANOVA with an F test (α = .10, Power = .80) for an e�e
t size of.80 requires a minimum sample size of 4 per group (for a study with 4 groupsthis means a total of 16 subje
ts). Cohen's e�e
t size values for tests on meansin the analysis of varian
e are .10 (small), .25 (medium) and .40 (large). Thee�e
t size was determined using estimated mean and varian
e values; it israther large but it will therefore provide some pra
ti
al signi�
an
e.3.3.3 Subje
tsThe experiment was planned to be run with sixteen students enrolled in theCon
urrent and Real-Time Systems 
ourse (3rd year 
ourse) at The Uni-versity of Queensland. The students volunteered to take part in the studyand they were paid to take part in the study for 90 minutes. Sin
e the stu-dents volunteer to parti
ipate in the study the sample of the population isde�ned as a 
onvenien
e (rather than a random) sample from the populationof novi
e software engineers.3.3.4 Obje
tsThe V&V te
hnologies were applied to four 
on
urrent Java 
omponents(Mutex, FIFOReadWriteLo
k, ReadersWritersSyn
, Piper). The �rst two
omponents are modi�ed versions of the java.util.
on
urrent pa
kage (release1.3.4) [52℄ 
omponents, the third is a 
omponent spe
i�
ally designed for thestudy using the FIFOReadWriteLo
k 
omponent from the same pa
kage, andthe last is a 
omponent from the 
on
urrent Java 
omponents ben
hmark[26℄. Defe
ts were seeded to make sure that all steps of the TestCon method
ould be analysed. Eight defe
ts in total were seeded among the 
omponentsand the �rst and fourth 
omponents had one defe
t ea
h prior to seeding.Six of the ten defe
ts were reported by the automated stati
 analysis toolswhilst four were only dete
table by inspe
tion of the 
ode.3.3.5 Data Colle
tion Pro
edureThe experiment was run during the se
ond half of the 
ourse on
e all par-ti
ipants would have been introdu
ed to the 
on
urren
y 
on
epts needed17



to 
omplete the study. All data was 
olle
ted on sheets modi�ed from theexisting templates available from the lab pa
kage [61℄ of the Kamsties andLott experiment [45℄. This in
luded an information sheet to be 
ompletedprior to applying the V&V te
hnology to do
ument the experien
e of theparti
ipants. Then ea
h parti
ipant �lled in a defe
t dete
tion report to listthe defe
ts dete
ted, the time at whi
h they were dete
ted and the durationof the step of the TestCon method (if appli
able). Parti
ipants that appliedthe FindBugs and Jlint tools listed all the 
on
urrent defe
ts that the toolsreported and noted whether or not they were false positives. Additionallyinformation was 
olle
ted by the experimenter regarding the time spent ap-plying the te
hnology (in full) and the time spent applying the Jlint andFindBugs tools. Following the experiment, the parti
ipants were asked toreport their per
eived mastery of the V&V te
hnology as well as whether ornot they 
onformed to the parti
ular pro
ess presented in training. Data wasalso 
olle
ted on how the parti
ipants applied the tools (whether or not theyused spe
ial settings or �lters).3.4 Exe
ution3.4.1 SampleSixteen students enrolled in the Con
urrent and Real-Time Systems 
ourse atthe University of Queensland parti
ipated in the study. All parti
ipants wereintrodu
ed to 
on
urren
y aspe
ts in Java so that they should understandthe defe
ts in the experiment. On the information sheet, they reported anaverage of 3 years experien
e in Java (minimum 0.2, maximum 5) and listedan average of 4 
ourses in Java (in
luding Con
urrent and Real-Time Sys-tems) with a minimum of 1 and a maximum of 8 
ourses. No parti
ipantsthat used the automated stati
 analysis tools reported prior experien
e inthe use of Jlint and FindBugs or any other stati
 analysis tools. None of theparti
ipants reported using spe
ial settings or �lters when applying the tools.Few of the parti
ipants performing a 
ode inspe
tion treatment had takena 
ourse in
luding material on 
ode inspe
tion (minimum 0, maximum 2).Con�dentiality of the information sheets was assured by �lling in a numeri
subje
t identi�er on the set of information sheets for ea
h parti
ipant.
18



3.4.2 PreparationA set of 
ards representing ea
h of the four parti
ipants for ea
h of thefour treatment groups was used for the randomization of the parti
ipants tothe groups. Prior to ea
h run of the study one of these 
ards was randomlysele
ted to determine the treatment the parti
ipant would apply (ex
ept 
loseto the end of the experiment when fewer 
ards were available).Parti
ipants re
eived training in the parti
ular V&V te
hnology that theyapplied. This 20 minute training pro
edure 
onsisted of a s
ripted presenta-tion in
luding slides presented to the individual outlining the V&V te
hnol-ogy (ea
h parti
ipant also had a 
opy of the slides to peruse throughout thestudy). Se
ondly, ea
h parti
ipant was introdu
ed to the four 
omponents byan overview of their 
orresponding interfa
es (again using slides available tothe parti
ipant). Lastly, parti
ipants were familiarised with the 
omponentsby perusing them without applying a V&V te
hnology to ensure that theyunderstood all the programming 
onstru
ts.3.5 Analysis and InterpretationStatisti
al analysis was performed using the SPSS statisti
al pa
kage (Version11.5). Despite the fa
t that the sample is a 
onvenien
e rather than a randomsample and the sample size is low, a parametri
 ANOVA analysis was rungiven that the results had a normal distribution and there was homogeneityamong treatment groups a

ording to the SPSS analysis on these fa
tors[18℄. Additionally, ANOVA analysis has been shown as robust, therefore it isrelatively insensitive to violations of the assumption of normality as well asthe assumption of equal varian
es [64℄. The 
orrelation between motivationand e�e
tiveness of testing te
hnique was done using the Spearman rank-
orrelation test as it dealt with ordinal values.3.5.1 Analysis of E�e
tivenessThe data regarding the number of parti
ipants dete
ting a defe
t per treat-ment group is presented on the 
hart in Figure 1. On the whole treatments2, 3 and 4 outperform treatment 1 and no treatment dete
ted defe
t 8-M2(related to the 
ondition of the loop 
ontaining a wait statement). Fromthe 
hart in Figure 2, the 
ombination of TestCon with tools does as well oroutperforms TestCon alone for all steps ex
ept for step 6 (a deadly embra
e19



Figure 1: Defe
ts dete
ted per treatment. Defe
ts are 
lassi�ed a

ording tothe numbers of the steps of the TestCon method followed by the �rst letterof the 
omponent they are in (M = Mutex, F = FIFOReadWriteLo
k, R =ReadersWritersSyn
, P = Piper) and the number of the defe
t (if there aremultiple defe
ts of the same type in the 
omponent).

defe
t that 
an only be dete
ted through 
ode inspe
tion). The result forthis step 6 may be due to a dependen
e on the automated stati
 analysis toolthat prevents the user from applying 
ode inspe
tion thoroughly.Table 2 presents the results of a Two-Way ANOVA of the defe
t de-te
tion e�e
tiveness. The bottom row in Table 2 shows that we 
annotreje
t H010 sin
e the F value is less than 1 and therefore there the studydoes not show intera
tion between Tool Use and the appli
ation of TestCon(p = 0.688; p > 0.10). The F value in the TESTCON row is greater than 1,suggesting that there is more variation between groups than within groups,from whi
h one 
an infer that there is a di�eren
e in the e�e
tiveness of Test-Con steps applied with tools or 
ode inspe
tion in terms of the per
entage ofseeded defe
ts dete
ted. However H012 is not reje
ted (p = 0.157; p > 0.10)as the result is not statisti
ally signi�
ant. The F value related to the appli-20



Figure 2: Defe
ts dete
ted by steps in treatments 2 and 4. Defe
ts are
lassi�ed a

ording to the numbers of the steps of the TestCon method fol-lowed by the �rst letter of the 
omponent they are in (M = Mutex, F =FIFOReadWriteLo
k, R = ReadersWritersSyn
, P = Piper). The two de-fe
ts that are not depi
ted in this 
hart (3-R and 4-M) are left out be
ausethey do not 
orrespond to steps shared by both treatments.
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Table 2: Two-way ANOVA of the defe
t dete
tion e�e
tiveness with respe
tto the per
entage of seeded defe
ts dete
ted.Sour
e Type III SS df Mean Square F Sig.TOOLUSED .106 1 .106 3.189 .099TESTCON .076 1 .076 2.283 .157TOOLUSED * TESTCON .006 1 .006 .170 .688Table 3: Defe
t dete
tion e�e
tiveness summary of des
riptive statisti
s -mean (standard deviation) in whi
h all values 
orrespond to per
entage ofseeded defe
ts dete
ted. The Columns row 
ontains the averages for all treat-ments not using tools (TOOLUSED -N) and those using tools (TOOLUSED -Y). The Rows 
olumn 
ontains the averages for all treatments using TestConsteps (TESTCON - Y) and those not using the TestCon steps (TESTCON -N). TOOLUSED - N TOOLUSED - Y RowsTESTCON - N .250 (.1732) .450 (.1000) .350 (.1690)TESTCON- Y .425 (.1500) .550 (.2646) .488 (.2100)Columns .338 (.1768) .500 (.1927) .419 (.1974)
ation of automated stati
 analysis tools is greater than 1 and H011 is reje
tedas shown in the TOOLUSED row of the Table 2 (p = 0.099; p < 0.10) . Table3 shows the des
riptive statisti
s related to the Two-Way ANOVA of defe
tdete
tion e�e
tiveness based on per
entage of seeded defe
ts dete
ted. Inthat table one 
an see that using automated stati
 analysis tools is moree�e
tive than just doing 
ode inspe
tion or 
ode walk-through as the per-
entage of seeded defe
ts dete
ted is greater than when tools are not usedsin
e the values in 
olumn TOOLUSED-Y are 
onsistently greater than thosein 
olumn TOOLUSED-N. The values of rows TESTCON-Y are greater thanTESTCON-N showing that the defe
t dete
tion te
hnique that applies Test-Con steps dete
ts a higher per
entage of the seeded defe
ts, but this resultis not statisti
ally signi�
ant sin
e H012was not reje
ted.Table 4 presents the results of an ANOVA analysis on the e�e
tivenessin terms of the per
entage of defe
ts reported that were false positives. Al-though the F value in the bottom row of Table 4 for the intera
tion of tooluse and TestCon variables is slightly greater than 1, H020 is not reje
ted(p = 0.209; p > 0.10), therefore the study does not show intera
tion in terms22



Table 4: Two-way ANOVA of the defe
t dete
tion e�e
tiveness with respe
tto the per
entage of false positives dete
ted.Sour
e Type III SS df Mean Square F Sig.TOOLUSED .322 1 .322 11.900 .005TESTCON .122 1 .122 4.519 .055TOOLUSED*TESTCON .048 1 .048 1.762 .209Table 5: Defe
t dete
tion e�e
tiveness summary of des
riptive statisti
s -mean (standard deviation) in whi
h all values 
orrespond to per
entage offalse positives dete
ted. The Columns row 
ontains the averages for all treat-ments not using tools (TOOLUSED -N) and those using tools (TOOLUSED -Y). The Rows 
olumn 
ontains the averages for all treatments using TestConsteps (TESTCON - Y) and those not using the TestCon steps (TESTCON -N). TOOLUSED - N TOOLUSED - Y RowsTESTCON - N .7056 (.12620) .3215 (.14232) .5090 (.24423)TESTCON- Y .4214 (.22820) .2468 (.13605) .3341 (.19906)Columns .5635 (.22849) .2797 (.24423) .4216 (.23342)of the per
entage of false positives dete
ted. The F values in the TOOLUSEDand TESTCON rows are both greater than 1 and therefore interestingly, both
H021 (p = 0.005; pp < 0.10) and H022(p = 0.055; p < 0.10) are reje
ted asthese values are statisti
ally signi�
ant. Table 5 shows that when automatedstati
 analysis tools and the TestCon method steps are applied the per
entageof false positives reported is lower; The TOOLUSED-Y and TESTCON-Yrows are 
onsistently lower than TOOLUSED-N and TESTCON-N.The number of false positives 
orre
tly and in
orre
tly identi�ed by thetesters using automated stati
 analysis tools is presented in Table 6. Inthe treatments that involved the appli
ation of automated stati
 analysistools, testers were asked to report all the defe
ts dete
ted by the tools andto indi
ate whether or not they believed the defe
ts were false positives.Jlint and FindBugs used with TestCon slightly outperform the tools used ontheir own be
ause fewer false positives are identi�ed in
orre
tly. On average,about 6 false positives were 
orre
tly identi�ed by Jlint and FindBugs users
ompared to 4.5 false positives for Jlint and FindBugs users with TestCon.This value indi
ates that the testers without TestCon may end up fo
using23



Table 6: Des
riptive statisti
s of false positives in
orre
tly identi�ed for treat-ments using automated stati
 analysis tools. Y means an a
tual defe
t er-roneously identi�ed as a false positive. N is a defe
t identi�ed as an a
tualdefe
t that is a false positive.False Positives/Treatments Jlint and Find-Bugs Mean (StdDev) Jlint and Find-Bugs with Test-Con Mean (StdDev)FP In
orre
tly Identi�ed (N) 2.25 (1.89) 1.25 (0.5)FP In
orre
tly Identi�ed (Y) 1.5 (0.58) 1.25 (1.5)on defe
ts that are false positives, thus preventing them from fo
using ona
tual defe
ts.3.5.2 Analysis of e�
ien
yTable 7 shows there is no signi�
ant intera
tion between tool use and TestConappli
ation in the bottom row (F value is greater than 1 but p > 0.10),therefore H030 is not reje
ted. Although the F value for the TOOLUSED rowis mu
h greater than 1, the result is not quite signi�
ant (p = 0.106; p > 0.10)and H031 is not reje
ted suggesting that defe
t-dete
tion rate is not a�e
tedby the use of automated stati
 analysis tools. Table 8 does show that whentools (the TOOLUSED - Y vs the TOOLUSED - N 
olumns) were usedthe defe
t-dete
tion rate (in terms of seeded defe
ts dete
ted per hour) washigher (with high variability). The F value is lower than 1 in the TESTCONrow of Table 7 and H032 is not reje
ted, therefore defe
t-dete
tion rate is notshown to be a�e
ted by the appli
ation of TestCon steps. The total defe
t-dete
tion times of the treatments show that applying TestCon usually takesmore time than applying automated stati
 analysis tools alone or ad-ho

ode walk-through (see Table 10). The appli
ation times of the steps of themethods show that steps 7 and 8 (that are 
on
erned with the appropriateuse of noti�
ation and 
ondition syn
hronisations) take less time on averagewhen applying 
ode inspe
tion with the automated stati
 analysis tools (seeTable 9). Step 6 (the deadlo
k step with lo
k graphs) also takes slightly lesstime with automated stati
 analysis tools than 
ode inspe
tion alone.Gross defe
t dete
tion rate refers to the defe
t-dete
tion rate of a treat-ment that in
ludes the dete
tion of both seeded defe
ts and false positives.24



Table 7: Two-way ANOVA of the defe
t dete
tion e�
ien
y.Sour
e Type III SS df Mean Square F Sig.TOOLUSED 18.657 1 18.657 30.53 .106TESTCON .393 1 .393 .064 .804TOOLUSED*TESTCON 7.483 1 7.483 1.225 .290Table 8: Defe
t dete
tion e�
ien
y. A summary of des
riptive statisti
s- mean (standard deviation). All values 
orrespond to the seeded defe
tdete
tion rate (seeded defe
ts dete
ted per hour). The Columns row 
ontainsthe averages for all treatments not using tools (TOOLUSED -N) and thoseusing tools (TOOLUSED - Y). The Rows 
olumn 
ontains the averages forall treatments using TestCon steps (TESTCON - Y) and those not using theTestCon steps (TESTCON - N).TOOLUSED - N TOOLUSED - Y RowsTESTCON - N 3.6223 (2.93185) 7.1497 (2.65839) 5.3860 (3.20432)TESTCON- Y 5.3034 (1.89792) 6.0953 (2.27549) 5.6994 (1.98545)Columns 4.4628 (2.45666) 6.6225 (2.35912) 5.5427 (2.58019)The average gross defe
t dete
tion rates show that using TestCon in 
odeinspe
tion greatly lowers the defe
t dete
tion rate, but that rate is in
reasedto mat
h the rate of ad-ho
 
ode walk-through when 
ombined with stati
analysis tools (see Table 10). The stati
 analysis tools applied alone havethe greatest defe
t-dete
tion rate, but the many defe
ts dete
ted may a
tu-ally be false-positives and there is little (if any) inspe
tion of the 
ode todetermine if the tools missed defe
ts. Note that in a lot of these des
riptivestatisti
s the standard deviation is quite high, therefore further studies withlarge sample sizes would need to be done to 
on�rm these results and allowfor tests of statisti
al signi�
an
e.3.5.3 Analysis of motivation and mastery of V&V te
hnologyCorrelation values indi
ate that performan
e 
annot be predi
ted by the self-reported motivation and mastery of V&V te
hnology values. The R valuefor the motivation is 0.344 and this value is lower than the 
riti
al r atthe signi�
an
e 
riterion 0.05 [89℄. Sin
e the mastery of defe
t-dete
tionte
hnology was asked separately for the use of Jlint and FindBugs there are25



Table 9: Des
riptive statisti
s of the time (in minutes) of steps in the TestContreatments. (Treatment 2/Treatment 4)Steps/Treatments Step 2 MeanTime (Std.Dev.) Step 6 MeanTime (Std.Dev.) Step 7 MeanTime (Std.Dev.) Step 8 MeanTime (Std.Dev.)TestCon CodeInspe
tion 3.19 (2.12) 3.37 (2.50) 4.83 (5.35) 4 (4.36)Jlint and Find-Bugs with Test-Con 3.35 (1.68) 2.17 (0.99) 2.69 (1.46) 2.06 (1.01)

Table 10: Des
riptive statisti
s of the total defe
t dete
tion time and grossdefe
t dete
tion rate.Treatment Average Time (hour) [StdDev℄ Average Gross Defe
t De-te
tion Rate (per hour)[Std Dev℄Code Walk-through .76 [0.26℄ 13.08 [8.39℄TestCon Code Inspe
tion .81 [0.12℄ 8.52 [1.81℄Jlint and FindBugs .66 [0.13℄ 21.78 [4.29℄Jlint and FindBugs with TestCon .88 [0.17℄ 13.69 [2.55℄
26



two R values: 0.059 and 0.111, both these values are also lower than the
riti
al r valuse at signi�
ane 
riterion 0.05. H04 and H05 are therefore notreje
ted.3.6 Limitations of the StudyValidity threats of the study are dis
ussed in the following se
tions 
ate-gorised as internal, external, 
on
lusion and 
onstru
t validity [86℄.3.6.1 Internal validitySin
e the study was 
ondu
ted on volunteer parti
ipants, as opposed to arandom sample of students (or pra
titioners), the reliability of the perfor-man
e results in the study may depend on their willingness to take partin the study. Someone enthusiasti
 and willing to spend approximately 90minutes for the study may perform more e�e
tively than an individual un-willing to give up their time for the same purpose, although the motivationanalysis results show that motivation did not in�uen
e performan
e. The ex-perimental environment was a meeting room with only the parti
ipant andexperimenter present, whi
h may a�e
t the fo
us of the individual as it maymake them feel as if it is an examination-like situation and this 
an in�uen
etheir performan
e. Although ea
h parti
ipant was trained individually, 
arewas taken to s
ript and provide slides to the parti
ipants so the training theyre
eived would be as 
onsistent as possible.The parti
ipant number 
an also greatly in�uen
e the results of the study.The fewer parti
ipants taking part in the study, the more likely that highlyskilled individuals will be grouped in a parti
ular treatment that 
an dependmore on their skills than the a
tual V&V te
hnology. Although the group ofindividuals taking part in this study were as homogeneous as possible (theywere all from the same 
ourse and should therefore have the same amountof experien
e regarding 
on
urren
y defe
ts) their skill variability 
ould stillin�uen
e the results.3.6.2 External validityThe study was not 
ondu
ted on a random sample of software engineers,greatly redu
ing its external validity. It was also not 
ondu
ted on pra
ti-tioners of the V&V te
hnology, although the results 
an be generalised to27



software engineering novi
es [51℄ who have just been introdu
ed to Java 
on-
urren
y.The 
on
urrent Java 
omponents may not be representative of those foundin industry as they are relatively small (60-105 LOC) and one of them wasa modi�ed student program, whilst two others were the result of splittingup another more 
omplex 
omponent. For the purpose of examining theV&V te
hnologies at the unit (rather than integration or system) level, these
omponents should be su�
ient. Two of them were modi�ed 
omponents ofthe java.util.
on
urrent pa
kage [52℄.The total number of lines of 
ode inspe
ted was approximately 137 (notin
luding 
omments and lines with 1 or less 
hara
ters, i.e., bra
es) andsubje
ts were given 60 minutes to inspe
t the 
ode whi
h is 
onsistent withRussel's [74℄ �ndings whi
h re
ommend that no more than 150 lines of 
odebe inspe
ted per hour. The limit of 60 minutes may not re�e
t the time thatsoftware engineering professionals would spend on defe
t dete
tion as theymay not adhere to stri
t limits. Additionally, this time limit may in�uen
ethe results as some subje
ts may feel they need to 
omplete the task in the 60minutes provided; this 
an in�uen
e their speed of defe
t dete
tion as theymay be trying to 
omplete the task in the given time. Some subje
ts maybelieve that they have to use up all the alloted time and this may not re�e
tthe a
tual defe
t dete
tion rate of the treatment applied.The seeded defe
ts may not be representative of defe
ts found in industry,but 
are was taken to make them representative of 
on
urren
y defe
ts andto ensure that the 8 relevant steps of the TestCon method 
ould be evaluated.3.6.3 Con
lusion validityE�e
tiveness was measured by the per
entage of a
tual defe
ts found andthe per
entage of defe
ts reported that were false positives. E�
ien
y usedthe additional measure of time of the appli
ation of the V&V te
hnology.These measures 
an be repeated and lead to high 
on
lusion validity. Onthe other hand, the parti
ipant's motivation and mastery of V&V te
hnologys
ores are subje
tive and may give very di�erent responses in other situations.Mastery of the V&V te
hnology 
an be determined more e�e
tively throughan obje
tive test but time 
onstraints made it di�
ult to 
olle
t su
h data.As in the Kamsties and Lott study [45℄, data on the mastery of the V&Vte
hnology was 
olle
ted after it was applied, thus ensuring the parti
ipantshad a better idea of their ability at applying the te
hnology than they would28



after the training alone.3.6.4 Constru
t validityE�e
tiveness and e�
ien
y are 
ommon measures applied in the evaluationof V&V te
hnologies. Motivation was previously used in the Kamsties andLott [45℄ study to examine the e�e
ts of motivation on performan
e. Masteryof the V&V te
hnology was a measure re
ommended by the same people.3.7 Con
lusions3.7.1 Dis
ussion of ResultsThe results of the experiment show that the use of stati
 analysis tools (su
has Jlint and FindBugs) 
an be more e�e
tive than 
ode inspe
tion (with orwithout the TestCon steps). This may be due to the fa
t that the parti
ipantsare not familiar with the defe
ts that need to be dete
ted and therefore 
annotre
ognise them in the 
ode. Experien
ed pra
titioners should not have thisproblem, but even so, they may forget 
ertain defe
ts or fail to re
ognisethem, therefore the tools 
an still prove to be useful.Based on the power analysis, the number of parti
ipants in the studyneeded to be 16 for an estimated e�e
t size (Cohen's f [19℄) of 0.8 or higher.However the e�e
t size observed in the study, applying Cohen's e�e
t sizeequation [19℄ to the sample means and varian
e (of per
entage of defe
tsdete
ted), was a
tually 0.5 whi
h requires 7-10 parti
ipants per treatmentgroup (28-40 in total). An analysis of the des
riptive statisti
s asso
iatedwith the defe
ts dete
ted per V&V te
hnology shows that 
ombining TestConwith automated stati
 analysis tools improves e�e
tiveness, but this dataneeds to be supported by a future study with statisti
al analysis and a largersample size.In terms of the per
entage of defe
ts reported that were false positives,both the use of stati
 analysis tools and the TestCon method proved moree�e
tive. The appli
ation of the TestCon method and the tools makes par-ti
ipants fo
us on a
tual defe
ts. The observed e�e
t size was 0.8 whi
hsuggests that a treatment group size of 4 is su�
ient. Of 
ourse repli
atedstudies would still bene�t from a higher parti
ipant number.E�
ien
y is not improved for the parti
ipants that applied stati
 analysistools and the TestCon method; this may a
tually be due to the size of the29




omponents analysed (espe
ially with respe
t to the tool use). Defe
t dete
-tion on larger 
omponents may show that the use of stati
 analysis tools ismore e�
ient. An analysis of the des
riptive statisti
s shows that applyingTestCon with automated stati
 analysis tools in
reases the defe
t-dete
tionrate when fo
using on individual TestCon steps and gross defe
t-dete
tionrate.3.7.2 Lessons LearnedThe most signi�
ant lesson learned from the design of the experiment is touse power analysis when being limited in sample size. Additionally beingaware of the existing body of knowledge (su
h as lab pa
kages and experi-en
es) in the 
ontext of V&V te
hnologies helps a resear
her be aware ofthe gap they are �lling. Although the study run was relatively small, it 
an
ontribute to the full body of knowledge and it does not have to generalise toall possible 
ontexts. Instead it 
an be a stepping-stone 
ombined with thedata 
olle
ted in other small studies. It is also important to maximize theinformation available from the study (as advo
ated by Juristo and Moreno[40℄). Designing the study as a 2-Way ANOVA, for example, gave more in-sight into the two di�erent 
omponents of the TestCon method (tool use andsystemati
 
ode inspe
tion) and fa
ilitated the use of smaller groups for thetreatments.Lessons were also learned regarding data 
olle
tion. Listing 
ourses wasnot a very a

urate measure of skills in Java as many students 
ould notremember the 
ourses they took or they took them at di�erent institutionsthus making it di�
ult to add up 
ourses. Lastly, manual 
olle
tion of data,su
h as time, makes the statisti
al analysis of the study time-
onsuming andsu�ers from possible bias based on the interpretation of the 
olle
tion forms.Re
ording the appli
ation time of the TestCon method steps automati
ally
an save parti
ipant appli
ation time and therefore be a more a

urate re-�e
tion of the 
osts involved.3.7.3 Relation to Existing Eviden
eAlthough not all the results regarding 
ost-e�e
tiveness were statisti
ally sig-ni�
ant, overall there is a 
orresponden
e with the �ndings of this study andthat of Selby [76℄ and Wood et al. [87℄ regarding 
ombinations of V&V te
h-nologies. This study did not apply post-ho
 
omparison of 
ombinations of30



V&V te
hnologies, instead it applied a 2-Way ANOVA design to perform the
omparisons. Importantly, the study provided examination of V&V te
hnolo-gies in the 
ontext of 
on
urrent Java 
omponents with a number of subje
ts(as opposed to one subje
t in [2℄) taking into a

ount their variation in skills.3.7.4 Future WorkFurther resear
h in this 
ontext 
an be done through empiri
al studies exam-ining di�erent 
ombinations of V&V te
hnologies (su
h as dynami
 analysis)for 
on
urrent 
omponents. Additionally a more realisti
 
ontext in termsof parti
ipants (and greater parti
ipant numbers) and environment, 
ompo-nents and defe
ts (spe
i�
ally real vs seeded defe
ts) 
an improve the externalvalidity of a future study. It is also vital to be more aware of what is a
-tually advo
ated in the pra
ti
e of V&V appli
ation in this 
ontext, so auseful 
omparison 
an be made, spe
i�
ally of novel vs 
urrently used V&Vte
hnologies.The ease of repli
ation of this study 
an be greatly in
reased through thedevelopment of reusable experimental 
onstru
ts su
h as automated data
olle
tion and marking. Skills 
an be measured more a

urately through theuse of obje
tive tests. Obje
tive testing and automated data 
olle
tion 
analso redu
e the experimental bias [49℄.4 PlanThe aim of this resear
h is to 
ontribute to the V&V of 
on
urrent Java
omponents and empiri
al software engineering in three ways:1. Devise a 
hara
terisation s
hema; a systemati
 approa
h to buildingup empiri
al and pra
ti
al knowledge. The knowledge 
ontained in thiss
hema 
on
erns the parti
ular 
ontexts and 
ost-e�e
tiveness of V&Vte
hnologies of 
on
urrent 
omponents. A 
hara
terisation s
hema or-ganises information by 
lassifying it in a format that helps pra
titionersde
ide when a given V&V te
hnology is useful. The 
urrent s
hema [83℄for testing te
hnology fo
uses on test 
ase sele
tion. Sin
e not all V&Vte
hnologies of 
on
urrent 
omponents involve test 
ase sele
tion, it isa 
hallenge to expand the s
hema to in
lude te
hnology su
h as 
odeinspe
tion. The s
hema 
an then:31



• make use of the empiri
al knowledge in pra
ti
al V&V te
hnolo-gies for 
on
urrent 
omponents
• inform resear
hers of gaps in empiri
al resear
h regarding V&Vte
hnologies for 
on
urrent 
omponents
• inform resear
hers of the empiri
al methodology re
ommended inthis 
ontext (and provide support for the empiri
al resear
h withreusable 
onstru
ts)2. Determine the needs of pra
titioners that apply V&V for 
on
urrentJava 
omponents. This information 
an guide future empiri
al evalua-tions and the development of the 
hara
terisation s
hema. Additionallyit 
an guide the modi�
ation of the TestCon method itself.3. Modify the TestCon method for the V&V of 
on
urrent Java 
ompo-nents; generalise it for use in both previous and 
urrent versions ofJava. The 
hara
terisation s
hema will further expand the use of themethod thus resulting in a more modular method ensuring that 
ost-e�e
tive 
ombinations of the V&V te
hnologies of the method 
an bederived for spe
i�
 
ontexts.It is important to evaluate the 
hara
terisation s
hema and this will be donein a two-fold approa
h of 
ontrolled experimentation and 
ase study. Atthis time it is un
lear what kind of study will be performed �rst, as bothforms of evaluation are re
ommended. A

ording to Juristo, Moreno andVegas [42℄ a 
ase study in an industrial 
ontext takes pla
e after 
ontrolledexperimentation on
e the laboratory environment of evaluation has shownsome results and provided a dry run for the study. Endres and Romba
h[25℄ on the other hand advo
ate the 
ase study approa
h �rst to be
omeaware of what vital questions need to be asked in the laboratory study or
ontrolled experiment. Currently the plan in
orporates the former approa
hof evaluation.The plan is outlined in the Gantt 
hart (Figure 3) with des
riptions of thene
essary tasks and their estimated duration in Table 11. All tasks in
ludethe write up ne
essary to do
ument the work done and the asso
iated results
olle
ted (if any). Contribution 1 is related to tasks 4-7 as it in
ludes thedevelopment of the 
hara
terisation s
hema, its evaluation (using reusableexperimental 
onstru
ts) and its modi�
ation. Contribution 2 is related to32



Figure 3: Resear
h Proje
t Timeline

task 1 with the analysis of the survey being applied in tasks 3 and 5 and
ontribution 3 is related to tasks 2 and 3.
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Table 11: Resear
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